3AITIPOLIEHHS 10 BUCJIOBJIEHHS 3ALIIKABJIEHOCTI
(KOHCYJIBTALIIMHI ITIOCJYTH - BIABIP IHANBIAYAJIBHOI'O
KOHCYJIBTAHTA)

Kpaina: Ykpaina

MpoexT: 3MIIHEHHS! CHCTEMH OXOPOHH 3/I0POB’s Ta 30€peKEHHS KHUTTA B Y KpaiHi
[To3uka Ne:  9468-UA

Ha3ga 3aBnannsi: KoHCY/IbTaHT 3 1HGOPMAITIHHUX TEXHOJIOTIH (MEpEeKeBHI IHKEHED)

InenTudikauiinmii Ne (3rigHo 3 [Inanom 3akymnisens): HEAL-1C-4.2.2.4

VYkpaina orpumaina ¢iHaHCcyBaHHS BiJ MiKHApOTHOTO OaHKY PEKOHCTPYKHii Ta pO3BUTKY (mami —
«bank» a6o MBPP) mno3uky Ha peanizamito NPOEKTYy «3MILHEHHS CHUCTEMH OXOpPOHM 3JI0pOB’Sl Ta
30epexeHHs KUTTS B Ykpaini» (nam — «[IpoekT») Ta Mae HamMip BUKOPUCTATH YaCTUHY IMX KOIITIB Ha
3MIACHEHHS TIPAaBOMOYHHX IUIATEXKIB 32 KOHCYJbTAIIIHI MMOCITYTH, JJISl 3aKYIIBIl SKUX BUIIYIICHO 1€
3aIpOILEHHS /10 BUCIOBJICHHS 3al[IKaBIE€HOCTI.

Koncynpramiiini nocnyru (nami — «Ilocmyru») nepeabayaroTs MOCIyTH 3 yIpaBiliHHA 3axoaamu IIpoexTy,
CIpSIMOBaHUMH Ha BIOPOBA/KCHHS HOBITHIX 1H(QOPMALIAHUX TEXHOJOTIH, IHIIMX CyYaCHHUX
1H(paCTPyKTypHHUX apXiTEKTYpHHX pillieHb 3 OyAIBHUIITBA aBTOMAaTU30BaHUX CHCTEM B iH(popMaLiifHOMy
cepeoBHIL MeauuHOi cepu Ykpainu. [leranpae TexHiuHe 3aBJaHHS 101A€ThCS.

MiHiCTepcTBO OXOpPOHU 3/I0pOB’st YKpaiHU 3alpollye IMPaBOMOYHUX KOHCYJIBTAHTIB (Hajgami —
«KoHcynbTaHTH»), BHCIOBUTH CBOIO 3alliKaBIIEHICTh y HaAaHHI 3a3HaueHux [locmyr. 3amikaBieHi
KoncynbTantu MaroTh HajaTH iH(OpMAILito, 1o MiATBEPHKYE HASBHICTD Y HUX KBami(ikallii Ta TOCBIiY,
HEeoOXiqHUX U1 BuKOHaHHA Ilociyr, a Takoxk 3amoBHUTH (hopMy AJsl BU3HAUEHHS BiJIIOBIIHOCTI
KBaJTi(DIKAIIMHAM KPHUTEPIsAM, 110 HaBEICHA HIDKYE.

Bin6ip HaiiOimbin KBamipikOBaHOTO Ta JOCBIIYEHOTO KOHCYJIbTAaHTA JJIsi BHKOHAHHS 3aBIAaHHS
3MIIACHIOBATUMETHCSI HA OCHOBI HACTYITHUX KPHUTEPIiB:

* BHIIA OCBiTa CTymneHs Marictpa abo creriamicra y chepi [T, iHkeHepii un 1HIINX BiAMOBITHUX
HAYKOBO-TEXHIYHUX TUCIMILIIH;

* He MEHIIE 5 pOKiB MPAKTUYHOTO JOCBiAY poOOTH Ha MO3UIIIT MEPEKEBOTO 1HKEHEPA;

* BUIbHE BOJIOAIHHS YKPaiHCHKOIO MOBOIO; MiATBEPIKEHE BOJIOJIHHS AHTJIINCHKOIO MOBOIO Ha
PiBHI, III0 T03BOJISIE MUCHMOBE JIIJIOBE CIIUIKYBaHHS,

*  JIOCBIJl CTBOPEHHS PO3MOIIJICHOI KOPIIOPATHUBHOT MEPEKH;

*  JIOCBIJ MiJAKIIOYCHHS MEPEKEBUX MPHUCTPOIB IO CUCTEMH MOHITOpPHHTY Zabbix Ta moOyaoBu
Jamoop/1iB MOHITOPUHTY KaHAJIB Iiepeaadl JaHuX;

*  JIOCBiJ poOOTH C MepekeBUM oOsiagHanHsAM KoMmraHii Cisco Systems;
* MPaKTHYHUHN JOCBi BUKOPHUCTOBYBAHHS MPOTOKOJIIB MapIIPyTH3AIIii.
baoicana keanigixayis:
* BHUKOpHCTaHHs ab0 TeopeTHYHEe 3HaHHA MepexxeBux ekpaHiB Cisco FirePower;
* BuUKoOpHcTaHHA abo TeopetnyHe 3HaHHA Cisco Unified Communications Manager

3Bepraemo yBary 3aiikaBieHux KoncynbrantiB Ha Po3gin III mynktu 3.14, 3.16 Tta 3.17 IlociOHuka
CaitoBoro 6anky «IIpaBuina 3akyniBenab CBiToBOTO OaHKy 1is mo3uuanbHUKiB PIID», omy6nikoBaHi y
munHi 2016 poky (mepernsgHyTi y aucronani 2017 poky, cepnni 2018 poky Ta mucronazni 2020 poky)
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(mami — «IIpaBuna 3akymiBenb»), SIKHH MIiCTUTh MOMTUKY CBiToBoro baHky cTOCOBHO KOH(IIKTY
IHTEpeCiB.

Koncynpranra Oyae oOpaHo 3a AOMIOMOTOI0 METOAY BinOopy iHauBiMyabHuX KoHCYbTaHTIB (IK), mo
JeTabHO omrcanuil y [IpaBmmax 3aKyImiBeb.

JlonaTkoBy iH(pOpMAIliF0 MO’KHA OTPUMATH 3a aJIpecoro, o BkazaHa HWxk4Ye, 3 10:00 mo 17:00 roguHM
3a MICLIEBUM YaCOM.

BucnoBneHHs 3alikaBIeHOCTI MalOTh OyTH JOCTaBJEeHI y MUCbMOBIH (opMi yKpaiHCbKOK MOBOIO 3a
3a3HAYEHOI0 HIDKYE aApecoro e1eKTpoHHoi oty A0 17:00 3a kuiBcbkum yacom 06 Bepecust 2023p.
Bucnosnenns 3arfikaBieHOCTI HEOOXiTHO TonaBaTh i3 3a3HadeHHsAM HacTtymHOI Temu: «HEAL-IC-
4.2.2.4: BucJIOBJICHHS 3al[iKaBJIEHOCTI».

Anpecu, 1110 3ralyf0ThCsl BUILE, HACTYIIHI:
En. momra: moz.wb.procurement@gmail.com, 0060B’si3k0B0 komisa Ha m.k.dymytrenko@moz.gov.ua



OOPMA U151 3BAITIOBHEHHSA
y pamkax Bigoopy Koncyabranra 3 iHpopMamiiiHMX TeXHOJI0Ti (MepexeBUid
im:kenep) (Ne HEAL-1C-4.2.2.4)

Ne Kpurepiii, nependoavennii Texnivnnm BinnoBigHicTh KpUTEpito
3aBAAHHAM

1. | BuIa OCBiTa CTyIeHs Marictpa abo
cnemiarnicta y cdepi IT, imkenepii un iHIIUX
BIJINTOBITHUX HAYKOBO-TEXHIYHUX TUCITUTUIIH

2. | HE MEHIIE 5 POKiB MPAKTHYHOTO JTOCBILY
po0OTH Ha MO3UILIT MEPEKEBOTO iHKEHEpa

3. | BiIbHE BOJIOAIHHS YKPATHCHKOIO MOBOIO;
TiITBEPKEHE BOJIOIIHHS aHTIIIHCHKOIO
MOBOIO Ha PiBHi, III0 JI03BOJISIE€ TTUCHMOBE
JIIJIOBE CITUTKYBaHHS

4. | IOCBiJ CTBOPEHHS PO3MOIITIEHOT
KOPIIOPATUBHOI MEPEKHU

5. | mocBin miAKITIOYEHHS MEPEKEBUX TPUCTPOIB
JI0 CUCTEMHU MOHITOpUHTY Zabbix Ta
noOy0BH aIIOOP /1B MOHITOPUHTY KaHaJIB
nepenayl JaHux

6. | mocBig poOOTH C MEPEKEBUM 00JIaTHAHHSM
komradii Cisco Systems

baxana kBaJidikanis

7. | BUKOpUCTaHHS ab0 TEOpeTUYHE 3HAHHS
MepeskeBux ekpaniB Cisco FirePower

8. | Bukopucranus abo teopernune 3HaHHS Cisco
Unified Communications Manager




YKPAIHA
MiHicTepcTBO OXOPOHHM 310POB’ ST YKpaiHu
IIpoekT «3MillTHEHHSI CCTEMH 0XOPOHHM 310POB’Hl Ta 30epesKeHHs JKUTTH B
Ykpaini» Ne 9468-UA

TexHiuHe 3aBJaHHS HA HAJIAHHS KOHCYJBTAIlIHHUX MTOCITYT
«KoHcyabTanT 3 iHdopManiiiHMX TeXHOJIOTIH (Mepe:xkeBUil iHXKeHep)»
(maxet Ne HEAL-1C-4.2.2.4)

I. 3ATAJIBHA IH®OOPMAULIA

VYpsan Ykpainu oxepxaB mo3uky CBiToBoro 0aHKy Ha (piHAHCYBaHHS TMPOEKTY
«3MIITHEHHS CUCTEMU OXOPOHU 3/10pOB’ s Ta 30epeskeHHst )KUTTs» (ani — [Ipoekr). Limro
[Ipoexty €, 30KkpemMa po3poOieHHs i1HQopMmariiHuX cucteM Ta npugoanas IT-
oOJtaTHaHHA.

Ypsan Vkpainu oaeprkaB no3uky CpiToBoro 6anky Ta I'pant I'moGansHoro hoHIy
(diHaHCYBaHHS Ha peai3alilo MPOEKTY «3MIIHEHHS CHUCTEMHU OXOpPOHH 3[I0pOB’SA Ta
30epexeHHs KUTTA B YKpaiHn» (aani — [IpoekT) HMiisiMu SIKOTO €, 30KpeMa: BITHOBIICHHS
Ta TMOKpAIIEHHS JOCTYMYy /0 OCHOBHUX MEIUYHHUX TOCIYT, 3aJ0BOJICHHA HOBHX Ta
HEBIIKIAAHUX MOTped y MEIWYHUX Mochyrax, 3abe3meueHHs: (iHaHCOBOTO 3aXHCTy B
HaJ3BUYANHIN CUTYyaIlii.

3axoau [IpoexTy cpsiMoBaH1 Ha TOM’SIKIIEHHS BIUTMBY BIMHU Ha BTPATY JIOJCHKOTO
KaImiTalry, OXOIUTIOIOTh KJIIOYOBI1 i1, HEOOX1IHI /i1 BITHOBJIEHHS YaCTKOBO 3PYWHOBAHO1
CUCTEMH OXOPOHH 370poB’sl. 30KkpeMa, y paMkax [IpoekTy miuaHyeTbcs BAOCKOHAJIEHHS
MEANYHOI JOTIOMOTH, B TOMY YHCIi pO3po0Ka HOBHX MOJENEH 1 MPOTOKONIB HaJaHHS
MEIUYHUX TIOCIYT, HAaBYaHHS MEJMYHOI0 EPCOHANY, 3aKYIIBIIsI MEIUYHOTO 00J1aTHaHHS
Ta Cy4aCHHUX allbTE€pPHATUBHUX JIKEpPEN EHEpPrii, a TAK0kK PEMOHT/PEKOHCTPYKIIS 3aKJIaliB
oxoponu 3710poB’s (nani — 303), BKII0Ua0uu MPOEKTYBAHHS 00’ €KTIB.

[IpoeKT ckagaeTbest 3 YOTUPHOX YACTHHHU:

Yactuna 1. 3am0BosIeHHS HOBUX Ta HEBIAKIAIHUX TOTpeOd y cdepi 0XOpoHH
TICUXIYHOTO 37I0pOB'A Ta peadimiTaiii.

Yactuna 2. I[lomanpine BAOCKOHANIGHHS Ta 3MILNHEHHS TEPBUHHOT MEIUKO-
CaHITapHOI TOMOMOTH.

Yactuna 3: BigHoBieHHS Ta MOJAEpHI3allld JIKapHSAHOI JTOMOMOTH BIAMOBIIHO 0
HaMpsIMKIB pedopM.

UYactuna 4. [linTpumka po30ya0BH MOTEHIATY, UG POBi3aIlii Ta iHHOBAIIH.

MO3 mae HaMmip 3aIy4UTH 1HAMBIAYaJbHOTO KOHCYJIbTaHTa 3 1H(OpMAaIitHUX
texHosorii (mami - KoncynpTanTa) nns migTpuMmka Ta po30yJOBH MOTEHIIANY,
nudpoBizaii Ta iHHOBaLiM 171 HarioHansHOT City0u 370poB's YKpaiHu.



II. META

Mertoro HamanHs mociayr KoHCynbTaHTa € 37A1HCHEHHS] €(EeKTUBHOTO YIPABIIIHHS
3axonamu [IpoexTy, cOpsiIMOBaHMMM Ha BHPOBA/KEHHA HOBITHIX 1H(QOpMALIITHUX
TEXHOJIOT1H, IHIINUX Cy4YaCHUX IHPPACTPYKTYPHUX apXITEKTYPHUX PillIeHb 3 OyA1BHULITBA
aBTOMATU30BaHUX CUCTEM B 1HGOPMAIIIHHOMY CEpeIOBHUII MEIUYHOI chepu YKpaiHu.

III. OBCAI ITOCJIYT

s nocsruenHst MeT KOHCYIbTaHT MOBUHEH BUKOHATH HACTYTIHI 3aBJaHHS:

1) magaBatu koncynwTalli HC3VY Ta ocobucto mpuiiMaTel ydacTh B MIiATOTOBIII
MPOEKTIB TEXHIYHUX 3aBJAaHb Ta TEXHIYHUX crienrikailiil Ha 3aKymiBIIIO TOBapiB, poOIT
1 mociyr 3 1HGOPMAIIHHO-TEXHIYHUX MUTaHb Ta MPOTPAMHOTO 3a0€3MeUeHHs y paMKax
[Ipoexry;

2) KOOpAMHYBaTH poOOTY 3 IHIIMMH 1HAUBIAYaTbHUMH KOHCYJIbTaHTaMu [IpoexTy,
3aaistHuX y BrpoBamkeHHi [KC;

3) copusitu opranizaunii Hapag HC3Y Tta miaBiZoMYMX MiJNPUEMCTB, YCTAHOB 1
opraHizaiiii Ta MAPAJHUAX OpraHizamiii 3 MHUTaHb, 10 CTOCYIOTHCS BIPOBAKECHHS
iHbOpMaLiHHO-KOMYHIKAIIITHUX TEXHOJIOT1H;

4) B paMKax KOMIIETEHIIlT Oe3mocepeHe OpaT ydacTh y;

® CTBOPEHHI PO3MOIIJIEHOT KOPIIOPATUBHOI MEPEKH;

® MIJKIIOYEHHI MEPEKEBUX IMPUCTPOIB O CUCTEMH MOHITOpUHTY Zabbix Ta

noOy10BU AAIOOp/1iB MOHITOPUHTY KaHATIB TIepeaadl JaHuX;

e po6oTi c MepexxeBUM 00saqHaHHAM KoMmaHii Cisco Systems: MapipyTH3aTOpu

ISR 4xxx ta lxxx, mapmpytuzaropu Nexus 9K, komyratopu Catalyst 2960,
9200, 9500 Ta inme;

e ctBopenHs [P SEC VPN na mapmpytuzaropax Cisco ISR cepii Ta iH1e;

e ctBopeHHs: VRF ta VTI Ha o6nannanni komnanii Cisco Systems;

e  HajamTyBaHHI MepexxeBux ekpaniB Cisco FirePower Ta iHmmXx;

e ganamrtyBanHi Cisco Unified Communications Manager Ta iHIIUX.

5) 3niiicHIOBaTH MOHITOpPUHT BUKOHaHHS [T 10oroBopiB, yKIIaJeHHX B paMKax
[IpoexTy, Ta B3a€EMOIIATH 3 MIAPSTHAKAMH Ha TTOCTIHHINA OCHOBI,

6) BUKOHYBAaTH IHII 3aBJlaHHs, TOB’s3aHi 3 peanizanicto [IpoekTy Ha BUMOTY
Koopaunaropa IIpoekty (B Mexkax CBO€T KOMIIETEHIIIT).

IV. TEPMIH BUKOHAHHA

KoHCynbTaHT HajgaBaTMME MOCIYTM 3 JaTH YKIAaJaHHsA Jorosopy no 31.12.2024
POKY 4M 1HIIOTO MEPIOAY, MOTOKEHOT0 CTOPOHAMH, 32 YMOBU HAJIEKHOTO BUKOHAHHS
3aBJaHb.



V. YMOBU BUKOHAHHS 3AB/IAHHSA

KoncynbpranT mpairoe min kepiBHuntBoM Koopawnatopa croinbHUX 31 CBITOBUM
O0ankoMm mpoektiB MO3 Ta miJl onepaTuBHUM KEpPIBHUIITBOM JAHpeKkTopa JlemaprameHTy
iH(popmaniiinux Texnonoriit HC3VY.

[Tocnyru KoHCynbTaHTa OMIauyyOThCS MIOMICAYHO 32 CTaBKOIO, MOTOHKEHOIO Ha
MOMEHT YKJIaIaHHS TOTOBOPY HA YaCTKOBY 3alHSTICTb.

3aMOBHUK cBo€dacHO Hajae KoHcynbTaHTy BClO 1H(OpMaIito, HEOOXiTHY s
BUKOHAHHS HUM CBOTO 3aBJIaHHS, @ TAKOXK 3a0€3Medy€e HOro He0OX1THUMU MEePEenyCTKaMu
JUTSL TOCTYITY JIO OpraHiB BUKOHABYOT BJIA]TH.

3amoBHUK Hagae KoHcynpTaHTy pobOode Miciie, BKIOYarouu odicHe 00JiaTHaHHS
HeoOXiJHe NI BUKOHaHHA 3aBlaHb (iHTepHeT, Tenedon, [1K, mpunTep/komitoBambHe
o0JaTHaHHS TOIIIO).

Buxonanus 3aBaaHHs He niepeadayae BiIpsSHKEHb.

[Ipotsrom 10 gHIB michs 3aKiHYEHHS KOXHOTO Micsans KoHCynapTaHT Hagae
3aMOBHUKY 3BIT MPO HaJaH1 MOCIYTH 32 (OPMOIO, BCTAHOBJICHOI 3aMOBHUKOM. 3BITH
MaroTh OyTH MIATOTOBJIEH] y COCIO, 3py4YHHI 711 YUTAHHS Ta PO3YMIHHS 3aMOBHUKOM.

VI. KBAJI®IKAIIAHI BAMOI'XA 10 KOHCYJbTAHTA
Kpamiikaris KoHcynpTaHTa TMOBHHHA BIATOBIAATH HACTYITHHM MiHIMaJIbHUM
BUMOTaM:

e BHIIA OCBITa CTyNeHs Marictpa abo crnerianictay cdepi [T, iHxenepii uu iHIINX
BI/IMOBITHUX HAYKOBO-TEXHIYHUX JTUCITUILIIH;

® HE MEHIIE 5 POKIB MPAaKTUYHOI'O JOCBIAY POOOTH Ha MO3MUIII MEpPEKEBOIrO
1HXKeHepa,;

e BUIbHE BOJOAIHHA YKPaiHCBKOO MOBOK;  TMIATBEP/KCHE  BOJIOJIHHS
aHTJIIMCHKOI0 MOBOIO Ha PiBHI, 110 JI03BOJISIE MUCHMOBE JIJIOBE CIIUIKYBaHHS;

® JIOCBiJ CTBOPEHHSI PO3IOIiICHOI KOPIIOPATUBHOT MEPEKH;

® JIOCBiJ MiJKJIIOYEHHS MEPEKEBUX MPUCTPOIB JO CUCTEMU MOHITOPUHTY Zabbix
Ta TOOYI0BU AAIOOP/1iB MOHITOPHHTY KaHATIB Tiepeaadi JaHuX;

® JIOCBiJ poOOTH C MepexeBUM 00s1aHaHHsAM KoMmITaHii Cisco Systems;

® TPaKTUYHUHN JOCBIJ BUKOPUCTOBYBAHHS MPOTOKOJIIB MapIIpyTH3AIlii,

e gocsig ctBopenns [P SEC VPN na mapuipytuzatopax Cisco;

baocana xkeanighixayia:

e BUKOpHCTaHHs ab0 TeopeTHyHe 3HaHHS MepekeBux ekpaHiB Cisco FirePower;

e BukopuctanHs ab6o Tteopernmune 3HaHHA Cisco Unified Communications
Manager.



