MiHicTepcTBO 0XOPOHH 310pOB’st YKpaiHu
[Tpoekt Ne 9315-UA
«lonarkoBe ¢inancyBanus npoekty “Excrpene pearyBanHs Ha COVID-19 Ta BakuuHaris B
VYkpaini”»

3AIIUT 10 MOJAHHSA HIHOBUX MPOMO3UIIINA
Ne RFQ-1.1.17
BnpoBai:keHHSI KOHTPOJILOBAHOI TA CETMEHTOBAHOI MepexKi

VYkpaina onepikaia mo3uky MiKHApOIHOTO 0aHKY PEKOHCTPYKIIii Ta po3BUTKY (mam — baHk)
Ne 9315-UA na ¢inancyBanHs mpoekTy «JlomaTtkoBe ¢inaHcyBaHHS mpoekty “Exctpene
pearyBanHst Ha COVID-19 ta BakiuHanis B Ykpaini”» (nani — [Ipoekr). YacTuHa KOIITIB 1Ii€l
[To3uku mae OyTH BUKOpHCTaHA JUIsl TIOKPUTTS BHTpPAT B paMKax JOTOBOPY, MO SKOTO
BITHOCUTBCS II€H 3aIUT J0 MOJAAHHS I[IHOBUX MPOMO3UIIIH (1ami — 3amuT).

MiHicTepcTBO OXOpOHM 3A0pOB’s YKpaiHM (fJaysi — 3aMOBHUK) LHUM JIMCTOM 3aIlpoOIIye
MMPAaBOMOYHHMX YYaCHHUKIB TOPTiB (TOOTO y4acHHKIB, TOBapH Ta/ab0 MporpaMHe 3a0e3MeueHHs,
SIK1 BOHM TIPOTIOHYIOTh, HE MIANAAal0Th IMiJl 00MeXyBajbHi 3aX0/11 (CaHKIIiT) BBECHI BIAMOBIIHO
no ynHHMX YKa3iB [Ipe3uaeHTta Ykpainu) HamiciaTv IIHOBI MPOIO3HMIII MO0 MOCTaYaHHS,
BCTaHOBJICHHS, HAJIAIITYBAHHS Ta IHTErPaIlil0 MEpEKEBUX KOMYTAaTOpPiB, TOYOK JocTyiy Wi-Fi,
MPOTPAMHOTO MOJYJII0 aBTEHTH(]IKAMil 1 KOHTPOJS JOCTyIy, MPOrpaMHO-anapaTHOTroO
kommuiekcy Next Generation Firewall, mporpamuoro xommiekcy eXtended Detection and
Response.

[Hdpopmarris moxo TexHIYHMX BUMOT Ta HEOOXITHUX KUIbKOCTel Bka3aHa B JlomaTkax.

Y4acHUK 1o/1a€ JIMIe OHY IHOBY MpoMo3ullito. Bei npono3umii yuacHuka, Skuii HagaB Olblie
OJTHOI IIIHOBOT MIPOTIO3HIIii, OYyTh BiAXUJICHI.

[Tpono3wuriii MaroTh OyTH TMOBHUMHU (BKJIIOYATH YC1 TMO3HUIIIT) BIAMOBIIHO 0 IBOTO 3armuTy.
HemnoBHi mpomo3utiii OymyTth BigxuieHi. [[iHOBI Tpomo3uIlii OIIHIOBATUMYThCS 3a BCiMa
MO3MINSAMU Ta JOTOBIp Oyne mpucykeHo ¢ipmi, sKa 3alporoHyBaja HAaWMEHIY OIIHECHY
BapTICTh BCiX TMO3WIIA Ta BIANOBIAA€ yCiM YMOBaM, BCTAaHOBIECHUM IIUM 3allUTOM Ta
TexXHIYHUMU BUMOTaMH JI0 HBOTO.

[linoBa mpomo3ullis yKpaiHCbKOIO MOBOIO 3a (popmoro, HaBemeHoro y Jlomatky 3 «llinoBa
MIPOMO3ULIsA», a TAKOXK HEOOXigHA J0AaTKOBa iH(pOpMaIlis» B CKAHOBAHOMY BHUTJISAL Pa3oM 3
JIOTaTKOBOIO 1H(OPMAITI€I0 MAIOTh HAJCHIIATUCS 3a HACTYITHOIO €JIEKTPOHHOIO aJpecoro:

MiHicTepcTBO OXOPOHHU 310POB’s1 YKpaiHu
Odic I'pynu koncynwTaniiinoi miarpumku [Ipoexty (I'KIIIT)

En. MOIITA;: moz.wb.procurement@gmail.com, 000B’sI3K0Ba KOs Ha
m.k.dymytrenko@moz.gov.ua. B mom «Tema» eIeKTpOHHOTO MOBITOMIICHHS 00OB’SI3KOBO
3azHauuTH «Ilaker Ne RFQ-1.1.17».

Takox 3a 3BEpHEHHSM 32 BHIIEBKA3aHOIO aPECOI0 3alliKaBICHUMH YYaCHHKaMH MOXxe OyTH
oTpHMaHa J10BiikoBa iHpopmanis. [Ipouenypa po3kpuTTs 1uis i€l 3aKymiBii He nepeadaveHa.

KiHueBuM TepMiHOM AJisi OTpUMaHHS MPOTO3UIliii 3aMOBHUKOM 3a aJlpecoro BKa3aHOIO B II. 4
BUIIIE BCTaHOBIIOETHCS: 07 BepecHst 2023 poky, 17:00 3a micueBUM 4acom.

3aMOBHUK HE PO3IIISIA€ )KOAHUX IIIHOBUX MPOTIO3UIIIH, sIKI HAAXOAATH MICII KIHIIEBOTO TEPMIHY
MOJaHHSI KOHKYpCHHX mpomo3uiiil. IIpono3umii, orpuManHi 3aMOBHUKOM IIICJIS KiHLIEBOTO
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TEpPMiHY TOJAHHS IIHOBHX IPOIO3MIIA, OyAyTh OTOJIOMIEHI TaKWUMH, M0 HATINAILIIHN i3
3alli3HEHHIM, Ta BIIXUJICHI.

Jlo cBoix mpomo3uniii Bu maere momaTté JOKyMEHTaIlilo, L0 MiATBEPIKYE BIAMOBIIHICTH
3aMpoIOHOBAHMX TOBAPiB TEeXHIYHUM BUMOTAaMH, Ta BiJIMTOBIAHI BIZIOMOCTI, IO MiATBEPIKYIOThH
BiJIMOBIIHICTh BCTAHOBJICHUM KBalli(piKaI[itHUM BUMOTaM.

[Ipouenypa 3akymiBii — 3anuT 0 MOAAHHS IHOBUX MPOIO3UIIIH BiANOBIAHO 10 BuMor [IpaBun
3akymiBenb CBiTOBOro OaHKy Ui NMO3MYAIBHUKIB B paMKax (hiHAaHCYBaHHsS I1HBECTHIIMHUX
npoektiB (PIIT), B penakuii Big aucronaaa 2020 poky.

Bynw nacka, Hamaiite Bami 11iHOB1 Ipomo3ulIlii BiAMOBIAHO 10 IHCTPYKLiid y 3anuTi Ta JloroBopy,
IO JOHAETHCS. «YMOBH ITOCTa4YaHHS» Ta « TeXHIYHI BUMOTHY», IO JOMAIOTHCS, € CKJIAIOBOIO
gactuHO JloroBopy.

(i) IIHU. Lian marote OyTH BHUpakeHI B OyIb-sIKii BajIOTi, BKIIOYATH I[iHY TOBapiB yci
000B’s13KOBI TIaTexi (MMOJaTK, MUTO, TOIIO), Ta BApTICTh AOAATKOBUX Ta IHIIMX TOCIYT, SK
3a3Ha4yeHo y BullesrajaHoMy Jlomatky 1 «YMOBU mocTayaHHs».

(i) ONIHKA HPOHO?.HIIIﬁ. [Ipomo3utii, siki BU3HAHI TaKUMHU, II0 33J0BOJIbHSIOTH
TexHiyHUM BHUMOraMm Ta 3alMTy, OLIIHIOBaTUMYTHCS IUISXOM IMOPIBHSHHS 3arajbHOi I[IHU
BIJIMOBITHO /10 BCTAHOBJICHUX BUMOT, SIK BKa3aHO B 1. (1) BHIE. Y BUMAAKY MOJAHHS I[IHOBUX
MIPOITO3UIIIN y IHINIH BAIIOTI, 3 METOIO MOPIBHIHHS, 3aMOBHHK KOHBEPTYE BCl IIHH Y BATIOTY
KpaiHu 3aMOBHMKA (yKpaiHCbKa TPHBHSI) 10 OOMIHHOMY KypcCy HpOJaxy, OIyOJiKOBaHOMY
Hamionanmeaum OankoMm  Ykpaiam (https:/bank.gov.ua/ua/markets/exchangerates) Ha maTy
KIHIIEBOT'O TEPMiHY OTPUMAaHHS MPOTMO3HUIIiid, BCTAHOBIEHOTO B I. 5 TaHOTO 3amuTy.

[Ipu omiHmi mpomo3uiiii, 3aMOBHUK BHM3HAUUTH [JISI KOXKHOI I[IHOBOi MPOMO3HIII OLIHOYHY
BapTICTh IIJITXOM KOPHUTYBaHHS I[IHOBOI IPOIIO3HUIIIi 3 METOI BHIPABICHHS apu(PMETHIHUX
IIOMUJIOK TAKUM YHHOM:

a) K10 y OyIb-IKOMY MICIIi € HEBIAMOBIIHICTh MIX CyMOIO IU(ppaMu Ta MPOMUCOM, CyMa
MIPOITUCOM OyJ1e BBXKATHCS BIPHOIO;

0) sKI0 y Oyab-SKOMY MICIl € HEBIAMOBIIHICTh MIXK I[IHOIO 32 OJUHUIIO Ta 3arajJbHOI0
CYMOIO, sIKa OOUMCIIOETHCS IUIAXOM MEPEMHOXKEHHS I[IHU 32 OJAMHHUIIIO Ha KUIbKICTh, I[IHA 3a
OJIMHUINIO OyJie BBAXKATUCS BIPHOIO;

B) SKIIO YYAaCHUK TPHUHHATH BKa3aHi KOpPEryBaHHs, HOTO I[iIHOBAa TPOIO3UILs Oyze
BIIXWJIEHA.

(iii) NPUCYJXKEHHS JOTI'OBOPY Jlorosip npucy/pkyBaTUMEThCS yUaCHUKY, SIKHI
3allpONIOHY€ HAWHWXKYY 3arajbHy IiHy, Ta IMPOMNO3MLis SIKOTO BIANOBIIaE yMOBaM,
BCTAHOBJICHUM TEeXHIYHUMHM Ta iHITUMHU BUMOTaMHU IhOT0 3anuTy, a [locTauanbHUK BIAMOBITAE
BCTaHOBJICHUM O0OB’S3KOBUM KBamidikaiiifHuM Bumoram. 3 oOpanum IloctavansHukom Oyne
YKJIaJIEeHO TOTOBIp 3a hopMoto, HaBeneHoto y Jlomatky 4 «Jlorosip».

[Tepion ouikyBaHb HE 3aCTOCOBYETHCS.

(iv TEPMIH YWMHHOCTI HNPOIO3UIIM: 3anpornoHoBaHi LiHOBI IPOMO3MLii
MOBHMHHI OyTH YMHHUMH NPOTATOM 45 (COopoKa I’SITH) KaJIeHAApHHUX JIHIB BiJ TaTH KiHIIEBOTO
TEpMiHy OTPUMAaHHSI MPOMO3HIIiid, BCTAHOBJICHOT B I1. 5 TaHOTO 3amuTy.

IHEPEBIPKU TA AYJIUT

[TocTayasibHUK TIOBUHEH BUKOHYBAaTH BCl BKa3iBKM 3aMOBHHKA, SKI BIJIIOBIAIOTh
3aCTOCOBAaHOMY 3aKOHOJABCTBY Y KpaiHH.

[TocTayalbHUK TIOBUHEH JO3BOJIATH, Ta 3a0€3MEUUTH JO03BUI BCIX CBOIX MIiAPSAHHUKIB Ta
KOHCYJIbTAHTIB, Ha TepeBipky bankom Ta/abo ocobamu mpuzHaueHumMHu bankoMm Bcix odiciB



[TocTrauanpbHMKA Ta BCIX PaxyHKIB Ta JJOKYMEHTIB, OB sI3aHUX 3 BIPOBAKEHHsIM JloroBopy Ta
IIITOTOBKOIO I[IHOBOI1 TPOIO3MIIii, Ta JO3BOJIATH TMEPEBIPKY IIMX PaxyHKIB Ta JTOKYMEHTIB
ayIUTOPOM, ITpu3HauyeHUM bankowm, Axmio 1e BuMaratuMe bank. YBara IloctagaibHuKa Ta HOro
MIIPSTHUKIB Ta KOHCYJIBTAHTIB 3BepTa€ThCs Ha cTarTio S5 «lllaxpaiicTBo Ta kopymiis» dopmu
JloroBopy, sika nepemdadvae, cepel 1HIIOTO, MO Jii COpSMOBaHI Ha CYTTEBE IMEPEIIKOHKAHHS
peanizamii bankom oro mpas moA0 MEPeBIpPOK Ta ayJaUTy, CTAHOBISITH 3a00POHEHY MPAKTHKY,
gKa MO)Ke OyTH miJCTaBOlO Ui posipBaHHsS JloroBopy (a Takox Bu3HaHHs [locTauanpHuka
HEMPaBOMOYHHM BIAMOBIIHO 110 miporieyp CBiToBOro baHKy 11010 3aCTOCYBaHHS CAHKITIN)

Byab gacka, HagalTe MUCHbMOBE MiATBEPAKeHHS (€JEKTPOHHOK MNMOILITOK) OTPUMAHHSA
nboro 3anurty Ta Bamoi yyacri y Toprax.

JopaTku:

Homarok 1. YMoBU nocTauyaHHs
Jonatok 2. TexHiuHI BUMOTH
Honatoxk 3. LliHOBa mpomno3uiris
Honarok 4. Jlorosip



JIOJATOK 1

A0 38.HI/ITy J0 IMMOAaHHA I_[iHOBI/IX

npomnosuii Ne RFQ-1.1.17
BripoBakeHHSI KOHTPOJIBOBAaHOT Ta
CEeTMEHTOBAHOI Mepexi

YMOBHU MOCTAYAHHSI
1. Hina npono3umii
Oric [ina 3a 3ara}ana
No | (meranmbHUIA ONTUC HABEJEHO B BIAMOBITHOMY | OauHUIIA .. OAHHULIO 1Ha
- . . Kinekicte | [ékazamu | [exazamu
3/m TIYHKT BUMIpY sariomy], | saniomy]
TexHIYHMX BUMOT) 603 T1 I[B’ 603 T1 HB’
[érazamu
KinbKicmb
MepexeBuii komyTatop piBHS L2 321.6 o
1. IIT. Bapianmy
[éxazamu supobnuxa, mooens]
1 abo
Bapianmy
2]
[érazamu
KiIbKicmb
MepexeBuii komyTaTop piBHs L3 321.() o
2. LIT. Bapianmy
[éxazamu supobnuxa, mooens]
1 abo
Bapianmy
2]
3 Touka noctyny Wi-Fi - 24
[6xazamu eupobHUKa, MOOeb]
[Iporpamuuii TpPORYKT aBTEHTH]IKAI] 1
4. | xontpoisa nocryny Wired u Wireless(ZTNA) | minentis 1
[eéxazamu supodbnuxa, mooens]
5. | [IporpamHo-anapaTHuii  KomIuiekC  Next | KOMIUIEKT 3
Generation Firewall
[6xazamu eupobHUKa, MoOdenn]
[porpamunii komruiekc eXtended Detection
6. | and Response JIIEH31A 300
[6éxazamu eupobHUKa, Moodenn]
7. | CynyTHi mociyru nocayra 1
3ATAJIBHA IITHA TPONO3MUIII BE3 I1JIB:
1B (20%):
3ATAJIBHA IIIHA NPONO3MILII 3 I1/IB:

[pumitka: y pasi po30i>KHOCTI Mi>K CYMOI0, TTIIPax0BaHOIO IIISIXOM EPEMHOKEHHS [IIHH 33 OWHHIIIO Ha KiTBKICTh, Ta 3aTabHOIO LIHOIO,
IiIPaXx0BaHOIO YYaCHUKOM TOPTiB, YMHHOIO BBA)KAETHCS 3araibHa IliHa, BUPaXyBaHa Ha OCHOBI I[iH 32 OJUHULIO.



2. Tepmin YuHHOCTI HiHOBOI MpoMO3u il

3anpornoHoBaHa I[IHOBA MPOTO3HIIisl € YUHHOIO MPOTATOM 45 (COpoKa I’ ATH) KaJeHAapHUX JIHIB BiJ AaTH
KIHIIEBOTO TEPMIHY OTPUMAHHS TMPOMO3UIlINA, BCTAHOBJICHOI B M. S5 3amuTy A0 TOJAHHS IIHOBHUX
MIPOTIO3HUIIIH.

3. dikcoBaHa HiHA

Hageneni Buie 11iHU € piKCOBaHUMHU, BKIIOYAIOTh yC1 MOIaTKU, MUTHI 300pH, TOCTaBKY, 3aBaHTaXCHHSI,
po3BaHTaxeHHs, cymyTHi mocimyru 1o A1 «Meanuni 3akymiBii Ykpainm», M. Kuis, Byn. Xpematuk, 22
1 )KOJHHUM 3MiHaM HE MiJISraloTh, BKIOYAl0YH 1epiol BUKOHAHHS J(oroBopy.

4. Mpago IMokynus 3MiHIOBAaTH KiIbKiCTh MOCJIYT Wi Yac npucyakenHs Jlorosopy

[Tokyneup 3anuiiae 3a coOOr0 MpaBo Mija Yyac npucyxeHHs JloroBopy 30i1bl1yBatu a00 3MEHIIYBaTH
Ha 1-15% KinbKiCTh TOBapiB, BU3HAUYEHUX Y «3aIPOIICHH] 10 TIOAaHHS [IHOBHX MPOIO3HIIii» 32 YMOBH,
10 HE BHOCUTBHCA OYIb-SKUX 3MiH JI0 OMUHUYHUX I[iH Ta IHIIMX YMOB ITOCTa4yaHHS TOBapiB.

5. Tepminu Ta yMOBH BHKOHAHHSA

[TocTauanHst TOBapiB pa3oM 13 BIAMOBIIHMMHU JOKYMEHTAII€l0, THCTPYKLISIMH 3 €KCIUTyaTarii Ta
JOJTATKOBUMH TiocayramMu (3rimHo 3 TexHiyHmME Bumoramu, 1o J0Aar0ThCs) Mae OyTH 3IHCHEHO
npotsaroM 90 (1eB’IHOCTA) KalleHAApHUX THIB BiJ AaTu miAnucanHsa JloroBopy.

6. Omiara
Cro BigcotkiB (100%) 3aranpHOi miHM mocTaBieHux ToBapiB Oynme cradeno [lokymiem
[Mocrauanpauky npotaroMm Tpuauatu (30) kameHmapHUX IHIB 3 AHsA HamaHHs [locTadambHUKOM
OpUriHaly paxyHKy-(pakTypu Ta BHIATKOBOI HakiaaHOi, mignucaHoi Ilokymiem, micis BUKOHaHHS
[TocTauanbHUKOM TIO KOXXKHIH TIOCTaBI Bcix 3000B’s3aHb 3a JlOrOBOpOM, OKpIM TapaHTIHHUX
3000B’s3aHb.

VY pasi BiAMIHHOCTI BaJIFOTH I[IHOBOI MPOMO3UIII1 Bil yKpaiHChKOI IPUBHI — OIUIaTa Oyze 3/11iCHIOBAaTHCh
B YKpaiHCBKi{ TpHBHI 3a odimiiiHuM KypcoM HamioHampHOTO 0aHKy YKpaiHU Ha JI€Hb IiIMUCAHHS
[ToxynueM BUAATKOBOI HAKJIAIHOI.

7. T'apaHnTiiini 3000B’A3aHHS

[TocTaBneHi ToBapu MOBMHHI MaTu rapaHTito [locTadanbHUKa HE MEHIIE, HIK CTPOK, TiepeadadyeHuit y
Honatky Ne 2 «Texniuni Bumorny». [loctauansnuk Hagae [Tokymniro rapanTiiiHi JOKYMEHTH Ha TOBapu
pa3oM 3 paxyHKOM JI0 CIUIATH Ta BUAATKOBOIO HAKJIAJHOIO.

[Ipotsarom rapanTiiiHoro nepiony yci Aegexti MaroTh OyTu BunpasieHi [loctauanbHUKOM 0€3 KOIHUX
Butpat st [Tokynus He mi3Hime Hix yepe3 30 IHIB 3 AaTH OTpUMaHHS MoBigoMiieHHs Bix [Tokymiis.

8. Hacainku HeBuKkoHaHHs q0oroBopy IlocTtayanbHuKOM

[Toxyneup Mae mpaBo poszipBatu Jlorosip 0e3 Oynb-skux 3000B‘s13aHb nepen [locTayanbHUKOM SIKIIO
BukoHaBelb He yCyBa€ HEJOJIKH Y BUKOHAHHI CBOIX 3000B's13aHb 32 JloroBopoM npotsrom 1 (ogHOTO)
pobodoro AHs B pa3i HEBUKOHAHHS MOCTaBKU TOBapiB 3TriIHO HaBEACHUX YMOB 4epe3 21 JeHb micis
OTpPHMaHHS BiAMOBITHOTO MUCHMOBOTO MOBioMiIeHHS Bix [Tokymem.

3a nopy1ieHHs cTpoKiB moctaBku ToBapis 3 [locTauanbHuKa CTATY€eThCs HEycToMKa y po3Mmipi 0,2% Bin
BapTocTi ToBapiB, MO0 IKUX JOIMYIICHO MPOCTPOUCHHS, 32 KOXKCH KaJleHIApHUHN JCHb MPOCTPOUYCHHS.
Heycroiika, 1mo ctiaryerbes, He Mae nepeBuiyBatu 10% BapTOCTI HEIOMOCTaBICHUX Y CTPOK ToBapiB.

9. Texuiuni BUMoOrn

Hageneni y Jlonatky 2 mo 3anuty A0 MOAaHHS HiHOBUX mpomo3uiliid. [TocTauanbHUK Mae MiATBEPIUTH
BI/IMOBIIHICTh 3aIllPOIIOHOBAHUX TOBApiB crenudikamisM Mo KOXHIM mo3uiii abo HaBecTH Yci
PO301KHOCTI.



10. IncTpyKuii 3 NaKyBaHHSA Ta MAPKYBaHHS
ITocrayanbHUK Mae BUKOHATU CTaHAApTHE MakyBaHHS ToBapiB SK BUMAaraeTbcs AJS 3aroOiraHHs ixX
MOIIKO/DKCHHST YU TIOPYi TMPOTATOM TPAHCHOPTYBAHHS JO MICI NPU3HAYCHHS SK II€ BKa3aHO Y

Joroopi.

11. dedexT Ta HEAOJIKH
VYci nedextu ta Hemoniku Mae Oyt BumpasieHo IloctauanbHukom 0e3 OyAb-KMX BUTpaT 3 OOKY

[Mokyms mpotsirom 30 aHIB 3 math noBigoMieHHs [TokymiieM mpo HUX.

[HA3BA BUKOHABIIS|

Hignuc ynoBHoBakeHOI 0co0u:
ITeyaTka xommnamHii

Micue:

Jlara:

[IIpumirka: byap nacka [TIJIITUIIITH ta nocraBre IIEUATKY Ha BCI cTOpiHKH IBOTO TOKYMEHTY. |



JOJATOK 2

710 3anuTy A0 MOAAHHS I[IHOBUX
npomnosuii Ne RFQ-1.1.17
BrnipoBapkeHHS! KOHTPOJIBOBAHOT Ta
CErMEHTOBAHOI Mepexi

TEXHIYHI BUMOI'M

1. 3AT'AJIBHA IH®OOPMAILIA

VY 3B’43Ky 3 NOBHOMAcCIITaOHOIO BiHHOIO pociiicbkoi Qenepauii nporu Ykpainu, AIl “Menuuni
3aKkymiBiai  YKpaiHW”  3IIITOBXHYJOCA 3 HEOOXINHICTIO MiHIMI3amii pPU3WKIB  3IIHCHEHHS
uijgecnpsMoBaHuXx kibepatak Ha [T-iHPpacTpyKTypy HmiANIpUEMCTBA.

BpaxoByroun pekoMeHZalii MDKHApOAHI CTaHJApTH Ta KpalluX NPAKTHK - KPUTUYHO TPOBECTH
CerMEHTALliI0 MEPEeXi, TI03BOIUTH PO3OUTH MEpeXKy Ha IIbOBI mia Mepexi. Takuil miaxia 3a0e3nednTh
Kpallle KOHTPOJIIOBaHHS Tpadiky y KOXKHOMY CETMEHTi, MOHITOPHMHT il MOB’S3aHUX 3 OTPUMAHHIM
JOCTYITy KOPUCTYBayaMHM J0 aKTHBIB i IIPUEMCTBA.

3Bakatoun Ha Toi akr, mo Il “Meanyni 3axynisni Ykpainu” i A1 “Yikpmeanocray” 3HAXOIATbCS Y
nporieci 00’ €THaHHS TUIAHY€EThCS 30UTbIIIEHHS 00cATy poOiT mo HanamTyBaHHIO [T-iHGpacTpykTypH y
ToMy 4Mcal i3 KibepOesmeku Ta cerMmeHraiii. BrnpoBajkeHHS cerMeHTalii Ta KOHTPOJIIO
1H(}pacTpyKTypd MO3UTHUBHO BIUIMHE Ha IHTETpaIliiiHI MPOIECH MDK 3a3HAYCHUMH JCPKaBHHUMH
MiIPUEMCTBAMH.

Merta:

e 3axmcT BiJ 30BHINIHIX aTak Ta mkimmBoro koay (Next Generation Firewall).

e 3axwmcT Ta KOHTPOJh BUKOoHaHHS koxy Ha piBHI OC (eXtended Detection and Response).

o IlenrpamizoBanumii 30ip moxuii iHpopmariiinoi 6e3neku ( Next Generation Firewall Ta OC po6ounx
CTaHIIi# 1 cepBepiB).

e BnpoBamkeHHS TEXHONOTIH Uit iAeHTUdiKaIil KOpUCTYBaUiB MiJ Yac 3aMUTIB HAa JOCTYM [0
pecypciB miampUEMCTBA.

e  KOHTpOJBb AOCTYITy KOPUCTYBAUiB /10 JOJATKIB MiANPHEMCTBA.

e KoHTpoas Haj AisiMU TIpHBIIeHOBaHUX KopucTyBadiB B [T-iHpacTpykTypi.

QOuikyBaHi pe3yJabTaTH:
e 3axucT BiJ Kibep3arpo3 Ta 30BHINIHIX BTPY4YaHb
e 3anoOira"Hs KpaiKKaM, CIOTBOPEHHIO, 3HUIIICHHIO Ta BUTOKY JIaHUX.
e 3ales3nedeHHs Ha PiBHI ONepaliifHOI CUCTEMH 3aXMCTy BUKOHAHHS HIKIJTMBOIO KONy .
o JloryBaHHs 1Iiii KOpHCTyBayiB Ta KiOCpIHIEHICHTIB (3 METOI0 MPOBEACHHA IX MOJANBIIOTO
aHaJi3y, IPUUHSITTS BIAMOBIIHUX PIIEHb 3 MOCUJICHHS KiOep3axXucTy)

Tepmin a6o
BusnaveHnHns
CKOPOYeHHS
3aMOBHIK MinictepcTtBo oxopoHu 370poB's Ykpainu (mus AI1 “Memuuni 3akymiBii

Ykpaian” MiHicTepcTBa OXOPOHH 3/10pOB sl YKpaiHu).

ZTNA Zero Trust Network Access - pimeHHs 1jig To0yI0BH KOHTPOJiIboBaHOi [T-
1IHQpacTpyKTypu, 110 3a0e3neuye 3axMIEeHUuN BUAAJIEHUM J0CTymn [0
JIOJIATKIB, TAHUX, CEPBICIB TOIIO.




Tepmin a6o
BuzHauyeHnus
CKOPOYEHHS
Next Generation | MibxkMepeKeBHi €KpaH HOBOT'O ITOKOJIIHHS.
Firewall
Low-level Design JleTanbHuil onuc ycix KOMIOHEHTIB, KOH]irypaiiii Ta npouecis [T-pimenns,

SAKE MPOCKTYETHCA

Extended Detection | PimenHs anst po3MKpeHOro BUABICHHS Ta pearyBaHHs Ha CKJIAIHI 3arpo3u Ta
and Response IIJTHOBI aTaKH.

AL “M3VY” AIT “Mennyni 3akymniBii Ykpaiaun”




2. JETAJIBHI BUMOI'

BAKJINBO:
Texniuni cnenndikamnii Bkazani B koyoHmi « Texniudi Bumoru [okynis» € MiHiMaabHo HeoOXinqauMH. [IpomoHOBaHI y4acCHUKaMy TOBAapH MOBHHHI
BIJINIOBIJaTH BCTAHOBJIEHUM BUMOI'aM ab0 MaTH Kpalll XapaKTepUCTUKU
Y4yacHUK Ma€ 3alI0BHUTH KOJOHKY «BinmoBiiHicTh Ta onuc 3anponoHoBaHUX TOBAPiB» M0 KOXXHOMY 3aIIPOTIOHOBAHOMY TOBApy, a TAKOXK
000B’3KOBO 3a3HAUYNUTH BUPOOHHKA Ta MOJIENIb TOBAPIB, SKI BiH IPOMOHYE. Y YaCHUK TOPTiB POOUTH BIAMITKY «BiiMOBiAa€», y BUNAJIKY, SKILO
TOBAp MOBHICTIO BiJINOBiIa€ TeXHIYHUM BuMoram [Toxyris.

Bci xapakTepucTHKH NOBMHHI OVTH BKA3aHi V BIAMOBIAHOCTI 10 TeXHIYHOI JOKYMEHTAIl BUPOOHMKA Ta MiATBEpIKeHi BUIAHUMH BHPOOHHKOM
KOIIIIMH TeXHIYHHUX JOKYMEHTIB.

SIk1o 3anponoHOBaHMiA TOBAp He Bianosinae TexHiuHuM BuMoram Ilokynusi B noBHOMY 00csi3i, B KOJIOHIII HANIPOTH BiANOBiIHOI mo3uuii
MAalOTh 3a3HAYATHCS PO30IKHOCTI M0 KOKHOMY IYHKTY.

2.1. Mepe:xeBuii komyratop piBasa L2

XapakTepucTHKH Bumorn BianosiaHicTh T2 ONMC 3aNPONOHOBAHUX TOBAPiB!
dopm-dakTop Ta apXiTeKTypa e KomyTaTop (hikcoBaHOi 200 MOAYIBHOT
KOH]iryparii;
® MOHTaX B CTAHJAPTHY TEJIIEKOMYHIKallIHY CTIHKY
197

e Bapianrt 1: 6 komyTaTopiB Ha 48 MOPTIB, sKi
MOXYTh TpaifoBaT Ha L2 piBHi Mozgeni OSI, 1o
JI03BOJIUTH CETMEHTYBATH MPOAYKTUBHY MEPEKY
Ha KaHaJbHOMY DiBHI,

e Bapianr 2: 12 xomyTatopiB Ha 24 nOpTH, SKI
MOXXYTb TipairoBaT Ha L2 piBHi Mmogem OSI, o
JI03BOJIUTH CETMEHTYBATH MPOAYKTUBHY MEPEKY
Ha KaHAJIbHOMY PiBHI

[TpumiTka: YdacHHK Mae€ 3alporOHOBYBaTH a0
Bapianr 1 a6o BapianT 2. [Ipono3uii 3 0y SIKUMH

! Tlo-mo3unifino BKa3aTW BiAMOBIAHICTH (Tak/Hi) Ta HABECTH AeTANBHUA omuc mapamerpy. OGOB’S3KOBO HAMAIOTLCSA KOMii TEXHIYHMX JOKYMEHTIB BUPOOHMKA, SIKi
HIiATBEPKYIOTH 3asiBIICHY XapaKTEPUCTHKY




XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

KOMOIHaIisIMH KOMYTaToOpiB 3 24 Ta 48 nmopramu
OyIlyTh BIJIXHJICHI.

MaxkcumanbHi XapaKTepUCTHKH
HPOTYKTUBHOCTI KOMyTaTopa

MaKCHMaJIbHa MTaKeTHA MPOAYKTHBHICTb
KOMyTallii/Mapmpyrtu3amii He meHme: 130 miH.
HakeTiB / ¢

MaKCHMaJIbHa MPOITYCKHA CIIPOMOXHICTh
nepeaspecaiii Ha cuctemy, He Mermie: 176 I'6it/ ¢

HasiBHicTh iHTEpdeiiciB

He menmre 48 x 10/100/1000;
He menmre 4 x 1/10G SFP+;

B KOMIIIEKT ITOCTaBKH KOKHOTO
MIPUCTPOIO TIOBUHHO Oy TH
BKJIFOUEHO ONTHYHI MOy Ta
KabeJi

kabens 10G SFP+ SFP+ Direct-Attach Copper,
1,2m— 1 mr.

kabemi  Ta  MOAyni  TOBHMHHI  odiIiiiHO
HOiATPUMYBATHUCh BHUPOOHUKOM Ui JAHOTO THILY
00JaIHaHHS.

[TinTpumka PoE

IEEE 802.3at Power over Ethernet (PoE+)
3araJibHa HOTY)KHiCTI), 10 MOXKE BiI[I[aBaTI/ICﬂ Ha
xwuBieHHs PoE npuctpoiB (PoE Gromker) 6e3
JIOTATKOBOTO OJIOKY >KUBJICHHS, HE MeHIe: 370BT;
3arajbHa TOTYXHICTh, III0 MOXKE BIJJIaBaTHCS Ha
xusneHHss PoE mnpuctpoiB (PoE Owomker) 3
JIOJATKOBUM OJIOKOM >KUBJIEHHS, He MeHIe: 740BT;

XapaKTepUCTUKHU
MacmTaboBaHOCTI, HE TipIe

MaKcuMasbHa KUTbKICTh 3amuciB MAC-anpec, He
menme: 16 000

MaKcUMalibHa KibkicTs [Pv4/IPv6 mapmipyTiB, He
MeHme: 512 /256

MaKCHMajbHa KiJbKICTh arperoBaHux 3’€IHaHb /
MaKCHUMallbHa KUIBKICTh AKTUBHUX TIOPTIB B
arperoBaHomy 3’€JIHaHHI, He MeHme: 128 /8

[TinTpriMKa MPOTOKOIIB Ta
byHKIiH piBHS 2

BipTyasnbHi TokanbHi Mepexi VLAN (IEEE
802.1Q) e menme 2000;

npotokoia Spanning Tree (cranmaptu [EEE
802.1D STP, IEEE 802.1w (RSTP), IEEE 802.1s
(MSTP));




XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

npotokoi Multiple VLAN Registration Protocol
(MVRP);

GYHKIIT BiZICITIIKOBYBaHHS TOBiIOMJICHB
MPOTOKOJIIB YIPABIIHHS OaratoaapecHUMHI
rpynaMu Ta onTuMizaiii 6araroaapecHoro Tpadiky
(IGMP snooping, MLD snooping Ta PIM snooping
st [Pv4 ta IPv6);

multicast VLAN ms IPv4 and IPv6;

npotokon arperarii 3’eqaans IEEE 802.3ad
(LACP);

npotokon [EEE 802.3x, ympaBniHHS TOTOKOM
JaHWX;

npotokoi IEEE 802.1ab (LLDP);

IEEE 802.3az Energy Efficient Ethernet (EEE);
nigTpuMka — HaaBenwkux — (Jumbo)  dpeiimi
po3mipoM He merme 9K

[TinTprMKa MPOTOKOIIB Ta
byHKIIH 6e3meKu

CIHCKH KOHTPOJIIO IOCTYITY JJISl BXIJTHOTO Ta
BUX1THOTO Tpadiky, M0 JO3BOISIIOTH
BUKOPHCTOBYBATH I10JIs1 3aT0JIOBKIB piBHA 2, 3 Ta 4,
MOYJIMBICTB 3acTocoByBaTH npasuia ACL 3
ypaxyBaHHSM JaTu/4acy;

IPOTOKOJIM aBTEHTHUIKaIIi1, aBTOpHU3allii Ta 00TIKY
(AAA): RADIUS, TACACSH;

KEpyBaHHs JOCTYIIOM Ha OCHOB1 BU3HAYEHUX
ponen;

CHUCTEMHUU KypHaI;

3aXMILIEHUH IPOTOKOJI BiJJIaJIEHOTO KEPYBaHHS
SSHv2

nigrpumka IEEE 802.1x, MOXITUBICTh
aBTeHTH(iKalil KOPUCTyBaya 3 AMHAMIYHUM
npusHaueHHsIM ACL ta VLAN;

¢ynkuii 3axucty npotokoiry STP (Root Guard,
BPDU protection);




XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

dbynkiii 3axucty nporokoiny DHCP;

¢bynkiii 3axucty nporokoiay ARP (Dynamic ARP

protection/inspection);
13015 OpTiB, Private VLAN.

[TinTpumka (yHKIii Ta
IIPOTOKOJIIB MOHITOPUHTY Ta
yOpaBIiHHSA

[ToBHicTio kepoBanuii komytarop (CLI);
[IpoTtokon SNMPv1, v2, v3;

[Tporokon sFlow (RFC 3176);

[Iporokon Remote monitoring (RMON);
[Iporokon cuuaxponizarii vacy Network Time
Protocol (NTP);

CucreMHui )XypHaj Ta nepejiaya 3anucisB
CHUCTEMHOT0 )KypHaIy 3a MpoTokojoM Syslog
BiJITTOBITHO JI0 BCTAHOBJICHUX aIMIHICTPAaTOPOM
MPaBUIL;

J3epkantoBanHs Tpadiky (CTBOpEHHS KOMil
TpadiKky 110 BiAMOBIIa€ BU3HAYCHUM yMOBaM
(mopt, VLAN, ACL) ta nepenaya ioro Ha
JIOKQJIbHUN IOPT MOHITOPUHTY);

[Tpocrip, skwii 3aiiMaeTbes y
cepBepHii madi

He 6inpire 1 U

Bumoru 10 cepBicHOT MiATPUMKHI
abo rapaHTii y cKJ1aii Mpomno3uIlii

Tepmin He mente 36 MicAiiB

[ToBrHHA BKJIIOYATH 3aMiHY KOMITOHEHTIB, 110
BUIIIUIN 3 Jajly, TOCTYI J10 OHOBJIEHb [13,
BiJlaJIeHy JIIarHOCTUKY Ta MIATPUMKY 3 OOKY
HEHTPY TEXHIYHOI MiATPUMKH BUPOOHUKA.
[Tocnyra noBuHHa HagaBaTUCs B pexumi 9 x 5 3
yacoM pearyBaHHs NBD




2.2. Mepe:xeBuii komyTaTop piBHsa L3

XapakTepucTHKH Bumorn BignosianicTh Ta onuc 3anponoHoBanuxX ToBapin!

dopm-dakTop Ta apXiTeKTypa e KomyTaTop (ikcoBaHOI a00 MOAYIHHOT
KoH(pirypamii

e Bapianrt 1: 2 komyTaTopu Ha 48 MOPTIB, SKi
MOXYTh TpaifoBaT Ha L3 piBusax moneni OSI, mo
JI03BOJIUTH CETMEHTYBATH MPOYKTUBHY MEPEXKY
Ha piBHi [P-agpecarii

e Bapianr 2: 4 komyTaTopu Ha 24 nopTH, SKi
MOYTh mpairoBatu Ha L3 piBasx moaemni OSI, o
JIO3BOJIUTH CETMEHTYBATH MPOTyKTUBHY MEPEKY
Ha piBHi [P-agpecarii

[TpumiTka: YuacHUK Mae 3alIpOINIOHOBYBAaTH a0
Bapianr 1 a6o BapianT 2. [Ipono3uii 3 Oyap ssIKUMH
KOMOIHAIIsIMI KOMYTaToOpiB 3 24 Ta 48 nmopramu
OyIyTh BiJIXHJICHI.

XapaKkTepuCcTUKU e MaKCUMaJlbHa NTaKeTHA MPOJAYKTUBHICTh

MIPOIYKTHBHOCTI KOMYTaTopa KOMYTaIlil/MapIIpyTH3aIlii Ha CUCTEMY, HE MEHIIIE:
214 mutH. makeTiB / ¢

e MaKCHMaJIbHa IIPOITyCKHA CIIPOMOXKHICTh
nepeajapecallii Ha cucremy, He MeHmie: 288 I'6iT / ¢

HasBHicTb iHTepdeiiciB e He MmeHure 24 inrepdeiicis 10/100/1000 Base-T

HACTYIHMX THUIIIB POE+

e 4x10G SFP+

® MOXJIMBICTh BCTAHOBJICHHS JO/aTKOBO
iHTepdeiiciB (a00 HasBHICTH BOY/IOBaHHX B pasi
BUKOPHCTaHHS KOMYyTaTOpy (hikcoBaHOi

KOH(]irypartii)
o 2 x40G QSFP+
[Tigrpumka PoE e IEEE 802.3at Power over Ethernet (PoE+)

! Tlo-mo3unifino BKa3aTW BiAMOBIAHICTH (Tak/Hi) Ta HABECTH AeTANbHUA omuc mapamerpy. OGOB’S3KOBO HAMAIOTLCA KOMii TEXHIYHMX JOKYMEHTIB BUPOOHMKA, SIKi
MIiATBEPKYIOTH 3asBIICHY XapaKTePUCTHKY



XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

3arajbHa MOTYXKHICTh, III0 MOXE BiJJaBaTHUCS Ha
xwuBieHHs PoE npuctpoiB (PoE Gromker) 6e3
JIOTATKOBOTO OJIOKY >KMBJICHHS, HE MeHIe: 720BT;
3arajbHa MOTYXKHICTb, III0 MOXE BiJJaBaTHUCS Ha
xwuBieHHs PoE mpuctpois (PoE 6romxker) 3
JOJATKOBUM OJIOKOM >KHBJICHHS, HE MCHIIIE:
1440BrT;

HeoOxingna mouaTkoBa anapaTHa
KOH(Iryparisi KOMIOHEHT

OJIOKIB JKMBJICHHS: IOBUHEH OyTH BCTaHOBJIECHUH 1

0JI0K >KHBJICHHS

OJIOKIB BEHTUJISITOPIB OXOJIOIXKEHHS:

- TIOBMHEH OyTH BCTaHOBJICHHI MOBHHI
KOMIUIEKT BEHTUJISITOPIiB

NMOBUHHA OyTH 3a0e3neyeHa BiIMOBOCTIHKICTh He

ripme 1+1

XapaKTepUCTUKU
MacIITaboBaHOCTI
(ue ripie)

MaKcuUMasbHa KUTbKICTh 3amuciB MAC-anpec, He
Menme: 32 000

MaKkcUMalbHa KinbKicTs [Pv4/IPv6 mapuipyTiB, He
mMente: 32 000/ 16 000

[TinTprMKa MPOTOKOIIB Ta
byHKIiH piBHS 2

Bipryanshi nokansui Mmepexi VLAN (IEEE
802.1Q) ne menme 2000;

[Iporokoin Spanning Tree (cranmaptu [EEE
802.1D STP, IEEE 802.1w (RSTP), IEEE 802.1s
(MSTP));

[Tporoxon Multiple VLAN Registration Protocol
(MVRP);

OyHKIIIT BiACIIKOBYBaHHS MOBiIOMJICHb
MPOTOKOJIIB YIPABIIHHS OaratoaapecHUMHU
rpynaMu Ta onTuMizalii 6araroaapecHoro Tpadiky
(IGMP snooping Ta MLD snooping);

[Iporokon arperartii 3’eqnans IEEE 802.3ad
(LACP)

[Ipotokon IEEE 802.3x, ynpaBiiiHHS TOTOKOM
JaHUX;




XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

[Tpotokoun IEEE 802.1AB (LLDP);
[TinTpumka HagBenukux (Jumbo) dpeitmib
po3mipoM He merme 9K

[TinTpuMKa MPOTOKOIIB Ta
byHKii piBHS 3

cTatnyHi Mapmpytu s [Pv4/IPvo;

pOTOKOJIM nuHaMiuHoi MapmpyTu3amnii [Pv4: RIP,
BGP, OSPFv2 Ta ISIS;

MPOTOKONHU AUHAMIYHOI MapuipyTusamii [Pvo6:
RIPng, BGP+, OSPFv3 Tta IS-IS for IPv6;
IIPOTOKOJI pe3epBYBaHHS BIPTyalbHHUX
mapuipytuzaropiB [IPv4 (VRRP);

IPOTOKOJI Pe3ePBYBAHHS BipTyaJlbHUX
MmapmipytusaropiB [IPv6 (VRRPv3);

BUSIBJIICHHS JIBOHanpaBiieHoi epeaadi (BFD);
MapUIpyTU3allis 32 MPU3HAYCHUMH MOJITUKAMHU
(PBR);

OanmancyBaHHS TpadiKy 3a MapIIpyTamMH 3
onHakoBoto MeTpukoro (ECMP)

MIPOTOKOJ peecTpallii bararoaipecHUX TPy
(IGMP), 3 miarpumkoro Bepciii IGMP v1, v2, v3
MpOTOKOJ OaraToaapecHoi mapmpyTu3aiii PIM
s IPv4 ta IPv6, Bkmouaroun PIM-DM, PIM-SM,
PIM-SSM;

nigTpumka texHosorii Multiprotocol Label
Switching (MPLS), Bxirouarouu:

pOTOKON po3noaiieHHs MiTok Label Distribution
Protocol (LDP);

MYJIBTUIIPOTOKOIBHI PO3IIUpPEHHs poTokony BGP
(MP-BGP);

[TinTprMKa MPOTOKOIIB Ta
byHK1iM Oe3nexu

CIHCKH KOHTPOJIIO IOCTYILY JJIsl BXIJTHOTO Ta
BUX1JTHOTO TpadiKy, 10 J03BOJISIOTH
BUKOPUCTOBYBATH TTOJISI 3aT'0JIOBKIB PiBHSA 2, 3 Ta 4,
MOYJIMBICTh 3acTocoByBaTH npasuia ACL 3
ypaxyBaHHSM JaTu/4acy;




XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

MPOTOKOJIM aBTeHTU(DiKaIlii, aBTOpHU3aIlii Ta 00Ky
(AAA):

RADIUS, TACACS+;

KEepPYBaHHSI JOCTYIIOM Ha OCHOBI BU3HAYEHUX
pouieit;

CUCTEMHHI KypHa,

3aXMIIEHUH TPOTOKOJI BiIAIEHOTO KEPYBaHHSI
SSHv2

[TinTpuMka BipTyamizarii
KOMYTaTOpIB

MO>KJIUBICTh 00’ €THAaHHS JEKIJTbKOX KOMYTaTOPIB B
OJIUH BipTyallbHUM NPUCTPiil (CTEK), 10 MA€ €AUHE
yIOpaBIiHHS, BUTJSAAE SK OAWH BY30N IS
MepexeBux mpoTokosniB L2/L.3, B Tomy umcmi
MOxJUBICTh Kpoc-maci LACP arperarmii 3’emHasb
IO 1HIIIOTO aKTUBHOI'O O0JIaJHAHH,

[ToBHHHA MiATPUMYBATUCH MOKITUBICTD
00’€THAHHS B CTEK HE MEHIIIE 9 KOMYTaTOPIB.

[TinTpumka yHK1IH Ta
MPOTOKOJIIB MOHITOPUHTY Ta
yIpaBITiHHS

[Ipotokon SNMPv1, v2, v3;

[Iporokon sFlow (RFC 3176);

[IpoTokon Remote monitoring (RMON));
[Iporokon cuuxponizanii yacy Network Time
Protocol (NTP);

CucteMHUH )XypHaJ Ta repeava 3amuciB
CHCTEMHOT0 )KypHaIy 3a MpoToKoJoM Syslog
BIJIMOBI/THO 10 BCTAHOBJICHUX aIMIHICTPaTOPOM
MIPABUIL;

J3epkamtoBanHs Tpadiky (CTBOpEeHHS KoIIii
Tpadiky 110 BIAMOBIa€ BU3HAYEHUM yMOBaM
(nopt, VLAN, ACL) Ta nepenaua iforo Ha
JIOKaJIbHUH a00 BI/IJIaJICHUH IOPT MOHITOPUHTY);

@yHKIiT BiAMOBOCTIHKOCTI Ta
BUCOKO{ JJOCTYITHOCTI

[TinTpumKa pe3epByBaHHS KOMIIOHEHT IPUCTPOIO:
0JIOKIB BEHTHJISITOPIB OXOJIOKEHHS, OJIOKIB
YKUBJICHHS;




XapakTepucTUKH Bumoru BianosiaHicTh T2 oNMC 3aNPONOHOBAHUX TOBAPiB!

e [ligTprmKa rapsiaoi 3aMiHu OJIOKIB BEHTHIISITOPIB
OXOJIOMKCHHS, 0JIOKIB YKUBJICHHS;

e Ilinrpumka OC MOKIMBOCTI BCTAHOBJICHHS MATYiB
0e3 repepuBaHHs 00CITyTOBYBaHHSI;

e [ligTpumka ¢yukmionansHOCTI oHOBIICHHST OC 6€3
nepepuBaHHs oociyroyBanHs (ISSU).

[TpocrTip, skuii 3aiiMaeTbes y e He 6utbme 1 U
cepBepHii madi

Bumoru 110 cepBicHOi MIATPUMKH | ¢  TepMid He MeHIIE 36 MicsAIIB;

y CKJIal HPOHOSI/IHﬁ e JloBuHHA BKIIIOYATU 3aMiHy KOMIIOHEHT, 1110
BUUIIIN 3 Ja]y, TOCTYI 10 OHOBJIECHB [13,
BiJIJIaJICHY JIIarHOCTHKY Ta MATPUMKY 3 OOKY
HEHTPY TEXHIYHOI MiATPUMKH BUPOOHHKA, & TAKOXK
PEMOHT Ha TEXHIYHOMY MallaHYUKy
MICII€3HAXO/[KCHHSI 00JIaTHAHHSI B pasi
HEOOX1THOCTI.

e [locmyra moBuHHA HaaBaTUCS B pexumi 9 x 5 3
4acoM pearyBaHHS 2 TOANHH

2.3. Touka nocryny Wi-Fi

XapakTepucTuKH Bumoru BianosiaHicTh T2 ONMC 3aNPONOHOBAHUX TOBAPiB!

®opMm-pakTop Ta BUKOHAHHS ® TOYKA JJISl BAKOPUCTAHHS B MPUMIIICHHAX 13
BHYTPILIHIMU aHT€HAMU

® B KOMIUIEKT ITOCTaBKH BKIFOYEHO MOHTAXHUH
KOMIUIEKT JUUIsI MOHTQKY Ha PiBHY ITOBEPXHIO.

OcHoBHI anapatHi e 1Ba pamio (WiFi) mis ogHogacHoi poboTH B
XapaKTEPUCTUKHU nianazoHax 2,4 I'T'm ta 5 I'T1y Ta miaTpuMkoro 2x2
MIMO;

! Tlo-mo3unifino BKa3aTW BiAMOBIAHICTH (Tak/Hi) Ta HABECTH AeTANbHUA omuc mapamerpy. OGOB’S3KOBO HAMAIOTLCA KOMii TEXHIYHMX JOKYMEHTIB BUPOOHMKA, SIKi
MIiATBEPKYIOTH 3asBIICHY XapaKTePUCTHKY
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

nigrpumka cranaaptiB IEEE 802.11n, IEEE
802.11ac wave 2, IEEE 802.11ax ;
MaKCHMaJbHa MBUIKICTH OE3APOTOBOI IIepeaayi
nanux (data rate) B mianmazoni 2,4 I'Ty —547
Moit/c;

MaKCHMaJbHa MBUIKICTh OE3APOTOBOI Iiepeaayi
nanux (data rate) B miamazoni 5 I'Tm—1200
Moit/c;

MepeKeBi IHTepPEHCH TS i IKITFOYSHHS 10
npotoBoi mepexi: 1 x 100/1000Base-T;
MiATPUMKA MOXKIIUBOCTI OHOYACHOI POOOTH 3
JIEK1JIbKOMA KJIIEHTaMHU Ha PI3HUX IPOCTOPOBUX
notokax (MU-MIMO)

HiATPUMYIOTHCS HACTYITHI BapiaHTH YKUBIICHHS:
BiJ1 KoMyTaTopa 3 miarpumkoro POE 802.3af/at;
Bin AC anmanrepa.

s mianasony 2.4GHz: 21 nbm

s mianaszony 5 GHz: 21 nbm

nonatkoBe panio Bluetooth Low Energy (IEEE
802.15), 1110 MOX€e BUKOPUCTOBYBATUCH B SIKOCTI
0e3ApOTOBOTO KOHCOJBHOTO iHTep(deiica abo Amns
B3aeMoii 3 miaTpumyBaHoro [oT
1H(PaCTPYKTYPOIO 110 BUKOPUCTOBYE I
IPOTOKOJ;

[TinTpuMyrOThCS HACTYIIHI
pexxumMu podoTH

ABTOHOMHHUI;

Krnacrep (abo «BipTyaapHUN KOHTPOJIEPY) 3
[EHTPaJIi30BaHUM YTIPaBIIHHAM Ta MOHITOPUHIOM
TPYIU TOYOK 0€3 BUKOPUCTAHHS BUIIJICHOTO
arapaTHOTO KOHTPOJIEPY;

[HdpacTpyKTypHUil peKUM 3 BUALIICHUM
amapaTHUM KOHTPOJIEPOM (MOKIIMBE MEPEBEACHHS
TOYKH i YIIPaBIiHHSA KOHTPOJIEpa MPU
MOTAJIBIIIOMY 3POCTaHHI IHPPACTPYKTYPH);
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XapakTepucTuKH Bumorn BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!
e Touka nocrasisterses 3 [13 Ta dineH3isaMu st
poOOTH B KJIACTEPI.
XapaKkTepruCTUKU MakcumManbHa KiTBKICTh KITIEHTIB HA paaio: 50
MacIITaboBaHOCTI

MakcumanbHa kutbkicts SSID Ha paxio: 16
[Ipu po6oTi B KiacTepi:

MakcumasnbHa KUTbKICTh TOUYOK B €TUHOMY
kiacrepi: 128

MakcumanbHa KinbKicTh SSID Ha kiactep: 6

[TinTpuMyrOThCS HACTYITHI
MPOTOKOJIU Ta (PYHKIII1
YIpaBIiHHS Pai0YaCTOTHUM
pecypcom (RRM)

ABTOMAaTHYHUHN ONTHUMAaJIBLHUNA BUOIp
pasioyacTOTHUX KaHAJIB Ta MOTY>KHOCTI
BUIIPOMIHIOBaHHS M)XK TOYKaMH B KJIACTEPi;
ABTOMaTHYHE NIEPEBEIECHHS KIIEHTCHKUX
HPUCTPOIB, IO MIATPUMYIOTh POOOTY B ABOX
miamaszonax 2,4 ta 5 I'T'11 B MeHIII 3aBaHTaKEHUIH
yacToTHU niana3oH (band steering);
ABTOMaTHYHE IMHAMIYHE PETyJIIOBaHHS
MOTY>KHOCTI BUIIPOMIHIOBAHHS Ta Pali04aCTOTHUX
KaHaJIiB TOYOK KJIacTepy B pa3i BIIMOBH OJHI€T 3
TOYOK KJacTepy abo 3MiH B OTOUYEHHI ISt
YCYHEHHS 30H 13 IOTaHUM MTOKPUTTSIM;
CrniexTpanabHUIA aHali3: MOHITOPUHT OTOUYCHHS JJIs
JTUHAMIYHOTO BUSBJICHHS Ta Kiacudikarii mKepesn
paniodacToTHOI iHTepdepeH i B poOouux
nmiamasoHax, sk Wi-Fi tak i He-Wi-Fi moxomkeHHs,
B TOMY YHCJI MiHIMi3auis iHTepdepeHwii Big
coroBux mepex 3G/4G.

Bces nepeniuena QpyHKIIOHAIBHICTD MIATPUMYETHCS
JUISL PeXKUMY «KJactepa». B 3anpononoBany
KOH(iryparito BKIIOUYEHI BCl JileH311, HeoOXiaH1
JUIS TIATPUMKH NIepeiueHoi (yHKIIIOHAIBHOCTI.

[TinTpuMyrOTHCS HACTYIHI
IPOTOKOJIU Ta (QYHKIIIT Oe3neKu

BianoBigHicTh IEEE 802.111 (WPA2) Ta WPA3
Enterprise/CNSA, Personal (SAE), Enhanced Open
(OWE)
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

aBTeHTHU(]IKAIIISA KIIEHTIB OE3[POTOBOI MEpexKi 3
BukopucTtanusiM MAC-aBreHTudikanii,
MOTIEPETHBO TTOTOHKEHOTOo Kitova (pre-shared)
CHUIBHOTO ISl BCIX MPUCTPOIB 200
inauBinyaissHoro (MPSK), 802.1X
(mnarpumyrotses nporokonu EAP-PEAP, EAP-
TTLS ta LEAP Ta in.);

MO>KJIUBICThH aBTeHTH(DiKaIlli KOpUCTYyBaviB 3
BUKOpHCcTaHHAM BOymoBaHoro RADIUS cepsepy
Ta 30BHIIHKOr0 RADIUS cepBepy (HasBHI
PEKHUMU KO KJIACTep/BipTyallbHUI KOHTPOJIEP
BUKOHY€ poib RADIUS npokci Ta koJin Ko)KHa
TOYKa KJIacTepy KOHPITYPYEThCS K OKpEMUI
RADIUS «kiieHT);

MO>KJIUBICTh aBTeHTH(]iKaIlii rocTeil BOY10BaHOTO
BeO-moprany (captive portal) 3 BUKOpHUCTaHHIM
BHYTPILIHKOI 200 30BHINIHKOI 0a3u
aBTeHTHU(IKaIIIi;

MOYJIMBICTh BU3HaueHHs Tuny Ta OC
KJIIEHTCHKOTO MPUCTPOIO 32 HEMIPSIMUMHU O3HAKAMHU
(OS Fingerprinting);

KOHTPOJIb JOCTYITY IO MEPEXi Ta MpU3HAYCHHS
MOJIITUK OE3MEKU Ta SIKOCTI 00CITyroByBaHHS Ha
OCHOBI pOJIi KOPUCTYBaya;

posmupenHs ctanaapty 802.11 momao
3a0e3meueHHs 3aXUCTy CIyK00BUX (peiimiB
802.11w

Bces nepeniuena QpyHKIIOHAIBHICTD MIATPUMYETHCS
JUISL PeKUMY «KJactepa». B 3anpononoBany
KOH(irypariito BKIIOUYEHI BCl JileH311, HeoOXiaH1
JUIS TIATPUMKH IepeiueHoi (yHKIIIOHAIBHOCTI.
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

[TiATpUMYIOTBCSI HACTYITHI
MIPOTOKOJIHU Ta (PYHKITIT IKOCTI
00CITyrOByBaHHS

banancyBaHHS KITIEHTIB/HaBaHTaXKEHHS MK BCiMa
paaio TOYOK KiacTepy;

JuHamiuHuii BUOIp Ta acoliailis KIIi€HTa 3
ONTUMAJILHOIO JUIsl HBOT'O TOYKOIO JOCTYIIY;
MO>KITUBICTh IPU3HAYECHHS TOJIITUK SKOCTI
obciyroByBanHs 1151 SSID abo rpynu
KOPHCTYBaYiB

Posmmpenns crangapty 802.11 mono
3a0e3MeyeHHs Ta MOKpallleHHs! pOOOTH POYMIHTY B
6e3apoToBiii Mepexi: 802.11r, 802.11k, 802.11h,
802.11v;

3a0e3nedeHHs piBHOTO AOCTYITY KIIIEHTIB Pi3HUX
nokoninb (802.11ac, 802.11n, 802.11a, 802.11g,
802.11b) mo pamioedipy B 3MilIaHUX OTOYCHHSX
(airtime fairness);

Bces nepeniuena QyHKIIIOHATBHICTD MiATPUMYETHCS
JUISL peXKUMY «KJ1acTepa». B 3anpononoBany
KOH(Iryparito BKJIFOUeH1 BCi JiIeH311, HeoOXiaH1
JUTSL IATPUMKH TIEpeTiueHo1 (PyHKIIIOHATbHOCTI;
[TinTpumyeThbest GYHKITIOHATBHICTD «MEID) TIPH
po06OTi B pexxuMi KiacTepy Ta iHppacTpyKTypHOMY
PEXKHUMI.

[TiATpUMYIOTBCSI HACTYITHI
MPOTOKOJIM Ta PyHKITIT L2

Bipryansni nokanbai mepexxi VLAN (IEEE
802.1Q)

[Ipotokon IEEE 802.3az Energy Efficient Ethernet
(EEE)

[Tpotokon IEEE 802.1ab (LLDP);

[TiaTprMyIOTBCSI HACTYITHI
MPOTOKOINHU Ta PyHKIIIT
MOHITOPUHTY Ta YIPaBIiHHS

€nuHuit BeO-1HTepdeiic Ui yrnpaBiliHHSA
KJIacTepOM;

[IpoToxon SNMPvI, v2, v3;

[Iporokon cuuaxponizamii vacy Network Time
Protocol (NTP);
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

CucteMHUH )XypHaJ Ta repeava 3anuciB
CUCTEMHOT'0 )KypHAITy 3a MPOToKojIoM Syslog
BIJIMOBI/THO 10 BCTAHOBJICHUX a/IMIHICTPaTOPOM
MIPABUIL;

Onuist ynpaBiIiHHA AEKUIbBKOMA KJIaCTepamMH 3

BUKOPHUCTAHHAM «XMAapHOD» CUCTEMH YIPABIIHHS;

Ormist yripaBaiHHS JEKUIBKOMa KJIacTepaMu 3
BUKOPHCTAHHSAM LIEHTPAJII30BaHO] «HA3€MHO»
KOPIIOPATUBHOI CUCTEMH YIIPABIIHHS.

HasBHicTb 3ac00iB aBTOMaTH3a11ii KOHDIrypyBaHHS

IPUCTPOIO 3 CUCTEMH LIEHTPAI30BaHOTO
yIpaBIiHHA 0€3 NOYaTKOBOTO HACTPOIOBAHHS
aJIMiHICTpaTopoM (zero-touch provisioning)

["apanTist abo cepBicHa
HiATpHMKa

Jlo koH(iryparii BKIIFOYEHO BCi JTIICH3II,
HEOOXiHI U MIATPUMKH 3a3Hau€HO1
(GYHKIIOHATBLHOCTI Y CKJIa Il MPOTIO3UITI|
Tepmin He mente 36 micAiiB

[ToBuHHA BKJIIOYATH 3aMiHy KOMIIOHEHT, L0
BUHIILIM 3 Jay, JOCTYI 10 OHOBJIEHb 13,
BiJIJIaJICHY JIIarHOCTHKY Ta MATPUMKY 3 OOKY
LEHTPY TeXHIYHOI MiATPUMKH BUPOOHUKA.
[Tocnyra moBrMHHA HaJaBaTHCA B pexuMi 9 X 5 3
qacoM pearyBaHHs NBD
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2.4. llporpamumii Mmoay/b apTeHTH(ikamii i konTposss Wired u Wireless (ZTNA)

XapaKTepuCTHKHU Bumoru BianoBiaHicTh T2 ONMC 3aNPONOHOBAHMX TOBAPiB!

3aranpHi BUMOTH 0 mnathpopM | ¢  CucTeMa NOBMHHA SBIATH COOOK0 €IUHY
yHIBepcalpHy MmIaT@opmy, 0 TOETHYE B CETi
¢yukaionan AAA, NAC, BYOD ta 3a0e3neueHHst
TOCTHOBOTO JIOCTYIY Ha 0a3i iHdopMallii mpo
KOPHUCTYBAYIB 1 IPUCTPOI, IO MITKIIOYAIOTHCS, 1X
CTaHy, THII 1 1HIIOI pO3IIKpPeHOi iHdopmallii B
paMKax €IMHOro HabOpy MOMITHUK JIOCTYITY JI0
MEpEeKi.

e Cucrema NOBHHHA MAaTU MOXJIUBICTb
macmradyBarss 10 5 000 mpucTpois, mo
M1 IKTI0YAaI0ThCs Ha KOXKHY (i3UuHy a00
BipTyasbHY iHCTANSIMIIO (appliance).

e (Cucrema NOBMHHA MIATPUMYBATU POOOTY 3 OyAb-
AKO1 ICHYI04Oi APOTOBO1, 6e31poToBoi abo VPN
MEpPEKI.

e [loBunHa Oytn noctymHa obononka CLI mist
BUKOHAHHS TIOYaTKOBOI KOH(iryparii Ta 6a30Boro
HaJIAIITyBaHHS CUCTEMHU.

e (Cucrema nmoBHHHA 3a0e3MeuyBaTy MUGPYBaHHS
BHYTPIIIHBOTO JAMCKA YM (hailiiB.

e  MOXJIMBICTh 3MIIIyBaTH Ta MOE€THYBATH
BIpTyaJIbHI Ta armapaTHi IHCTAJIALI CHCTEMH B
OJTHOMY PO3TOpPTaHHI.

e Cucrema MOBMHHA MiITPUMYBATU PO3TOPTAHHS Y
Mojeni yrpasuiHHa out-of-band Ta 3a6e3nevyyBatu
HIATPUMKY KJacTepu3alii 3 pe3epByBaHHIM N+1.

e Cucrema IMOBHHHA HaJIaBaTH MOKJIMBICTh
3ammycKaTu OyIb-sIKy poiib 00 QYHKIIIO0 CUCTEMH
Ha OyJIb-sIKOMY MPHUCTPOI KII1acTepa.

! Tlo-mo3unifino BKa3aTW BiAMOBIAHICTH (Tak/Hi) Ta HABECTH AeTANbHUA omuc mapamerpy. OGOB’S3KOBO HAMAIOTLCA KOMii TEXHIYHMX JOKYMEHTIB BUPOOHMKA, SIKi
HiATBEPKYIOTH 3asBIICHY XapaKTePUCTHKY
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

Cucrema noBuHHa OyTH JOCTYITHA JJIsI
BUKOPHUCTAHHA SK Yy allapaTHOMY 3aXUILEHOMY
MPUCTPOI, TaK 1 Y BUTJISLII BIpTYaabHOT MAIlIMHM.

3aranpHi QYHKIIOHATBHI BUMOTH

Cucrema moBuHHa MaTH cydacHuii Web-
iHTepdeiic, SKNil MOBUHEH BKIIOYATH KiTbKa
IHCTPYMEHTIB MiABUILIEHHS TPOAYKTUBHOCTI, TaKi
SK MailicTep HaJallTyBaHHS 1 Ha0Ip MONepeIHbO
HaJIAIITOBAaHUX 1IA0JIOHIB 1 MOMITHUK.

Cucrtema NOBUHHA IHTErpyBaTUCS Ta
HiATPUMYBATH B3a€EMOIIIO 3 OYIb-SIKHM THIIOM
MEpPEKEeBUX MPUCTPOIB (TIPOBITHI MPUCTPOI,
6e3apoToBi npucTpoi, npuctpoi VPN) ta
HiATPUMYBATH Pi3HI METOIM aBTEHTHU(IKaLil
(802.1X, MAC aBrentudikamis, Web-
ayTeHTu(iKaIlis yepe3 mopTan).

Mae 6yTH 10CTyIHA MOXJIUBICTh IOETAITHOTO
X0y J0 pearizalii (GyHKI[IOHATY CHCTEMH,
MNOYMHAIOYH 3 €JIEMEHTA YIPABIIHHS MOJITHKAMH
nocTymy (Ha OCHOBI poJieii), a TTOTiM 3
MOYKJIMBICTIO BKJIFOUEHHS J10/IaTKOBHMX 3aXO0/11B
Oe3meKu: mepeBipka CTaHy Ta HaJallTyBaHb
KiHlleBHX IpucTpoiB (endpoint health), koHTpoIH
JOCTYILY 0 MEPEX1 JUIs MIJBOJAHUX MPUCTPOIB.
CucreMa NOBMHHA BKJIIOYATH TOBHUN Ha01p
IHCTPYMEHTIB JJIsi CTBOPEHHS 3BITiB, aHATI3y Ta
YCYHEHHs HectpaBHOCTeH. [lani momo cipod i
Mo/l JOCTYIy OBUHHI OyTH OpraHi3oBaHi 3a
JIOTIOMOT'OIO €JIEMEHTIB JAaHUX, 1110
HaJIAIITOBYIOTHCS, IKI BAKOPUCTOBYIOTBCS JUISI
CTBOpEHHs TpadikiB, TaOmuIk 1 3BiTiB. Kopemnsiis
noJiii aBTeHTUdiKalii Ta aBTOpU3alii
KOPHCTYBAYiB Ta IMOJIH IMiIKIIOYCHHS Ta
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

aBTeHTHU(IKaLii TPUCTPOIO MOBHUHHA
MiITPUMYBaTHCS.

®dynkmionan NAC (Network Admission Control)
MOBHMHEH MiATPUMYBATH areHTChKi Ta 0€3areHTChKi
METOJM MEPEBIPKHU, areHTH MEePEBIPKU
BiJIIOBITHOCTI MOJITHKAM JJIsl KIHIIEBUX MPUCTPOIB
MaroTh Oytu goctymnHi st OC Windows, Linux Ta
Mac OS. Ha nonmatok 1o ayreHTH}iKaLii
KOPHUCTYBaYiB, CUCTEMa TOBUHHA 30UpaTH
J0JIATKOBY 1H(OpMAIifo PO KiHLIEBUN MPUCTPIH,
BUKOHYBATH JIOAATKOBI MEPEBIPKH BiAMOBITHOCTI
Ha matdopmax Windows (3amyiueHi cepBicH,
MPOIIECH, HAIBHICTh peer-to-peer mporpamu, KIiodi
peectpy, Bukopuctanust USB-nipuctpois,
BcTaHoBJIeH] hot-fixu 1 matui B Windows), a Takox
BUKOHYBATH CTaHJAPTHI MEPEBIpPKH
mpare3aTHocT Ha tiatdopmax Linux Ta Mac
(HasBHICTBH aHTUBIPYCY, aHTUIIMUTYHCBHKOTO 13 Ta
MDKMEpEKEBUN EKpaH).

PimenHst Mmae OyTH MPOCTUM B YCTAHOBIII 5K Y
BUTJISI/IL anapaTHOI TIATGOPMHU, TakK 1y BUIIISII
BIpTyaJIbHOI MAIlIMHUA, MA€ TATPUMYBATH
MOJIITUKHY, 3aCHOBaHI Ha iMeHTH(IKaIii Ta
posmupeHoi iHpopMalIlii mpo KOpUCTyBada Jist
HaJaHHS 0€3MEeYHOr0 JOCTYMY A0 MEPEXKi, a TAKOK
BKJIFOYATH 1HTETPOBAHUHN HAO1p PYHKITIOHATHHUX
MOYJIMBOCTEH Y paMKax €MHOI maTdopmu:
[osuoninamii AAA cepsep - RADIUS Ta
TACACS+;

Mexani3m npodiTroBaHHS IPUCTPOIB;

BOynoBane kepyBaHHSI TOCTbOBUMU MPUCTPOSMU,
peecTpallisi IpUCTPOiB,
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

Web-iatepdeiic kepyBaHHSI CUCTEMOIO 3 €JUHOIO
naHesuto kepyBanHs (dashboard);

Cxoswuine gaHux s iHdopMmarii mpo
KOPHUCTYBaYiB, IPUCTPOI, iHDOPMAITiIO PO MOIiT
TOIIIO;

Barati momiTHKH KOHTPOIIIO JOCTYIY 3
BUKOPHCTAHHAM iH(opmallii mpo KOpUCTyBadiB,
IPUCTPOI, 1X XapaKTEPUCTUKHU Ta 1HILI €JIEeMEHTH
JOCTYTY;

[HCTpyMEHTH aBTOMAaTUYHOTO PO3TOPTAHHSA Ta
THCTAJISAIII.

[ToBuHHA MATPUMYBATHCH THYYIKA MOJICITb
JiIeH3yBaHHs, 3aCHOBaHA HA HEOOXiTHIN
¢ynkuionamsHOCcTi (Onboard, Posture, Guest
Access).

CucreMa NOBHHHA MIATPUMYBATH KOPEISIIIIO
iH(opMarlii mpo KOpUcTyBaviB, MPUCTPOI, & TAKOK
JaHi Ipo moAil aBTeHTU]IKAIT AT TOJETIIECHHS
MOIIYKY T4 YCYHEHHS] HECTIPAaBHOCTEH,
BiJICTEKCHHS MOJIIi TOIIIO.

OyHkiioHan AAA OBUHEH 3a0€3MEYUTH TTOBHHMA
MOJIUT JKEpel aBTeHTUiKallii Ta aBTopu3arii.
Hampuknan, moBUHHA TIATPUMYBATHCS
aBTeHTH(]iKaIis yepe3 Active Directory , a
aBTOpM3allii 13 30BHINIHBO1 0a3u nanux SQL.
[ToBuHHA miaATpUMYBAaTHCS aBTEHTUIKaIs a00
aBropusanis LDAP, AD, Kerberos, Token
cepsepiB, 6a3 nanux SQL.

[ToBuHHa 3a0e3me4yyBaTUCS MIATPUMKA KUTBKOX
MeToAIB ineHTu(IKaIii Ta mpodiTroBaHHI
KOPUCTYBaYiB Ta IPUCTPOIB:
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

IaTerpoBana, Ha OCHOBI Mepexi, TPodiiahb
HPUCTPOIB 3a JOMOMOT0I0 MPoTOoKoJiB SNMP,
DHCP, HTTP, AD, ActiveSync

AyIuT KIHIIEBUX NIPUCTPOIB 32 JOIOMOTOI0

CKaHyBaHHS 1HCTpyMeHTaMu Nessus 41 Nmap

[TigTpuMKa HaCTYITHUX iHCTPYMEHTIB JUIS

CTBOPEHHS MOJITHK:

[TonepenHpo HaMAMITOBaHI MAOIOHH

MaiicTep HanamTyBaHHS

LDAP 6pay3ep Ui HIBUAKOTO MEPETISALY

atpudytiB AD

CuMynaTOp MOJITUK JJIST MOJICITIOBAHHS Ta 1H

MEPEeBIPKH MUTICHOCTI MOJIITUKH

[TigTpuMKa HaCTYITHUX METOMIB 3aCTOCYBAHHS

HOJITHK:

- Ilpusnauenns VLAN 3a nonomororo RADIUS
IETF arpubyTiB Ta VSA

- Ilpusnauenns VLAN Tta HanamTyBaHHS IOPTY
yepe3 SNMP

- Cnucky KOHTPOJIO TOCTYIIY - SIK CTATUYHO
BH3HAYECHI HA IPUCTPOI Ta 3aCTOCOBYBaHI 3a
HoMepoM ID, Tak i AMHaMIYHO 3aBaHTa)XyBaH1
ACL.

- Poumi abo Oynp-ski iHmi atpudytn RADIUS
KOHKPETHOTO BUPOOHUKA, K1 MATPUMYIOThHCS
MEPEKEBUM MIPUCTPOEM.

- 3acTocyBaHHS MOJITHK 32 JIOMTOMOTOI0 ATEHTa
- HaJIalmTyBaHHs iHTEp(ENCiB 1 BiANpaBIeHHS
MIOB1IOMJIEHb KOPHCTYyBaua.

[TinTpuMy€eThCs MAKIIOYEHHS 0 KUTHKOX IOMEHIB

Active Directory st ayrentudikanii 802.1x

PEAP.
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

[ToTpiOHO MIATPUMYBATHCS KOMITJIEKCHE
posropranns inppactpykrypu PKI, ne TLS
aBTeHTH(]IKAIIs BUMarae mepeBipku cepTudikaTa
kiieHTa 3 kinbkox CA trust chain. Heo6xigHo
TaKOX MIATPUMYBaTH cepTudikar cepepa AAA,
mignvcanuii 30BHIIHIM CA 1715 IepeBipku
BHYTPIIIHIX KJIIEHTCHKUX cepTU(]IKaTIB,
mamucanux PKI.

@yHKII0HAT PO LTIOBaHHS TOBUHEH OyTH
BKJIIOUEHHUIT 10 0a30BO1 JIEeH31] CUCTEMU.
Cucrtema MoOBHMHHA MIATPUMYBATH 3aIIUTH BiJIpa3y B
nexinpka AD domain ta AD forest.

Bumoru o HaaiitHOCTI Ta
BIIMOBOCTIMKOCTI

[Iporpamuo-amapaTHe 3a0e3MeUeHHS MiACHCTEMU
KOHTPOJIIO IOCTYIy Ma€ MiATPUMYBATH
KJIaCTepH3allito B Oyab-sKiii KOMOIHAIi1 SIK "yepe3
LAN, Tak i yepe3 WAN 3'enHaHHs1, 3a0e3ne4youn
HEOOMEeKeHe MacIITaOyBaHHs, Pe3epBYBaHHS Ta
OanaHCyBaHHs HABAaHTAKCHHSI.

[Tnatdgopma moBUHHA TIATPUMYBATH
KJIACTEPHU3AIIII0 3 BUKOPUCTAaHHIM out-of-band
iHTepdeiiciB Ta 3a0e3MeYnuTH MOJEIb
pe3epByBaHHs N+1.

BinmMoBa 0CHOBHOTO By3J1a HE MOBHHHA BIUIMBATH
Ha 3/1aTHICTb CUCTEMH MPOIOBKYBATH
00cyroByBaTH a0OHEHTIB.

Cucrtema MOBHMHHA MIATPUMYBATH K1JIbKa PEKUMIB
PO3ropTaHHs, BKJIIOYAIOYH LIEHTPATi30BaHUM,
posmnoiieHuit abo riopuIHUH.

[IponyKT MOBUHEH MAaTH IHCTANIAIIIHY 0a3y 1
NPO/IaBaTUCS HA PUHKY MPOTATOM MPHHAWMHI 4-X
POKIB.
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

Cucrema MOBHHHA MaTH MOXKJIMBICTb
MacmTaOyBaHHA 10 1 MiIbHOHA YHIKATBHUX
KIHIICBUX TOYOK aBTOPH3aIlii.

Bumorn o pynkmionana
HaJaHHS TOCTHOBOTO JIOCTYITY

Cuctema mae OyTu 371aTHA 3a0€3MeIyBaTH SIK
"CIIOHCOPCHKHIA" TOCTHOBHH JOCTYII, TaK 1 JOCTYII
yepes3 Mmoprai i3 CaMOCTIHHOIO PEECTPAIIIEI0
abOHEHTa.

[NocTroBHIT Web nopTas HOBUHEH MaTU
MO>KJIMBICTh HAJAIITYBAaHHS Ta KacTOMi3allil
iHTEepdeiicy, a TAaKOXK M ITPUMYBATH aBTOMaTHYHE
HAJAIITYBAHHA JUIS PI3HUX PO3MIPIB eKpaHy
(TmaHmeTH, cMapTHOHU TOIIO).

MOoXIUBICTH aBTOMAaTUYHOTO BIIIPABIICHHS
roCTHOBUX O0JIKOBHUX AaHUX SMS abo
€JIEKTPOHHOIO MOIITOIO.

MOokIuBICTh HAJIAIITYBAaHHS JeTajieil 00J11KOBOIO
3aMucy, BKIIOYA0YN TUMYACOB1 IHTEPBAIN KOJIH
aKTHUBHUH OOJIIKOBHI 3aIvC, TapaMeTpH
NPOMYCKHOI 3IaTHOCTI 1 T.JI.

Pimmennst mae OyTu 31aTHUM 3a0€3MEUUTH
peKJIaMHI TIOCTyTH

Cuctema moBMHHA BUKOPUCTOBYBATH OKpeMi 0a3u
JAHUX JUISI TOCTHOBUX Ta KOPIOPATUBHUX
KOPHUCTYBaYiB.

[ToBuHHE miaTpUMyBaTHUCs KemryBaHHS MAC-
azpec, 100 YHUKHYTH HEOO0XiTHOCTI IOBTOPHOT
aBTeHTHU(]IKAIT TPU HACTYTHUX I AKITIOYCHHIX
TOCTHOBUX KOPUCTYBAYiB.

[TinTprMKa aBTOMAaTUYHOTO T AKITIOYCHHS
rOCThOBHX a0OHEHTIB (0€3 HaJCHITaHHS 00JIIKOBHX
naHux Mo SMS abo eaeKTPOHHOIO MOIITOIO).
MoHBiCTh aBTOMATUYHOI ayTeHTUIKALIi Ta
3aCTOCYBAHHSI MOJITHUK JIOCTYIY IO MPUCTPOIB, SIKi
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

HE MaloTh iHTepdeiicy KopucTyBaya 1 He
MiATPUMYIOTh BBEICHHSI IAaHUX JJISI CAMOCTIMHO1
peecTpartii.

[TigTpuMKa cucTeM OHOPA30BHX MAPOJIIB.
[TigTpuMKa iMIIOPTY TOCTHOBUX OOJIIKOBHX 3aIHCIB
3 MOYKJIMBICTIO HAJICWJIAHHSA OOJIKOBUX JTaHUX
€JIEKTPOHHOIO MOILITOIO.

[MigTpumka iMnopty npuctpoiB NAS i BeIMKOro
PO3rOpTaHHSI.

[TinTprMKa peXuMy CIIOHCOPCHKOTO
MiATBEPHKCHHS ITICIIsT CAMOCTIHHOT peecTpartii
rOCTBOBOTO a0OHEHTA.

MoxuBICTh 3200POHUTH AOCTYII CIIBPOOITHUKIB
JI0 TOCTHOBOI MEpEXKi 3a I0IIOMOT 00
KOPHOPAaTHBHUX A00OHEHTCHKUX MPUCTPOIB.
[TinTpumMka BimoOpaXKeHHS CTOPIHKU BXOAY 31
CTAaTUCTUKOIO ceaHcy (00cAT J03BOJICHOTO Ta
CHOXHTOTO Tpadiky).

[Migrpumka 36epexxennst URL, Tak 11106
KOPHUCTYBa4i OTPHUMYBAJIH JOCTYI JI0 CIIOYaTKy
3aMUTaHol BEO-CTOPIHKH MICTS BXOAY B CUCTEMY .
[TigTpumka BioOpaskeHHs pi3HUX CTOPIHOK BEO-
MOPTAaITy 3aJICKHO BiJl MICIISI IT1IKITFOYCHHS
KOPUCTYBaya 710 MEPExi.

Cucrtema mMae miATPUMYBATH pOOOTY 3 PI3HUMH
BUPOOHHKAMU MEPENKHOTO O0IaTHAHHS.
[ToBHICTIO HACTPOIOBAHUH TTOPTAJI CAMOCTIHHOT
peecTparii 3 eeMeHTaMu yIpaBIiHHs iHTepdency
KOpHCTyBaya, TAKUMU SIK CIIUCKU, BUOIp OMIIiit
(check list, radio button).

[TigTpMKa caMOCTIHHOI peecTpariii ToBipeHNX
KJII€HTIB (ITApTHEPIB TOIIIO).
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Bumoru

BignosiguicTh Ta onuMc 3anponoHoBaHKuX TOBapiB!

Mo>kuBICTh ayTeHTU]IKAIT TOCTHOBUX a0OHEHTIB
Yyepe3 ColLialIbHI Mepexi.

Bumoru no mogatkoBoro
dyHKLIOHATY

[TigTpuMKa miIKIIF0OYeHHS TIePCOHATBHUX
HPUCTPOIB 13 MPOLIECOM CaMOCTIIHOTO
BCTaHOBJICHHS cepTudikatiB (BYOD).
VYHiKaNbHI CTOPIHKH MOPTAITY, 3aJ€KHO BiJ TUITY
npuctpoto — [0S, Android.

[TinTpuMka BiAKIMKaHHS cepTHdiKaTa.
Kopensuis kopuctyBaya, npuctpoi Ta indopmaiii
ayTeHTHdIKAIT A1 MOJIETIIEHHS MOITYKY Ta
YCYHEHHS HECIIPABHOCTEM.

ABTOMAaTH30BaHa peecTpallisi IPUCTPOIB IS
3a0e3nevYeHHs 0€3MeYHOro JOCTYyy Ta
koHpiryparii 802.1x carutikaHTiB.

MosxnuBicTs iHTerparnii 3 Active Directory, 3
1meHTr(diKaIie€l0 KOpUCTyBadiB Ta/abo aTpuOyTiB
IPUCTPOIO.

["apanTist abo cepBicHa
HiATPUMKA

Tepmin He MeHIe 36 MicsIIiB

[ToBuHHA BKJIFOYATH, JOCTYI 10 OHOBIEHB 13,
BiJlaJIeHy JIIarHOCTUKY Ta MIATPUMKY 3 OOKY
[EHTPY TeXHIYHOI MiATPUMKH BUPOOHUKA.
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2.5. llporpamuo-anapatuuii kommjekc Next Generation Firewall

XapakTepucTHKH Bumorn BignosianicTh Ta onuc 3anponoHoBanuxX ToBapin!

3aranbHi BAMOTH e [IponoHoBaHa mporpaMHo-anapaTHa MPOAYKIIis
MOBHHHA CKJIAJATUCS 3 TPHOX MPOTPaMHO-
anapaTHUX MepexxeBux ekpaniB (Next-Generation
Firewall — mani NGFW) 3 MoxuBiCTIO BUSIBY Ta
nornepepkeHHs 3arpos (Intrusion Detection /
Prevention Systems - IDS/IPS), nepeBipku ¢aiinis
Ha HAsIBHICTH BIJIOMOTO 1 HEB1IOMOTO HIKiJTABOTO
ITO (Anti-malware / Anti-Virus, Sandbox), BusiBy i
HOTIEPE/PKEHHIO KOMYHIKAIIiH 3 60T IleHTpaMu
(Anti-bot / Anti-spyware), KOHTPOJIIO IOCTYITY 70
pecypciB Iarepuer (URL Filtering).

Bumorn 10 mpoayKTUBHOCTI e [lpomyckHa 341aTHICTh IPUCTPOIO B PEXKUMI
MEpeKEeBOIro eKpaHyBaHHs 13 3a0€3MeUeHHIM
imeHTudikarii 101aTKiB i KOPUCTYBaviB (3MilIaHUN
Tpadik, appmix) — He meHm 1.9 ['6it/cek.

e [IponyckHa 34aTHICTh NPUCTPOIO B PEXKHUMI
TIOTIepe/DKEHHS 1 3aXUCTy Bij 3arpo3 (Application
Control, IPS, Anti-Virus, Anti-spyware uu Anti-
bot, Sandboxing, URL filtering Ta noryBanHs Ha
npuctpoi) — He MmeHI 1.0 I'Git/cek. Lleit moka3Huk
NOBHHEH OyTH BUMIipsiHUiL 3 http makeTamu Ta
po3mipom Tpan3zakiii — 64Kb. 1li nani matoTs 6yTH
ory0JikoBaHi Ha O(QilifHOMY caiiTi BUpOOHHKA.

e [Iponyckna 3gatHicTh pyHKIioHaTy [Psec VPN
noBuHHA OyTy He MeHie 1.8 ['6iT/cek.

e MakcumanbHa KiJTbKiCTh HOBHX CECiHl Y CEKyHIY —
ne menmr 13,000.

e MakcumainbHa KIJIbKICTh NIATPUMYBAHUX CECli —
He menm 150,000.

! Tlo-mo3unifino BKa3aTW BiAMOBIAHICTH (Tak/Hi) Ta HABECTH AeTANbHUA omuc mapamerpy. OGOB’S3KOBO HAMAIOTLCA KOMii TEXHIYHMX JOKYMEHTIB BUPOOHMKA, SIKi
MIiATBEPKYIOTH 3asBIICHY XapaKTePUCTHKY
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

Bumoru 1o anmaparaux
napameTpiB pO3TOpPTaHHS

[Tizcucrema moBUHHA OyTH BUKOHAHA y BUTJISAI
TPbOX NPUCTPOIB BHCcOTOIO He Ounbir 1 Rack unit
KO’KEH, BCTAHOBJICHUX B CTAHIAPTHY MOHTAXHY
CTIHKY.

Bceranosneni 61oku xuBienss (“PSU”) Ha
npuctpoi [TAK noBuHHI MaTu BHYTPIIITHIO
BIJIMOBOCTIMKICTH 1 MOXKJIUBICTh 3aMiHU “‘Ha
rapsay”’. biioku KuBJIEHHS TOBUHHI OyTH CYMICHI 3
100-240B (50-60I'11) 3MiHHOTO TOKY.

CucremMa NOBUHHA MOCTAYATUCS 3 MAKCUMAaJIbHOIO
KUTBKICTIO TTaM'ATi Ky BOHA MiITPUMYE.

KosxeH npucTpiit NOBUHEH CKIaJaTHCA 3 ABOX
IPOTPAMHO Ta arapaTHO PO3IIICHUX KOMIIOHEHT -
KOMITIOHEHTH YIIPaBIIiHHS MPUCTPOEM i
KOMIIOHEHTH 00poOKku Tpadika. Koxna
KOMIIOHEHTAa IOBHHHA MaTH CBili Habip mpoIiecopiB
(CPU), oneparusnoi nam'sti (RAM) ta
intepdeiiciB (Ethernet port). Kommonentu
yTpaBIIiHHS Ta 00pOOKH TpadiKy MOBHHHI OyTH
HE3aJIEXKH] OMH BiJl OMHOrO IS TOro 1100 HaIaTh
MOYKJIMBICTh KEPYBaHHS MIPUCTPOEM Y BHIIAAKY
KPUTUYHOTO HaBaHTa)KEHHs TpadikoM, 30KpemMa
nig vac DoS/DDoS arak.

BOynoBaHa KOMIOHEHTA YIIpaBIiHHS TOBUHHA
OyTHu KepoBaHa 3a JOIOMOror0 Bed iHTepdeiicy 3
MOJKJIMBICTIO HAJIAIITYBAHHS MOJITUK O€3MEKH Ta
MepekeBUX KOHPITypalliii 3 €AMHOi BeO KOHCO1
0e3 He0OX1JHOCTI BCTAHOBJIEHHS JOJaTKOBUX
nporpam Ha [1K.

[Ipuctpiit noBHHEH MaTH HACTYIHI iHTEepdeicu:

lonaiimeHme 4 MiTHUX OPTH CTaAHJAPTY
10/100/1000 Rj45
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

[[lonaitmeHiie 4 ONTUYHUX TOPTH cTaHAapTy 1G
SFP

[[{onaiimeniie 4 ontuyHUX nopTu ctanaapry 10G
SFP+

[Topt ynpasmninas (Management port) TOBUHEH
OyTH MPOrpaMHO 130JIbOBAHUH Ta allapaTHO
3HAXOJIUTHUCS OKPEMO BiJ MEPEKEBHUX MOPTIB AJIs
00poOKH Tpadiky.

Bumoru o miarpuMyBaHux
MPOTOKOJIIB 1 PeXKHIMIB
(byHKIIIOHYBaHHS

[Migrpumka cratnanoi MapmpyTu3amnii [Pv4/IPv6
Ta MPOTOKOJIB AMHAMIYHOI MapIIpyTHU3AIlil
BGPv4, OSPFv2/v3, RIP v2. SIkimo nei
dbynkionan norpelye mineH3ii, BOHa MOBUHHA
OyTH BKITIOYCHA B MPOIIO3HIIIFO.

[TigTpumka poboTH MepexxeBUX iHTEep]EnciB y
npo3opomy pexxuMi 6e3 3mian MAC 1 IP-Anpec
(Virtual Wire), y pexumi komyTarttii Tpadika
(Layer 2), y pexxuMi MapiipyTu3zanii Tpagika
(Layer 3).

[TinTpumMKa 0HOYACHOT POOOTH PI3HUX MEPEIKEBUX
iHTEepdeiiciB y Oynb-sIKuX NepepaxoBaHuX
pexuMax y Oynb-aKiid koMOiHaIii 6e3 0OMeKeHb B
paMKax OJTHOTO BipTyaJIbHOT'O MEPEKEBOT0 EKpaHy.
[TigTpuMKka 3MiHH pexuMy (YHKIIOHYBaHHS
noprtiB (Layer 2, Layer 3, npo3opwuii pesxum ta
PEXHM MPOCTYXOBYBaHHS) 0€3 HEOOX1THOCTI
nepe3aBaHTaXyBaTH MPUCTPIH.

[TpucTpiit TOBUHEH BMITH MPAIIOBATH B PEKUMI
KOMYTaTopa (ToOTO MaTH MOXKJIMBICTb BUIUTUTH
OubIIIe 2X MOPTIB JUIsl pOOOTH B PEXKUMI
KOMYTaTopa)

[Ipuctpiii noBuHeH BMiTH 37iiicHioBaTn VLAN
TpaHcIsio Ha L2 piBHI MK MigMepeKaMu.
[Tintpumka NAT y mpo3opomMy pekumMi.
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

[Tpuctpiit noBuHeH niaTpuMyBat He MeHIe 4000
vlan.

[MigTpumka gyskuionana tpancsuii anpec NAT,
cepsepa DHCP 1 DHCP relay.

[TinTpumka TeryBanHs ¢perimib mo 802.1.
[TinTpumka arperyBanss iHTepdeiicis mo 802.3ad
(miarpumka LACP).

[MigTpumka mepenavi 6impmmx makeris (Jumbo
frames).

[MigTpumka SNMPv3.

[Mintpumka Netflow. Netflow npodins moBuHeH
BU3HAYATHCS Ha OCHOBI (PI3MYHUX TIOPTIB.
[TinTpumka npotokonmy LLDP (Link Layer
Discovery Protocol).

[Migrpumka nosituk Policy Based Forwarding st
[Pv4 Ta IPv6 mpoTokomiB.

[Mintpumka BFD (Bidirectional Forward detection).

Ile 703BOMUTH MIBUIIIIC AANTYBATUCS 0 OYIb-
SKUX 3MiH Ha PiBHI MapHIpyTH3AIlii.
[TinTpumka 30H Oe3neku — He MeHIT 40 1mT.

Bumoru no gyskiionany

[Ipuctpiii Mmae KOHTpOIIOBATH cTaH ceciit (Stateful
inspection) 3 GinbTpaIi€ro MaKeTiB Ta
iIeHTH(IKAII€I0 3aCTOCYHKIB.

[puctpiii noBuHeH OyTH 30HHUM MEPEKEBUM
ekpaHoM (Zone-based). Ogun abo OinbIe
iHTepdeiiciB abo cy6 iHTepdenciB MOKYTh
Hajexatun ofaHii 30H1. [Tomtuku goctymy (firewall
rules) Ta momitTuku NAT nmoBuHHI OyTH 3aCHOBaHi
Ha 30HaX.

[Tomitukn NAT moBUHHI MaTH CBiit HaO1p MpaBuUII,
He3aJekHO Big nmomtuk pocryny (firewall rules).
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Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

PosmiznaBanHs 1 6JI0KyBaHHSI MEPEKEBHX JI0/IaTKIB
Ha Layer-7 mozaeni OSI no Tpagiky, 110 IpoxXoIuTh
yepes MEPEKEBUM €KpaH;

VYrpaiiHHA J0JaTKaMy IOBUHHO MOKa3yBaTH
3aJIeKHOCTI I01aTKY, II00 MaTH MOXKJIUBICTb
OymyBatu 0111 CIUCKH 0€3 TTOMUJIOK.
PosmiznaBanHs Tpadiky 10 1HCIIEKTY€EThCS HA
Layer-7 moaeni OSI o curnarypax, HaCTyITHOTO
porpaMHoOro 3abe3neueHHs (104aTKiB),
IPOTOKOJIIB 200 CEpBICiB;

PimmeHHst TOBHHHO MIATPUMYBATH PEKUAM
"besneunuii momyk" mist YouTube ta CIPA-
cymicHoro nomyky Google (PinreHHs He TOBHHHO
MPALIOBaTH B PEXKHUMI MPOKCI).

Hananns BOygoBaHUX Yy MEpeKeBOMY eKpaHi
3ac00iB CTBOPEHHS BIACHUX CUTHATYP JOJATKIB 110
PETYJISIPHUM BUPAKEHHSIM 3 BUKOPUCTAHHSIM
nexoxepis HTTP(S), FTP, SMB, SMTP, RPC i in.,
a Takox o Maciti ans Bmicty TCP/ UDP-ITakeris;
[IpaBuia KOHTPOIIO TOCTYITy MTOBUHHI
MiITPUMYBATH MOKJIUBICTh BpaxOBYBaTH 4ac,
JIeHb, 1aTa Ta Mepioj HalaHHS TaKOTO JIOCTYITY.
Poszni3zHaBaHHS KOPUCTYBayiB, 10
BUKOPHCTOBYIOTh MEPEXKEB1 AOJATKH, 32 PaXyHOK
1HTerpaLii 3 KOpIOPaTUBHUMU CEpPBiCaMH
ayTeHTH}IKaIllT KOPUCTYBAYiB, TAKUMH SIK
Microsoft Active Directory, Microsoft Exchange,
LDAP, Novell eDirectory;

MO>KITMBICTh CTBOPEHHSI TIPABHJI HA OCHOBI TPyl
KOPUCTYBaYiB Ta OKpEMHX KOpUCTyBauiB. Cucrema
NMoBWHHA 30epiraTu iH(OpMaIlito MPo KOPUCTYyBaUiB
y BIAMOBITHUX JIOTaX.
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Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

IaTerpanis 3 Microsoft Active Directory, moBuHHa
3nilicHIoBaTHCs 0e3 3MiH B Active Directory Ta He
MOBWHHA BUKOPHUCTOBYBATH OOJIIKOBUH 3aITHC
aaMiHicTpaTopy Active Directory nomeny.
MOoIHBICTh CTBOPEHHS KOPUCTYBay-aii-I1i
meriHry (user-IP mapping) 3aBasiku mapcuHry
syslog moBiTOMJICHb BiATIPaBICHUX CHCTEMOIO 110
aBTeHTHU(]IKyBajla KOPUCTYBAYiB.

MoOXIIUBICTh CTBOPIOBATH T4 BUKOPUCTOBYBATHU Y

npaBUiIax TWHAMIYHI TPYITH KOPUCTYBaUiB.

CTBOpEHHS MPaBWII y €IUHIN TOTITHII OE3IeKH,

BUKOPHCTOBYIOUH B SIKOCTI KJIacu(iKaTOPiB JaHi

npo [P-anpeca BianpaBHUKa, O1epKyBaya,

BukopuctoByBaHux cepsiciB (TCP/UDP-Ilopris),

iMEHa KOpPHUCTYBaviB, TPyN KOPUCTYBAYiB 1

BUKOPUCTOBYBaHHUX KOPHCTyBaueM abo Ipyroro

KOPHCTYBAYiB JIOJATKIB 200 TIEBHUX KaTeropii

TOATKIB.

VY CTBOpPIOBaHMX MOJIITUKAX MOBUHHA OyTH

MOYJIMBICTh pealtizaiii HaCTyIHUX Jii:

- Jlo3Bomy abo 3a60poHU;

- Jlo3BOJIly KOHKPETHOMY JI0JIaTKY a00 KaTeropii
J0JIaTKiB BUKOPUCTOBYBATH TUIbKHU CTaHIAPTHI
a6o crporo nesni TCP/ UDP-IToptu. [Tpu
1bOMY 11l TOPTH HE MMOBUHHI OyTH BUKOPUCTaH1
IHIITUMH JomaTKaMu Oe3 MOJIITHKH, IO
JI03BOJISIE TaKi B3a€EMOIii B SBHOMY BU/II,

- Jlo3Bouty a0 3a00pOHH, 3aCHOBAHOTO Ha
pO3KJIai, KOprcTyBadi abo rpyri
KOPHCTYBaYiB;

- 3acrocyBaTtu MapkyBaHHs DSCP 1 oOMexeHHs
110 Tpadiky, BAKOPHCTOBYIOUH MOMITHKH QOS
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Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

Ha OCHOBI A0aaTkiB, [P-agpec, DSCP,
KOPHUCTYBaYiB 1 TPyIl KOPUCTYBaYiB;

- Peamizamis QOS s Tpadika real-time,
11eHTU(IKOBAHOTO Ha PiBHI JOJIATKIB;

- MoxnusicTs nepemapkyBaHHs QO0S Ha OCHOBI

aZipecH JDKepeia/mpu3sHaYeHHs, mopTy, L7
3aCTOCYHKY

- MoxJIHBICTh 3aCTOCOBYBATH NIEpEHAIIPABICHHS

Tpadika Ha ocHoBI noJiTuk (Policy Based
Forwarding) na ocnosi IP agpecu (source

Ta/abo destination), KopucTyBaua, 3aCTOCYHKY

abo URL;

- MoxnuBicTs MapHIpyTH3alii Tpadiky pi3HUX
3aCTOCYHKIB TI0 PI3HUX MapuIpyTaM nepeaadi
TaHUX

- MoxmBiCTh MapuIpyTu3aiii Tpadiky pisHHX

URL-3anuTiB 1o pi3HUX MaplipyTam rnepenadi

JAHUX

- MoxuBicTh 3a00pOHH OKPEMOTO
GbyHKITIOHATY Y IOAaTKaX;

- MoXHBiCTh BAKOPUCTOBYBATH Oy Ib-5KY
KOMOIHAIIIIO 3 BUIIIEHABENEHUX 1M,

- MoxunuBicts modyaosu whitelist/blacklist
TIOJTITUKH JUTSI OKPEMO B3SITHX KOPHCTYBAYiB.

[TpaBwmia 6e3rexkn MOKYTh 3aCTOCOBYBATHCS

BIJIOBITHO /10 TeorpadigyHUX PETiOHIB; 10 MpaBHUiia

MO>KHA JTOJaTH KiJbKa reorpadiqHuX perioHiB.

MaTu MOXKJIUBICTh CTBOPEHHS 3BiTiB. MepekeBuit

€KpaH NOBUHEH MaTH (YHKILIi IO aBTOMaTHYHIH
reHeparrii 3BiTiB 1 3BITIB 3a PO3KJIAIOM IO Pi3HUX
TEMaTUYHUM (QYHKIISIM IO PYYHOMY
HaJIAIITYBaHHIO CTBOPIOBAaHMX 3BiTiB. [loBHHHA
OyTH MOKJIMBICTb IIEPETIsAy 3BITIB SIK
OesnocepeHpO Yepe3 rpadiuamii BeO-iHTepdeiic
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Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

kepyBanus (GUI) MmepexeBHM eKpaHOM, Tak i
MO>KJIUBICTh €KCIIOPTYBaHHS 3BITIB y popMaTu
PDF i CSV;

Matu MOXJIHBICTB IHTETrpaLii 3 MiICUCTEMOIO
LEHTPaII30BaHOTO KepyBaHHS, JIOTyBaHHS,
3BITHOCTI, BiJTHOBJICHHS IIPOTPAMHOTO
3a0e3MeYeHHS MEPEIKEBUX EKPaHIB TOTO XK
BUPOOHUKA;

Matu MoxnuBicTh OyQepu3ariii JIOTiB JIOKAIbHO Ha
BUJIJIEHUH JUCKOBHUM MPOCTIP BIPTyaabHOT MaIIH
y BUIAJKY KOPOTKOYACHOT HEITPUCTYIHOCTI
MiJICHCTEMH [IEHTPATI30BaHOTO JIOTYBaHHS,

MaTu MOXKJIMBICTh 1HTETpaIlii 31 CTOpPOHHIMHA
SIEM-Cucremamu o npotokoiy Syslog i3
3a0e3MmeueHHsIM THYYKOTr0 HalalmTyBaHHs Gopmary
JIOT1B;

Martu ponboBe KepyBaHHS JOCTYIIOM JIOKaTbHUX
aZMIHICTpPATOPIB;

Matu HasiBHICTh €JUHOTO iHTepdeiicy KepyBaHHS
JUTSL KepYBaHHSI MOJIITUKAMU Oe31eKH, MPOdisaMu
Ta HaJIAIITYBaHHSMU MIPUCTPOIB Ta MEPEK, O3
CHeliaJbHUX MPUCTPOIB KEPYBaHHS

KepyBanns noniTukamu 06€3neKku Ta MEPEKEBUMHU
HaJAIITYBaHHSIMH [MOBUHHE 311 CHIOBATHUCS 110
npotokonax HTTPS i SSH 6e3 HeoOximHOCTI
YCTaHOBKH KOT0-HEOY b AoaaTtkoBoro [10
KepyBaHHs Ha poO0dy CTaHIIIO aJMiHicTpaTopa Ta
0e3 BUKOPHUCTaHHS XMapHUX CEPBEPIB YIIPABIIIHHS;
IaTepdeiic kepyBaHHS MEPEKEBUMH €KpaHaAMU
(Be6 1 CLI) moBuHeH OyTu yHidikoBaHUI 3
HiICHCTEMOIO IIEHTPAI30BaHOT0 KEPyBaHHA,
JIOTYBaHHS, 3BITHOCTI, BITHOBJICHHS IIPOTPAMHOTO
3a0e3MeUYCHHS,
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[TinTpumka mitok Cisco TrustSec SGT Tag;
[TinTpumka QyHKITIOHATY JUHAMIYHUX TPYIT aJIpeC
(Dynamic Address Group) Ta TuHaAMiYHUX TPYII
kopuctyBadiB (Dynamic User Group) 6e3
HEOOX1HOCTI BCTAHOBJIIOBATH MOJIITHKHU O€3MEKH.
[IpucTpiii NOBUHEH BUKOPHCTOBYBATH anapaTtHi
Yinu 11 NpucKkopeHHst 0opooku IPS

[IpucTpoi MOBMHHI MaTH MO>KJIMBICTh BUKOHYBAaTH
po3umdpysanas SSL/TLS ta SSH. ITiarpumka
posmmndpysanns npotokonis TLS 1.0, TLS 1.1,
TLS 1.2TtaTLS 1.3

[pucTpiii moBHHEH 3/1CHIOBATH PO3IIN(PYBaHHSI
HTTPS y BxigHomy (inbound) Ta BuxiziHoMy
(outbound) HampsiMkax.

[IpucTpiii TOBUHEH MiATPUMYBATH IHTETPAIio 3
HSM (hardware security module) ans ynpaBiaiHHS
M (HPOBUMH KITFOYAMHU.

[TinTpumka incniekii TyHeniB VXLAN

[IpaBuna iHcriekTyBaHHS (IemudpyBaHHs)
tpadixy HTTPS noBuHHI cTBOpIOBATUCS HAa OCHOBI
IMEHI KoprcTyBaya / TPyl KOPHCTYBadviB,
mxepena [P (source IP) / mepexi / 30HH, TIITHOBOTO
IP (destination IP) / [{imsoBoi mepexi / LlinboBoi
30HM Ta kateropii URL.

[IpucTpiii NOBUHEH HAaJJABaTH MOXJIUBICTh
CTBOPIOBAaTH MIPAaBUJIA BUKIIIOYEHHS
nemupyBaHHs y BUNAJKaX, KOJIU BMICT Tpadiky
HTTPS ne cning 6auntu (6aHKIBCHKI ornepartii
TOIIIO).

[ToBuHHA OyTH MOKJIMBICTh MIEPEBIPATH
ceptudikat HTTPS ceciit Ta 3anobiratu cecii i3
3aKIHYEHUMH, HEHAAIHHUMHU a00 BiAKINKAHUMUI
cepTudikaTamu.
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[Tpuctpiit noBuHeH BMiTH nemmudpysata SSL BeO
Tpadik 1 BiAOPaBIATH KOMIiIO emn(POBaHOTO
TpadiKy Ha 30BHIIIHI IPUCTPOT aHATITHKH,
BUKOPUCTOBYIOUH (DYHKIIIOHAT I3€PKATIOBAHHS
Tpadika. BigmosigHa iineH3is moBUHHA OyTH
JI0JIaHa B TPOTIO3HIIIIO.

Bumoru no MmoxxiuBocTeit
3ano0iraHHs BTOPTHEHD,
pO3IMi3HaBaHHA i OJIOKYBaHHS
HIKiJTUBOTO 260 3a00pOHEHOTO
Tpadika

[IpucTpoi mOBMHHI MaTH apXiTEKTYpHY MEPEBIPKY,
dinbTparito nakeris [P Ta pyHKIIT po3ni3HaBaHHS
JOJIaTKIB Ta MaTH TaKl ciIy>k0u Oe3neKu:
Bbpanamayep nHactynHoro nokomiiHHs (NGFW)
IPSEC VPN, SSL VPN

KonTtpons nonatkis (Application Control)
Antusipyc (Antivirus/Antimalware)

3anobiranus BTopraeHHsM (IPS)
AHTHIITIMTYHCBKE (antispyware/antibot)
brokyBaHnHs arak 3 BukopucrtanHsiM DNS
npotokoiy (DNS Security)

@inprparnis URL mocunans (URL filtering)
Amnaiituka MepexxeBoro Tpadixy (NTA)
InTerparis 3 katagoramu Juist iIeHTH(IKALIT
kopuctyBadiB (Identity Awareness)

besneunwii Bignanenuit noctyn (Remote Access
VPN) 3 nepeBipKoro BiI1aJIeHOTO XOCTa Ha
BiZIMOBIIHICTH BUMOTaMm (compliance check)
MoIMBICTh 1HCTIEKLIIT IEpeaHoro Yepes
MepeKeBUN eKpaH yMicTy Tpadika B pealbHOMY
pEeXHMI Yacy B MOTOIII IO CUTHATYPAX 1 MOBEIHIII,
3axMCT BiJ] Bpa3IMBOCTEH, MEPEKEBUX aTak 1
IIKiIJTHBOTO TIPOTPAMHOTO 3a0e3MeueHHs,
po3mi3HaBaHHs TUMIB (ailliB MO IXHIM
CHUTHATypaM, BU3HAUEHHS BIPYyCiB, NEPEIaHUX I10
BeO, uepes enektponny nomrty, FTP, SMB,
IINMUTYHCHKOTO MPOTPAMHOTO 3a0e3MeUeHHs,
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MEpEeKEBUX «WOrms», OJOKyBaHHS Iepeaayi
MIEBHOT'O BMICTY 3 BUKOPUCTAHHSAM PETYIISIPHUX
BUpa3iB, y TOMY YHCIIi I JOJATKIB, 10
BUKOPUCTOBYIOTH muppyBanus SSL 1 SSHv2;
e [IpucTpiii MOBUHEH MaTH HACTYITHI (PYHKITIT
CHCTEeMU NPOTHJii BTOPrueHs (IPS):

- MoxJHBICTh CTBOpEHHS pi3HMX momiTuk IPS ms
Pi3HUX KOPUCTYBadiB a00 IpyI KOPUCTYBAUiB.

- 3anponioHoBaHe PyHKITIOHATBHICTH IPS moBuHHA
BKJIFOUATH TEXHOJIOTIIO IETCKTYBaHH aHOMAJTIi B
BUKOPUCTOBYBaHMX aHOMaisx (Protocol Anomaly
Detection) siki J03BOJIAIOTH OJIOKYBAaTH aTaku, HE
CTIIMPAIOYHCh Ha HASIBHI CUTHATYPH.

e OyukuioHanbHicTh IPS nmoBuHHA OyTH B 3M031
HPOTUCTOSITH HACTYITHUM aTaKaM:

Brute Force
Code/Command execution
Sql-injection

Exploit-kit

Denial of Service
Info-leak

Overflow

Scan

e [IpucTpiii moBUHEH MaTH (PYHKITIOHAIBHICTH Anti-
Spyware/Anti-bot 15t BUsBneHHs Ta OJ0KyBaHHS

3 HACTYITHUMHU MOKIINBOCTSAMM:

Le#t ¢pyHKITIOHAT TOBHHEH MPAIFOBATH
HE3JIC)KHO BiJl TOPTY 1 MPOTOKOJTY 1 TOBUHEH
nepesipsaTH Bech [P Tpadik B [HTEpHET.
BusBnsatu 3anuti Ha BU3HaYeHHs (resolution
requests) IP agpec koMaHIHUX LIEHTPIB
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6otHeriB (Botnet command and control
centers) 1 6mokyBatu ix yepe3 JJHC 3anuTn.

- ®ynkuionan DNS Sinkhole y Bunanky 3anurty
LIKIUIMBOTO IOMEHHOIO IMEHI ITOBUHEH
BunaBatu [P address npuznadeny
aamiHictpaTopoM. Takum, YyuHOM 1H(IKOBaH1
CHCTEMHU MOXKYTb OYTH JIETKO 11€HTU(IKOBaHI.

- @OyskioHan 0JOKyBaHHS BIIOMHX OOTHETIB 3a
JonoMororo curaryp. Cucrema noBUHHA
HaJlaBaTH MOXJIMBICTh aJMIHICTPATOPY
HAJIANITOBYBATH OOTHET CUTHATYPH.

- Hacrynsi aii ans aiid curHaTyp NOBUHHI Oy TH
noctynHi: Allow, Alert, Deny, reset-both,
reset-client, reset-server, Block-ip.

- Pi3Hi nonituku Anti-spyware nmoBUHHI
CTBOPIOBATHCS ISl PI3HUX KOPHUCTYBAYiB 1
Ipyn KOPUCTYBayiB.

[Ipuctpiii noBuHeH Matu Anti-Virus dpyHknionan

JUTSL BUSIBJIICHHS 1 IOTIEPEXKEHHS 3 HACTYITHUMU

MO>KITUBOCTSIMH:

- bnoxyBanns Bizomoro mikiamusoro 10 Ha
OCHOBI CUTHATYP.

- ApxitekTypa Anti-virus mOBHHHA MaTH
MOJKJIMBICTB iHTErpyBatucs 3 Active Directory
TaKUM YMHOM 110 O TpaBuia Anti-virus MOTJIN
OyTH BU3HA4Y€HI HAa OCHOBI KOPUCTYBaya Yu
rpymnu KopucTyBadiB B Active Directory.

- MoXnuBicTh BUKIIOUUTH aHTHBIPYCHI
CUTHATYpPH 13 0a3¥ TaHUX CUTHATYP
(MOXJIHMBICTH 32/1aBaTH BUKITFOUCHHS).

- Pi3Hi nmonituku Anti-virus NOBUHHI
CTBOPIOBATHUCS JJISl PI3HUX KOPUCTYBAYIB 1
IpYII KOPUCTYBAYiB.
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Anti-virus mOBUHEH OJIOKYBATH LIKiIJTHBI
(haiinu, nepenani yepes nmporokoau FTP,
HTTP, SMB, POP3.

3aHpOHOHOBaHa CHUCTCMA ITIOBHMHHA MAaTHu
dyvHKIiOHAJ 3aXHCTY BiJl aTaK HYJIbLOBOI'0 JHS

3a JOMOMOTOI0 CKaHyBaHHA (hailliB 110
nepeaarThes y Tpadiky:

[TpucTpiii NOBUHEH BUKOPHCTOBYBATH
JIOJTIaTKOBY JIOKaJIbHY a00 XMapHY ICOYHHITIO
(sandbox) mus anamnizy Qaiiis.

[IpucTpiit noBuHEH OYTH 3IaTHUM BiAMPABIATH
nigo3pini ¢aim (HacTynHi popmatu QaiiniB
noBuHHI marpumyBatucs: 7-ZIP, RAR, ZIP,
Adobe Flash, APK, JAR, PDF, MS-Office
DOC, DOCX, RTF, XLS, XLSX, PPT,

PPTX, .exe, .dll, a Takox ainku B momiti, ELF
dbopmart daiinie OC Linux, popmaru ¢aiinis
Mach-O, DMG, ta PKG onepariiitHoi cuctemu
Mac OS X)) B miCOYHHIIIO JIOKAJIbHY a00
XMapHY HiCOYHHULIO.

[IpucTpiit NOBUHEH MaTH MOXKJIUBICTh
OTpPUMYBATH BiJIOBITHI OHOBJICHHS B PEXHMI
peaTbHOTO Yacy ISl 3a0e3MeUeHHs 3aXUCTY BiJl
HIKiATUBUX (ailiB i3 JoKaIbHOT a00 XMapHOT
MCOYHUIIL.

[TpucTpiii NOBUHEH MAaTH MOXIIUBICTD
1meHTU(IKyBaTH Ta OJOKYBAaTH B PEXKHUMI
pPEaNbHOTO Yacy HEeBiAOMI IIKiJIUBI
MOPTaTUBHI BUKOHYBaHI (haiiil Ta CKPUITH
PowerShell 3a nonomororo anroputmis
MAaIIMHHOTO HaBYaHHS, OLIIHIOIOYH ASTalIl
¢ailry, BKIIOYaIOUH MO Ta MAOI0HU
nekonaepa. Lleit piBeHb 3aXUCTy MOBUHEH
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3abe3neuyBaTy pO3LIMPEHE OXOIJICHHS (ailiB,
CUTHATYPH JJIS SIKHX I HE ICHYIOTb.
3anporoHoBaHe pillIeHHs TOBHHHO
11eHTU(IKyBaTH KOPUCTYBAYiB, SKi
3aBaHTaXyBaJIM IIKIUIMBI (haitim.

[pucrpiii noBunex matu gpynkuionaa URL-
¢inbTpauii 3 HACTYTHUMH MOKJIMBOCTSIMH:

@ymnxkuis ¢inprpanii URL-agpec noBuHHA
mpairoBaTH B iHTerpaiiii 3 Active Directory,
3aBIsKK YoMy npaBuia ¢insrpanii URL-anpec
MOXYTh OyTH BU3HAYCHI HA OCHOBI
KOPHCTYBaYiB Ta IPyIl KOPUCTYBaYiB,
Bu3HadyeHUX B Active Directory.

HasBHICTb Ta MOKIIUBICTD 3MIHIOBATH TOPTAI
0JIOKYBaHHS Ta MOTEPEIHKCHHS BIJBITyBaHHS
HenpuiHaTHux URL-anpec.

Oynkuis GinsTpamii URL-aapec moBunHa
matu ¢pyskmito XFF (X-forwarded-for).
MOoIUBICTh HAMCAHHSA MOJIITUK OOMEKEHHS
MPOMYCKHOI 31aTHOCTI U1t Kareropii URL-
azapec.

®ymnkuionan URL-dinbrpanii noBuHeH MaTi
MO>KJTUBICTh 3aCTOCOBYBATH MAalllMHHE
HaBYaHHS HA BEO-CTOpIHKAX, 00 3amo0irTH
MOTPAIUISTHHIO IIKITUBUX BapiaHTIB
eKCIUIONTIB JavaScript Ta QIIIMHTY Y MEPEKY.
Ieit pyHKITIOHATAa MAIIMHHOTO HAaBYAaHHSI
MMOBUHEH TUHAMIYHO aHAIIi3yBaTH Ta BUSIBISITH
IIK1IJTMBUIA BMICT, OILIIHIOIOYUH Pi3HI JIeTaji BeO-
CTOPIHOK, BHKOPUCTOBYIOUH PSJT MOJIEIIEH
MalIMHHOTO HaBYaHHS B PEKHUMI PEaIbHOTO
qacy.

®ynkuionan URL-dinbrpanii moBuHeH
BUKOPHCTOBYBAaTH XMapHY TEXHOJIOTIIO
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nepeBipku BeO-Tpadiky Ha OCHOBI MaInHHOTO
Hapuannst (ML) y pexuMi peanbHOTo 4acy Ta
MaTH MOJIMBICTh BHSIBIICHHS Ta 3aM100iraHHs
HEB1JIOMHUM PO3IIUPEHUM 0e3(haiiioBUM BeO-
aTakam, BKJITIOYAIOUH [ITOBHMA (PillIuHT,
3JI0BMHUCHE NpOorpamMHe 3a0e3rneueHHsl, 110
JOCTaBISIETHCS uepe3 [HTepHeT a TaKkox
€KCIUIONTH, COIIAJIbHY 1HXKEHepii Ta 1HII BUIU
BeO-aTak.
[Ipuctpiii noBuHeH MaTi PYHKIIOHAT 3aXUCTY
BiJl QilIMHIOBHMX aTAK 3a JOMOMOTOI0 (PYHKITIT
KOHTPOJIIO 1IEHTUYHOCTI KOPHCTyBaya.
3anpornoHoBaHe pillIeHHS TOBUHHO MaTH
MO>KJTUBICTh 3aM00IrTH HAICUIIAHHIO/BUKPAICHHIO
iH(opmarii mpo KkopuctyBaua (JIOT1HY) Ta APOITIO
Ha piBHi HTTP / HTTPS POST. Bin noBuHeH matu
MO>KJIUBICTh KOHTPOJIIOBATH OOJIIKOBI JIaH1
KOpHUCTYBadiB B iHTerpaii 3 Active Directory.
Biamosigna mitieH3is mOBUHHA OYTH BKJIIOYEHE B
3arpOINOHOBAHE PIILICHHS.
[puctpiii noBuHeH Matu PyHKHioHaT QiabTpanii
nanux (Data filtering) 1 mpamroBaTu
BUKOPUCTOBYIOUHM IpaBuiIa. [nenrudikamis Tumy
¢aiiny MoBUHHA 3A1MCHIOBATHCS 32 JOTIOMOT'OI0
KJIIFOUOBUX CJIIB PETyJsipHUX BUpasiB. JlineHsii,
HEOOXITHI TSI IIbOTO, OYAYTh BKJIIOUYECHI B
HPOTMO3HUILIO.
[Tpuctpiii noBUHEH MaTH (YHKLIOHAT
BiUtajieHOro 0e3neyHoro miikiawdeHHs (Remote
Access VPN) 3 HaCTyITHUMHU MOKIMBOCTSIMHU:
- VPN K1i€HT MOBHHEH MiATPUMATH HACTYITHI
OC: Windows, MacOS, Android, Apple i0S
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- IlpucTpiif MOBUHEH MiATPUMYBATH TAKOXK
OC3KIIIEHTHUI TOCTYTI 10 PeCypCiB KOMITaHii
(SSL VPN).

- VPN KI1i€HT MOBHHEH BMITH TPAIIOBATH,
BUKOpHUCTOBYIOUM npotokoin [PSec, Ta matu
MOXUTHBICTB TiepekitoueHHs Ha SSL/TLS

- VPN KIJIi€HT MOBUHEH MIATPUMYBATH
ayTeHTH}IKAIli0 3a T0MTOMOT0I0 cepTudikaTa,
BKJTIOYAIOYH TIONEPEIHIO ayTeHTU(IKaIiIo (pre-
logon) 3a 1OITOMOTOO0 MAIIMHHOTO
cepTudikaty

- IlpucTpiii MOBHHEH MIATPUMYBATH JIOT1H
KOpHCTYyBaya 3aBKJIH1 yBIMKHEHH (always on),
Ha BuMory (on demand), monepeaHiit BXif (pre-
logon).

- VPN KITi€HT MOBUHEH MIATPUMYBATH
(GyHKITIOHANBHICT TPOdLTIB BiAAaICHOT
MEePEeBIPKU XOCTA HA BINOBIIHICT 3aJaHUM
BHMOTaM.

- Ipodini BixnaneHoi nepeBipku XocTa MOBUHHI
BKJItOYaTu: nepesipku Bepcii OC, KOHTPOIIb
BCTAHOBJICHUX MaTyiB

- Ilpodini mepeBipku BigAaIeHOTO X0CTa
MOBHHHI BKJIFOYATH: TIEPEBIPKY HA HAsIBHICTD
3a3HaYEHOI'0 AaHTUBIPYCY, HASIBHOCTI
mmdpyBaHHs, HAIBHOCTI pe3epBHOi Komii, DLP
areHry, Ta/abo KOpmopaTuBHOTO cepTUdikaTy

- Ipodini mepeBipku BiAIaIEHOTO XOCTA
MOBUHHI BKJIIOYATH B cebe KacTOMI30BaHi
TIEPEBIPKH: HASIBHICTD MPOIIECIB 1 3HAUYCHD
peectpy/plist

MixmepexxeBuil eKpaH MOBUHEH BMITH OyayBaTu

MIOJIITUKH OEe3II€EKH Ha OCHOBI BIIIIOBIIHOCTI

npodisisiM epeBipKH BiIJAICHOTO XOCTA.
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JlogaTkoBi 000B’SI3KOBI BUMOT'H
10 NGFW

binbie ogHOTO amMiHICTpaTOpa MOXKE OJTHOYACHO
3MiHIOBAaTH KOH(]Irypariiro npucTporo.

XKypHanu MOXXyTb HaJCUIIATUCS 10 30BHILITHIX
CHUCTEM yNIpaBIiHHS XypHaiIoM uepe3 SNMP,
syslog.

XKypHanu noBuHHI 30epiraTucs JOKalIbHO. Takox
NOBHMHHA 1CHYBATH OIS HAJICWIIATH KYpPHAIH JI0
[EHTPAJILHOI CUCTEMH YIPABIIiHHS, SKIIO TaKa
Oyze BCTaHOBJICHA.

Jlycku OBHHHI 3aMiHIOBATHUCS Ha “Tapsuy’ .
[IpucTpiii NOBUHEH MAaTH MOXJIUBICTh HAJCHUIATH
KYPHAJIH 32 JOTIOMOT0I0 snmp, syslog 3
MOYKJIMBICTIO BUKOPUCTAHHS CIIELIaIbHO
BU3HAYCHUX (iIBTPIB.

NGFW noBunaHO OyTH OOYZ0BaHO HA MO
0e3MeKH i3 3aCTOCYBaHHIM OLIOTO CITUCKY, a HE
YOPHOT'0 CIIUCKY Ta MAaTU MPOCTY MOJIENb
ynpaBiiHHS nojiTukamu. KepyBanus 3a
JIOTIOMOT'OF0 TIPOCTUX TpadiuHUX IHCTPYMEHTIB Ta
penakTopa MoMiTUK, 0 00'€Hy€E HaTAIITyBaHHS
porpamM, KOpUCTyBadiB Ta KOHTEHTY pa3oM;

Bci cepsich, mo BukopuctoByroThcss NGFW
MarOTh MOKJIMBICTh OTPUMYBATH OHOBJICHHS
MIPOTrPamMHOTO 3a0€3MEeUCHHsI, penyTalliiHux 6a3 Ta
curnaryp 6e3neku (a came - Application Control,
IPS/IDS, Antivirus/Antimalware,
Antispyware/Antibot, SSL Decryption, URL
filtering, Data Filtering, Sandbox, IPSec Ta SSL
VPN) npoTsiroM He MEHII HiK 36 MICSAIIIB 3 THS
axktuBaii NGFW.

Bumoru 10 cepBicHOT MiATPUMKHI
NGFW

Tepwmin He mentIe 36 MICAIIIB,;
[ToBuHHA BKITIOYATH 3aMiHy KOMITOHEHT, 1[0
BUHIIUIN 3 Ja/ly, TOCTYH J10 OHOBJIEHb [13,
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BiJIaJIeHy JIIarHOCTUKY Ta MIATPUMKY 3 OOKY
[EHTPY TeXHIYHOI MATPUMKH BUPOOHHKA, a TAKOXK
PEMOHT Ha TEXHIYHOMY MalIaHIHKY
MICII€3HAXOIKEHHS 00JIaTHAHHS B pasi
HEOOX1THOCTI.

2.6. Ilporpamumnii kommiexke eXtended Detection and Response

XapaKTepuCTHKHU Bumoru BianoBiaHicTh T2 ONMC 3aNPONOHOBAHMX TOBAPiB!
Bumoru 1o anTHBipyCy e PimeHHs, sKe IPONOHYETHCS, TOBUHHO
HACTYITHOTO TTOKOJIHHS: nepeadayaT JTOKaJIbHUM aHai3 Ha OCHOBI

MalTMHHOTO HAaBYaHHS Ta 3a1o0iraT 3arpo3am.

e PimreHHs, sSKe IPOMIOHYETHCS, Ma€ 3a0e3MeIyBaTh
3armo0iraHHs 3arpo3aMm 3a JOTOMOTOI0
MOBE/IIHKOBOTO IMHAMIYHOTO aHAJII3y 3aITyIeHUX
MpoLIECiB

e PimeHHs, sike MPOMOHYETHCS, TOBUHHO
3a0e3mevuyBaTH 3aro0iraHHs eKCIJIONTIB 3a
JIOTIOMOTOI0 aHalli3y TEXHIK eKCIUTyaTallii, a He
BUKOPHUCTAaHHA CUTHATYp /Ui HacTynHux OC:
Windows, MacOS and LinuxOS.

e PimeHHs, sSike MPOMOHYETHCS, Ma€ 3a0e3MevyBaTu
3armo0iraHHs BiJIOMUM 3arpo3aM Ha OCHOBI
iHpopMarii po 3arpo3u, HAMPHUKIA[, XeI-CyM
daiimnis.

e PimeHHs, SIKe MPONMOHYETHCS, Ma€ 3a0e31eTyBaTH
AaBTOMATH30BaHy IHTETPAIIiIO 13 XMapHOIO
CITY>k0010 3armo0iraHHs MIKITMBAM ITporpaMam
(TmicoyHMIIeT0), 13 3BITAMU PO aHATI3 Ta
MIITPUMKOIO po3Mipy daiiny He mermie 100 Mb.

! Tlo-mo3unifino BKa3aTW BiAMOBIAHICTH (Tak/Hi) Ta HABECTH AeTANbHUA omuc mapamerpy. OGOB’S3KOBO HAMAIOTLCA KOMii TEXHIYHMX JOKYMEHTIB BUPOOHMKA, SIKi
MIiATBEPKYIOTH 3asBIICHY XapaKTePUCTHKY



42

XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

PimenHs, sike mpOMOHY€ETHCS, Ma€ 3a0e31euyBaTH
MOYJIMBICTh 3aXUCTY BiJl 3BOPOTHOI 00OJIOHKH
(reverse shell), Bxmrouaroun OC Windows, MacOS
ta Linux.

Pimennsi, sike MPONOHYETHCS, TOBUHHO
nependavaTé pa3oBe Ta MJIAHOBE CKaHYBAaHHS
KiHIIEBHX TOYOK.

Pimennsi, sike MPONOHYETHCS, TOBUHHO
3a0e3neuyBaTH 3aXUCT BiJ IIKiIJTHBOTO
POrPaMHOTO 3a0€3MeUeHHs, TIPOTrpaM-BUMaraJis
Ta 6e3dailnoBux atak

Pimenns, 1110 NpomnoHy€eThCs, TOBUHHO
niepenoavaTH €IMHUHN JISTKAN areHT IS KiHIIEBHX
TOYOK JJIsl 3aXUCTY, BUSBICHHS Ta pearyBaHHS Ha
3arpo3u

Posmpeni BUMOTH 710 3aXUCTY
KIHIIEBUX TOYOK

PimenHs, sike MPOMIOHYETHCS, Ma€ 3a0€3MeUyBaTH
MOYJIMBOCTI OpaH/aMayepa XocTa JUIs orepamiiHux
cucreM Windows ta MacOS.

PimieHHs, sike IPONOHY€ETHCS, TOBUHHO
3a0e3nedyBaTy NOBHE MU(PYBAHHS IUCKA TS
onepamiitaux cucrem Windows Ta MacOS.
PimenHs, sike MpOMOHYETHCS, Ma€ 3a0e31euyBaTH
MOYKJIMBOCTI KepyBaHHs npuctposmu USB nms
onepamiitaux cucrem Windows 1 MacOS.
PimieHHs, sike IPONOHY€ETHCS, TOBUHHO
nepeadavaTy nMpaBuiia 3ano0iraHHs, 1o
IIO3BOJISIFOTE 3a0€3IEYNTH 3aXUCT Ta OMOBIIIEHHS
Ha OCHOBI IPaBUJI TOBEIIHKOBOT'O aHAJII3y.

Bumoru 1o posciigyBaHHs

Pimennsi, sike MPONIOHYETHCS, Ma€e 3a0e3MeTyBaTH
ABTOMATH30BaHUI aHAI3 MEePIIONPUUNHH (100t
cause analysis) Oyab-sikoro crioBineHHs (Alert),
BKJIIOUAIOYU MEPEKEB1 CIOBIIIEHHS, JIe JOCTYIIHI
JIaHi 3 KIHIEBOI TOYKH.
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PimenHs, sike mpOMOHY€ETHCS, Ma€ 3a0e31euyBaTH
MOYKJIMBICTh MEPETJIsiLy JaHIIOTiB BUKOHAHHS, 110
BEIyTh /IO OTIOBIIICHHS.

PimenHs1, ke NpornoHyeThCs, HOBUHHO
nepeadavaTy aHalli3 4acoBOi IIKAIH, 00 OaunTH
BC1 [Iii Ta monepeKeHHS Ha YaCOBIN ITKaJII.
PimenHs, sike MpomnoHy€eThCs, TOBUHHO
nepeaoavaTH MOXKIIMBICTD 3IICHCHHS 3aITUTIB
110710 moka3zHukiB kommpowmicy (IoC) Ta moBeninku
KIHIIEBUX TOUYOK.

Pimennsi, sike MPONOHYETHCS, TOBUHHO
nepeadavaTu 3amuT 100 KYPHAJIIB MEPEKEBOTO
Tpadiky BiZ iHTErpOBaHUX OpaHIMayepiB
(MbKMepekeBUX eKpaHiB HOBOT'O MOKOJIHHS).
Pimenns, sike mponoHyeThesl, Mae 3a0e3neduyBaTu
pO3MIMPEHY MOBY 3aMHTIB 13 miaATpUMKOIO wildcard,
perynspHux Bupaszis, JSON, arperyBanHs qaHUX,
MaHIITyJIFOBAHHS ITOJISIMH Ta 3HAYCHHSIMH,
00’€IHaHHA JaHUX 3 PI3HUX JHKeper Ta
Bi3yaurizamii JaHuX.

Pimennsi, sike MPONOHYETHCS, TOBUHHO
nependavaTu AeTanizoBaHy (QUIbTpalliio Ta
COpPTYBaHHSI PE3YJIBTATIB 3AIUTY

Pimenns1, o npormoHy€eThCs, TOBHHHO
nepeadavaTy 11eHTU(IKAIIIO TOTO, YH MO0
3a0JI0KyBaB areHT KiHIICBO1 TOUKH, OpaHaMayep
a00 1HIIa TEXHOJIOT1s 3anm00iraHHs.

PimenHs, sike MpONOHYETHCS, Ma€ 3a0€3MeUyBaTH
aBTOMAaTWYHE 3IMTUBaHH (00’ €THAHHS) OTIOBIIIICHB
0e3meKH, TaKuX K OMOBIIIEHH OpaHaMayepa, 110
JaHUX 3 KIHIIEBUX TOYOK.

PimenHs1, ke NpomnoHy€eThCs, TOBUHHO
3a0€3MCYNTH aHATITHKIB KOHTEKCTOM TaKTHK,
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XapaKkTepuCcTHKHU

Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

texHik Ta npoueayp (TTII) 3moBMucHUKIB, 11100
BUKOPHCTOBYBATH OTPUMaHI 3HAHHS JUIS TOTIOMOTH
y MaiOyTHIX PO3CIiyBaHHSX.

Bumorwu mo/10 ynpaBItiHHS
IHIIAIEHTaMU

Pimennsi, 110 npormoHy€eThCsl, TOBUHHO
nependavyaTé aBTOMaTUYHE FPYITyBaHHS
BiJIIOBITHUX TIOB1IOMJICHB (QJIEPTIB) 3 PI3HUX
JoKepen B OAMH 1HLIUJCHT.

PimeHHs, sike IPOMOHYETHCSI, TOBUHHO MICTUTH
HepeITiK MOMiYeHUX apTe(aKTiB 3 TOBIJOMJICHb Ta
BiIMOBIAHY 1H(GOPMAIIit0 PO3BiAYBaTbHUX JaHUX
PO 3arpo3Hu.

Pimennsi, sike MPONOHYETHCSI, MTOBUHHO MICTUTH
CIIUCOK KOPUCTYBAUiB Ta XOCTIB, sIKi OEpyTh y4acThb
y IHIMJIEHTaX, 00 MBUIKO BU3HAYUTH MacIITa0
IHIIUJCHTY.

Pimenns, sike MponoHyeThCs, Mae mepeadadaTu
OIIIIOHAJIBLHE 00’ € JHAHHS IHIIMICHTIB

Pimennsi, sike MPOTIOHYETHCS, TOBUHHO
nepeadavaTH MOXKIIMBICTh HAJICUIIAHHS JAHUX TIPO
IHIUJIEHTH CTOPOHHIM CHCTEMaM YIIPaBJIiHHS
IHIMIEHTAMMU.

Pimenns, sike MpONOHYETHCS, TOBUHHO
3a0€3MeYNTH MOXKJIUBICTD 3MIHU PIBHSA
KPUTUYHOCTI IHIIUICHTY.

Bumoru 10 po3Binku 3arpo3
(Threat Intelligence)

PimenHs1, sike MpONOHY€ETHCS, Mae 3a0e3reuyBaTH
MO>KJIUBICTh TIOBIJJOMJICHHSI PO BiOMI IIIK1JTHB1
00’€KTH Ha KIHIIEBUX TOYKAX 3a JOIIOMOTOIO
npasui igertudikaropis (I0C rules).

PiteHHs1, sike MPOMIOHYETHCS, TOBUHHO
nepea0avaTH MOXITHBICTh aBTOMATHYIHOTO
CKaHYBaHHS ICTOPUYHUX JAHUX HA HAsIBHICTh
imeHTH(IKaTOPIB, KOJIH BOHH JOAAIOTHCS 10
CHCTEMHU, Ta BHJIABATH MOTCPEKCHHSI.
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BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

Bumoru 10 pearyBanHs

PimenHs, sike mpOMOHY€ETHCS, Ma€ 3a0e31euyBaTH
MOXJIMBICTH BigjaneHoro tepMminany st OC
Windows, Linux tTa MacOS.

PimenHs, sike MpOMOHYETHCS, Ma€ 3a0e31euyBaTH
MOBHY MIATPUMKH ISl KOMaH]] Ta CLIEHAPiiB
KoHcout komaHaHoi ctpoku CMD, PowerShell Ta
Python y Windows 7, 8 Ta 10.

PimenHs, sike MpoONOHYETHCS, Ma€ 3a0€3MeuyBaTH
MOBHY MiATPUMKY KomaHa B Bash ta Python na
macOS Ta Linux

Pimennsi, sike MPONIOHYETHCS, TOBUHHO
3a0e3mneuyBaTi MOXKIIUBICTh BiAaNeHOT 13071111
oIHi€T KIHLIEBOI TOYKHM 200 AEKIJIBKOX KIHIIEBUX
TOYOK HiAPS.

Pimenns, sike mponoHyeThCs, Mae 3a0e3neuyBaTu
BiJITAJICHOTO BUIAJICHHS (ailiry Ha OJIHIM 3
KIHIIEBUX TOYOK 200 Ha IEKIJIBKOX KIHIIEBUX TOYOK
TIPS,

Pimennsi, sike MPONIOHYETHCS, Ma€e 3a0e3MeTyBaTH
MOYJIMBICTB TEPETrJsiLy, IPU3yIHHEHHS a00
3aBEPIICHHS 3aMyIIEHUX MPOIIECiB a00
3aBaHTAKEHHS JBIMKOBUX (DaiiyIiB 3a JOMOMOTOI0
rpadigaoro nucnerdepa 3aBaanb s OC
Windows, macOS Ta Linux

Pimenns, sike MpONOHYETHCSI, Ma€e 3a0€3MEeUUTH
rpadiuauil MeHeKep poOoTH 3 (daitnamu 3
MOJKJTUBICTIO TIEPETIISITY, 3aBAHTAKCHHS,
nepeiiMenyBaHHs a00 mepeMimeHHs GailtiB aJis
Windows, macOS Ta Linux

PimenHs, sike MpoONOHYETHCS, Ma€ 3a0€3MeuyBaTH
1HTerparlito 3 OpanaMayepaMu sl OJIOKyBaHHS
noctyny Ao mkipmBux [P-agpec abo qoMeHiB
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Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

Bumoru 1o BUAUMOCTI Ta
BHSIBJICHHS 3arpo3

PimenHs, sike MpomnoHy€eThCs, TOBUHHO
3a0e3nedyBaT NOBEAIHKOBY aHATITHKY JJIS
podiTF0 TOBEAIHKY Ta BUSIBJISTH aHOMAJTI{, 110
CBiYaTh MPO aTaKy, aHATI3yI0OUU MEPEKEBUI
Tpadik, Mo1i KIHIEBUX TOYOK Ta MOl
KOPUCTYBaya 3 4acoM

PimenHs, sike MPOMOHYETHCS, TOBUHHO
nepeadavaTH 3a3aJIeri> BU3HAUYCHI Ta
HACTPOIOBAHHI MPaBUJIa BUSBJICHHS Ha OCHOBI
[IOBEIIHKHA

PimenHs, sike IpOMOHYETHCS, Ma€ 3a0e31euyBaTH
MO>KJTUBICTh OTPUMAHHS JAHUX PO3BIIAKH 3arpo3 i3
CTOPOHHIX Jkepen y popmarax JSON ta CSV
3anponoHoBaHe pillIeHHs TOBUHHO 3a0e3meuyBaTH
BUSIBJICHHSI METO/IIB aTaKH MPOTATOM YChOTO
YKUTTEBOTO IIUKITY aTaKu, BKIIOYAIOYH BHUSIBICHHS,
MIOTIEPEYHHIA PyX, B3AEMOJIIIO 3 IICHTPAMHU
ynpaiiHHs Ta KoHTpodto (CnC) Ta ekcdinbTpariito
3anponoHoBaHe PillIeHHS MOBUHHO 3a0€3MeYuTH
3/IaTHICTh BUSIBIIATUA TAKTHKHU Ta TEXHIKU
HaIlaIHUKIB 3a 1onoMororw omiHok MITRE
ATT&CK

PimenHs, sike MPOMIOHYETHCS, Ma€ 3a0€3MeUyBaTH
MO>KJIMBOCTI YIPaBIiHHS BPAa3IMBOCTAMU AJIsI
BiZIOOpaKeHHs TIEPEITiKy BPa3JIUBUX BUTIPABJICHD
OC Ta mporpawm 13 oninkamu CVE.

Pimenns, sike MpONOHY€ETHCS, TOBUHHO MPOBOJAUTH
IHBEHTApU3AIliI0 XOCTa 3 ICTAIILHOIO 1HPOPMAIII€I0
PO KOPHUCTYBaya, CUCTEMY Ta JOAATKU

Bumoru no 360py nanux

PimenHs, sike MPOMOHYETHCS, TOBUHHO
3a0e3nevayBaTh MOXIJIUBICTh 300py JaHUX,
OINIMCAaHUX HUXKXYC

- Indopwmariis npo KOpUCTyBa4a
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Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

Jowmen Ta BigminHe im’s (Distinguished
name)

ITomroBa anpeca

3apeectpoBanuii kopuctyBad (Logged-in
user)

TunoBuit KOpUCTYBa4 MalluHU
KopucryBau, sikuii CTBOPIO€E MPOLEC, 1110
1HIIFOBAB 3’ €THAHHI

Jlani kopucTyBaya 3 pi3HUX JKEped,
BKJIIOYAIOYH JKYPHAJIU MEPEKEBOTO
Tpadiky, )xypHanu noaiii Windows

IadbopMmariisg mpo OpucTpin

MAK-angpeca (MAC address)

Hasga xocty mpuctporo

JloMeHHE M’

Bimminne im’st xocty (Distinguished name
of host)

OnepauiiiHa cuctema Ta Bepcist

Iadopmaliig mpo oporecu

MiTka "acy mporecy

Insax Ta Ha3Ba

InentudikaTop mpomecy

3aBaHTa)KeH1 MOy

3HaveHHs xenry, Taki sk MD5 i SHA-256
ApryMeHTH KOMaHHOTO PsAKa

3amut RPC Ta mani BBeIeHHS KOy, SIKIIIO
1I€ MOXKJIHUBO

Cran mignucy

IHd)ODMaHiH IPpO CTBOPCHHA, 3allMC, AOCTVII,

BUIKPUTTS, IIEpEMMEHYBAHHS Y1 BUIAJIECHHS

aiiny

MiTka gacy
[Insx Ta Ha3Ba
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Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

[Tonepeane iM’s1 ¢aiiny Ta IUTSIX A0 TOIIN
13 mepeliMeHyBaHHAM (harmy

3HaveHHs xemry, Taki sk MD5 1 SHA-256
IM'st kopucTyBaua

MepexeBa aKTUBHICTD, BKIIFOYAKOYM BUXIIHY,

BXI/{H1, Ta HEBAAJI T AKIFOYEHHSI

Mitka yacy

[P-anpeca mxepena, [P-agpeca
MPU3HAYCHHS, TIOPT JKepesa Ta MopT
MIPU3HAYEHHS

KinbkicTh HaJiCIaHUX Ta OTPUMAHUX
0aiiTiB

IIporokon

JlaHi reoyokarii

[ndopmartis mpo mpoxci

[HTerparis 3 OpanaMayepamMu HACTYITHOTO
MOKOJIIHHS JJIS TOBHOI BUIUMOCTI 7 piBHA
mozeni OSI, Bkirrouarouu Ha3By
MPOrpaM/3acTOCYHKIB

TpuBanicTs 3’ €gHaAHHS

Jani piBHS TpaH3akii Ta po3LUIUpeHa
iH(pOpMAaIIist TPO KITFOUOBI MPOTOKOIH, TaKi
ax DNS, HTTP, DHCP, RPC, ARP Ta
ICMP

Jlii peecTpy, Taki sIK CTBOPEHH KJIFO4Ya, 3MiHa

KJIro4a, BUAAJICHHA KJII04a Ta HGDGﬁMGHVBaHHﬂ

KJIro4a

MiTka gacy

Hazpa xiroua

3HayeHHs Ta THUII

[Tonepeans Ha3Ba KJIO4a 0 MOAIL
IepeiMEHyBaHHS

CucreMHi o
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Bumorn

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

» Tlozist 3MiHM CTaTyCcy KOpHCTyBaua,
HaIPUKJIAJ, BX1Jl B CHCTEMY Ta BUXIiJ 3 HEl

* Tlogist 3MiHM CTaHy XocTa

= [loxis 3MiHU CTaTyCy areHra

[TinTpuMKa cucTeM KiHIEBOT
TOYKH areHTOM Ta BUMOTH [0
pecypciB KiHIIEBUX TOYOK

PimenHs, sike MpOMOHYETHCS, Ma€ 3a0e31euyBaTH
HiATPUMKY BCiX ocTaHHIX Bepciih Windows,
BkItovaroun Windows Server

PimenHs, sike MpOMOHY€ETHCS, Ma€ 3a0e31euyBaTH
HiATPUMKY BCiX ocTaHHIX Bepciii macOS ta Mac
OS X.

Pimenns1, sike MPONOHYETHCS, Ma€ 3a0e3MevyBaTu
niaTpuMKy 3axucty Android ta Chrome OS
PimenHs, sike MPOMIOHYETHCS, Ma€ 3a0€3MeUyBaTH
HiATPUMKY BCiX OCHOBHHMX AUCTPUOYTHBIB Linux
Pimenns1, sike MPONOHYETHCS, Ma€ 3a0e3MevyBaTu
cepelHE BUKOPHCTaHHS IIEHTPAILHOTO MpoIiecopa
meHme 3% npu BBIMKHEHHX YCIX MOCTyrax
PimenHs, sike MpONOHYETHCA, Ma€ iepeadavyaTi
OMNLIOHAJIBHY MOXJIUBICTh aBTOMAaTUYHOTO
OHOBJICHHS areHTa

PimienHs, sike MPOMOHYETHCS, TOBUHHE
nepeadavaTH OMIIIOHAIBHY MOXKIIUBICTh
OHOBJICHHS areHra 3a JOIIOMOI0I0 peer-to-peer
TEXHOJIOT11

PimmeHHs, sike MPOMOHYETHCS, TOBUHHO
3a0e3nedyBaTy HiATPUMKY non-persistent VDI

Bumoru o110 36epexxeHHs

IaHuX

PimenHs, sike MPOMOHYETHCS, TOBUHHO
3a0€e3MeUnTH BUJUMICTh OMEPEYHOT0 PyXy MO
Mepexi Ta IHIIUX YacTHHAX 1HPPaCTPYKTypH
PimenHs, sike MPOMIOHYETHCS, Ma€ 3a0€3MeUyBaTH
MOCTiHUM 301p Ta IEeHTpaTi30BaHe 30epiraHHs
BCIX JJaHMX OE3MEKH JJIsl MOBENIHKOBOI aHAII THKH
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e PimeHHs, sIKE IPOIIOHYETHCS, TOBUHHO
3abe3neuyBaTu 30€peKeHHS JaHUX IIOHAWMEHIIIe
30 mHiB

e PimeHHs, sIKE IPOITOHYETHCS, TOBUHHO
nepeadavyaTé ONI[iOHANbHE 30€pEeKEHHS TaHUX
MIPOTATOM HEOOMEKEHOTO MEepIoAy Yacy

e PimenHHs, SIKe MPONMOHYETHCS, Ma€ nepeadavaT
OJIMH PiK 30epiraHHs KypHAJIB ayTUTy
aJMIHICTPATUBHO-PO3IIYKOBOI JTisSJILHOCTI

["apanTist abo cepBicHa e Tepmin He MeHIIIe 36 MicCAIIIB

HiHTpI/IMKa o [loBuHHA BKIIOYATH, JOCTYII 1O OHOBJICHb 113,
BiJIJIaJICHY JIIarHOCTHKY Ta MATPUMKY 3 OOKY
[EHTPY TeXHIYHOI MiATPUMKH BUPOOHUKA.

2.7. CynyTHi mocjyru

IHocayra Bumoru BianoBiaHicTh T2 ONMC 3aNPONOHOBAHMX TOBAPiB!
BnpoBamkeHHs 3aXHIIEHOT e anaui3 icHyrouoi iHnppactpykrypu (IP agpecaris,
MepekeBoi iHppacTpyKTypu MapIIpyTU3allis, JTOKallii BCTAHOBJICHHS TOILIO).
(LAN, Wi-Fi) ® [iArOTOBKA HU3bKOPIBHEBOI'O AM3aiHY HOBOI
iHppactpykTypu (LLD).
® TMIATrOTOBKA IUIaHY BKIIOYEHHS B MPOTYKTUBHY
MEpeKy.

® MOHTaX Ta KOMYyTalisi o0JiaHaHHs. (BKIIOYAI0UN
MoHTax AP Wi-Fi).

® 3aMyCK Ta HajJamTyBaHHSI KomyTaTopiB L2 Ta L3
piBHiB Mozeni OSI (moptu ynpasniHHs, TOPTH
KOMYTaIlii TOIIO).

! Tlo-mo3unifino BKa3aTW BiAMOBIAHICTH (Tak/Hi) Ta HABECTH AeTANbHUA omuc mapamerpy. OGOB’S3KOBO HAMAIOTLCA KOMii TEXHIYHMX JOKYMEHTIB BUPOOHMKA, SIKi
HiATBEPKYIOTH 3asBIICHY XapaKTePUCTHKY
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Bumoru

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

BrpoBakeHHsI KEpyIO40ro
Moyt ZTNA Ta iHTerparis 3
ycima cxmagosumu (LAN, Wi-Fi,
NGFW)

aHaJji3 ICHyr0u01 BipTyasibHOI iHPpacTpykTypH (IP
ajapecartisi, MapIIpyTH3aIlis, JIOKaIlii BCTAHOBIICHHS
TOIIIO).

pO3ropTaHHS MOJYJIIO Y BIpTyaJIbHIH
iHppaCTPyKTYpi.

HAJTAIITYBaHHS MOAYJIIO (TIOPTH yIPaBIiHHS,
MepesKeBi JOCTYTH, TOIIIO).

MOCTYIOBE HaJAIITyBaHHS YCIX MEPEKEBUX
KOMITOHEHTIB Ta iX MiIKIIOYEHHS 10 MOJIYJIIO.
aHaJi3 Mpane31aTHOCTI (CTIOCTEPEKEHHS 3a
pOOOTOI0 KOPHUCTYBAYiB Ta IOIATKiB, MOTEHIIIIHI
KaJIOOW KOPUCTYBAYiB TOIID).

BnpoBamkenns Next Generation
Firewall (NGFW)

BU3HAYEHHS MEPUMETPY KU MOTpedye 3aXUCTY.
IiATOTOBKA Ta MOTOJPKEHHS MJIaHy BKJIIOUEHHS B
NPOAYKTHUBHY MEpEKy BPaxOBYIOUH J1aHi OTPUMaHi
Ha TOTIEPETHHOMY €Tarli.

MOHTaX Ta KOMYyTallisi 00aTHaHHS.

3amyck Ta HanamtyBaHHsd NGFW (moptu koHcoi
yTpaBIIiHHSA, IIOPTH KOMYTAaIlii TOIIO).

noeranHe BkiItoueHHsI NGFW B ipoaykTuBHy
MEpexy.

nepeBipka “BHIMMOCTI” CETMEHTIB MEpexi.

aHaJIi3 Mpane3aTHOCTI MPOAYKTUBHOI Mepexi
(coctepexeHHs 3a poOOTOIO TOIATKIB,
MOTEHIIIHHI )Ka00U KOPUCTYBAYiB TOIIIO).
PO3ropTaHHs KOHCOJ yIpaBIiHHS
MDKMEpEKEBUMH €KpaHaMU Ta MiAKIIOYEHHS B Hel
Bcix exzeMiuisipiB NGFW.

Bnposamxenns XDR

anauni3 icHytouux OC B Indopmamiitnux Cucremax
Ta IX pO3TalllyBaHHS IO CETMEHTAM.

KOH(Iryparllis IEHTPYy KepyBaHHS MPOTpaMHUM
komIuiekcoM XDR Bkirouarouu poiaboBy MOJEb
JOCTYITY JUIsl HOJAJIBIIOTO aIMiHICTPYBaHHS.
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Bumoru

BignosiguicTh T2 onuMc 3anponoHoOBaHKMX TOBapiB!

HaJIAIITYBaHH MOJITHK B PEKUMI MOHITOPHHTY 3
METOI0 BUBUEHHS 0COOIMBOCTEN (DYHKIIIOHYBAaHHS
iH(}pacTpyKkTypH, ii KOPUCTYBaAYIB Ta JOJATKIB (17151
BHYTPIIIHIX MTOBEAIHKOBUX MOJIeTICH HEOOX1THUI
MiHIMQJIBHHUH Yac 300py aHATITUKH - 2 THXKHI).
pO3ropTaHHS areHTiB Ha pOOOYMX CTAHIIISIX Ta
cepBepax.

HAJTAIITYBAHHS MTOJIITHUK 3T1THO BUSIBICHOTO
security baseline B JIIT1 “M3VY”.

aHaui3 piBHA (POJIC-TO3ITIB Ta TPY-MO3iTiB
(cocTepekeHHs 32 POOOTOO OTEpaIiHIX
CUCTEM, KaJIoOH KOPUCTYBayiB TOIIO).

IHTErpaIisi IporpaMHO-anapaTHOrO KOMILIEKCY
XDR 3 MepexeBUMU anapaTHO-IPOrPAMHUMU
PIIIEHHAMH IS [TOAATBIIOI TIATOTOBKH 110 300py
noJii iHpopMaliiHo1 Oe3neKu.

HaJIAIITYyBaHHS 300py NOiH iHQopMatiitHoT
0e3MeKH 3 CerMEeHTOBAaHOI MEpexi, CepBepiB Ta
po6oYnX CTaHII 3 METOIO TTOAATIBIIIOTO
BUKOPHUCTAHHSL.




2.7.1. B pamkax BUKOHAHHS 002060py Bukonaseuyb mac nadoamu nacmynHi cynymui nociyeu:

e Po3poOka TeXHIYHOI JOKYMEHTAIIIT;
e BcraHoBneHHs, HaJalITyBaHHS, Ta IHTErpallil0 TMOCTABIEHUX KOMIUICKTIB IMPOrpamMHO-
amapaTHUX pillieHb BiAMoBiAHO A0 TexHiyHnx Bumor:
- MepexeBux komyTaropis L2 Ta L3 piBHs;
- Touok poctyny Wi-Fi;
- Ilporpamnoro 3a0e3neueHHs cucreMu ZTNA;
- Pimens MepexeBoi 6e3neku NGFW;
- Ilporpamnoro 3a0e3neuenHs XDR
- JlonatkoBoro mporpaMHoro 3a0e3nedeHHs (BKIOYaoud ©Oa3M JaHUX, TOUIO),
3a3HayeHoro I[locravanbHUKOM;
e HaguanHs nepconany 3aMOBHHUKA.
e [lpuiimanbHi BUpoOyBaHHS.

2.7.2. Texniuna 0oKymenmauyis nO6UHHA MICIMUMU HACMYNHI OOKYMEHMU::

e ApXiTeKTypa KOMILUIEKCY

e (CxemH MEpeXeBHX 3aB’SI3KiB, IHTETpallii KOMILIEKCY Ta OMHC iHPPACTPYKTYPH
e TexHiuHe 3aBIaHHS TSI KOKHOTO 13 €JIEMEHTIB KOMILJIEKCY

e KepiBHHUIITBO OIepaTopiB KOMIUIEKCY

e [Iporpamu Ta METOMKU NPUIMAIBHUX BUMPOOYBAHb KOMILIEKCY

2.7.3. Bumozu 00 6cmano6ienns, HAIAUiIMy6aHHs, ma inmezpayii

Jlnis1 BCTAaHOBJICHHS, HAJIAIITYBaHHsA, Ta iHTerpamii npeacraBHukH 1 «M3Y» noBuHHI HamaTH
ITocravanbHUKY:
e HEoOXigHI HajamTyBaHHS 3 OOKY 1HQOpMAITHUX cHCTeM, SKi HeOOXIgHI /Ui peamizarii
iHTerpanii 3 HUMH;
e HaJaHI KaHAJM 3B'S3KYy Ta yCi HEOOXIiIHI JO3BOJIU IS iIKITIOYCHHS 1H)KeHEpiB BUkoHaBIIs
1o indopmaniitnoi cuctemu 11 «M3VY»;
® MiArOTOBJICHUN Mepenik (axiBiiB Ta IHIKX BiAMOBiAaTbHUX 0ci0 3 60ky I «M3VY»;
e BHJIEH] yci HEOOXIHI armapaTHi pecypcH AJsl pO3rOpTaHHs €JIeMEHTIB KOMIUIEKCY (3TiIHO
BHMOT BKa3aHUX y TEXHIYHIN JOKyMEHTAIIi1)

[TocTavyanbHUK Ma€ BHKOHATH BCTAaHOBJICHHS, HAJAIITYBaHHS, Ta IHTETPAIlil0 MOCTABICHUX B
pamkax J{oroBopy KOMIUIEKTIB IPOrpaMHOr0 3a0€e3MeUeHHs, a TAKOXK MpUHMaIbHI BUTTPOOYBaHHS
yCixX (DYHKIIIOHAIbHUX CUCTEM 3 TUM, 11100 O0yJ10 3a0e3me4eHo X GyHKIIOHYBaHHS Y BIAMOBIAHOCTI
JI0 BUMOT, 3a3Ha4eHUX Y TeXHIYHIX BUMOTAX, BKIFOYAIOUH:

Mepesxesi komytatopu L2 Ta L3 piBHs;

Touku noctyny Wi-Fi;

[Tporpamuoro 3a6e3neueHHs cucteMu ZTNA;

Pimens mepexeroi 6e3nmeknn NGFW (Next-Generation Firewall);

[Tporpamuoro 3a6e3neuenns XDR

JlomatkoBoro mporpamHe 3abe3nedeHHs1 (BKIIOYalOuu 0a3 JaHHWX, TOIIO), 3a3HAYEHOTO
[TocTauyanbHUKOM.

2.7.4. Bumozu 00 Ha6YaHHA NEPCOHANY 3 AOMIHICIMPYBAHHA

Hapuanns nepconany AT «M3VY» 3 anMiHiCTpyBaHHS MOAYJIIB IIEHTPY IOBUHHO OYTH ITPOBEICHO
nepe NpuiiMaIbHIME BHIIPOOYBAHHSIMHU, 1 ITOJISATAE Y HACTYITHOMY:
e BukoHaBenp MPOBOAWTH HaBUYaHHA He MeHme 2-ox daxiBmiB Il «M3Y (3a Bcima
CHUCTEeMaMH, sIKi iepepaxoBaHi B TexHIuHIN cnerudikartii);



dopmat HaBuaHHS: BeOiHAp.

2.7.5. Bumozu 0o npuitmanvnux eunpoodyeans

[NocTayanbHUK Mae BUKOHATH NMPUIMaJIbHI BUIIPOOYBaHHS YCiX BCTAHOBJICHUX Ta HAJAIITOBAHUX
MOJYJISIX KOMIUIEKCY 3 THM, 1100 Oyno 3abe3nedeHo iX (yHKIIOHYBaHHSA y BIAMOBITHOCTI J0
BUMOT, 3a3HaueHHX Y TexHIYHUX criennikamisx.

[TpuiiMaHHS KOMIUIEKCY Ta WOTO CKJIIQJIOBUX CHCTEM IPOBOAUTHCS MUIIXOM IPOBEICHHS
npuiiMaibHuX BunpoOyBaHb. [lpuiimanbHi BUNpoOyBaHHS 3/1HCHIOIOTHCS NPUHMAIIEHOIO
KOMICI€0, B SIKY BXOJATh yrnoBHOBaXkeHI mpeactaBHuKU JII «M3VY», [locTtavanpamka Ta
1HIII1 0cOOM BIATIOBIAHO 10 BUMOT JI0TOBOPY Ha BUKOHAHHS POOIT.
Merta cknagaeTbcsi B HIATBEPKEHHI MPale3laTHOCTI KOMIIOHEHTIB CHUCTEMH 1
BIJIIIOBITHOCTI IX BUMOraM TeXHIYHUX BUMOT.
Bumn, ckman, oOcsar 1 Metoau BUNIPOOYBaHb BH3HAYAIOTHCS MPOTPAMOIO0 MPHUHMaTbHUX
BunpoOyBanb. [Iporpamu npuitmMansHuX BUNPoOyBaHb po3podisieTbes [locTauanbHUKOM i
yarokyeThest 11 «M3Y» He mizHime, Hix 3a 1 1eHb nepe/ moYaTKoM BUIIPOOYBaHb.
[Ipu BusABNECHHI TiJ 4Yac NMpUHMaIbHUX BUIIPOOYBaHb HENOMIKIB, ne(ekTiB abo i1HIIHX
BiJIXWJICHB BiJl BUMOT TEXHIYHOTO 3aBIaHHS, BIAMOBIIHI (hakTH (PIKCYIOTHCS B IPOTOKOJI, B
SKOMY B TOMY YHCJI1 BKa3YEThCS:

NeperiK HeJOoMiKiB (neeKTiB);

CTYIIHb BIUTUBY 3a3HAYCHHUX HEIOJIKIB Ha Mpale3JaTHICTh CUCTEMU;

HEOoOXiTHI TePMiHM YCYHEHHs HeNIOMiKiB (1edeKTiB).
[Tpotsirom 10 poOGoumx AHIB 3 MOMEHTY YCYHEHHS HEIONIKiB, He(eKTiB abo iHImMX
BIIXHJIEHb BiJ] BUMOT JO CUCTEMH MpHiiMalbHA KOMICis MOBHHHA IMPOBECTU MOBTOPHI
npuiiMalibHi BUMPOOYBAaHHS BiAIOBIAHOTO KOMITIOHEHTA.
PesynbraTn npuitManbHUX BUTTPOOYBaHB O(POPMITIOIOTHCS IPOTOKOJIOM, SIKUH TIAMUCY€THCS
yineHamu [IpuiiMansHaoi komicii 3 Ooky /IIT «M3VY». 3a dakrom ycHilHOro mpoBeIEHHS
NpUMMaIbHUX BUNIPOOYBaHb MIAMUCYEThCA AKT PUHOMKH
BukoHaBenp IMOBWHEH 3a0e3MeYWTH 3aMOBHHKA JOKYMEHTAIlI€I0, siKa BimoOpakae
KOH(QIrypaIrilo KOXHOTO eleMeHTa oOJiagHaHHsS Ta caMoro oOJaJHaHHSA B3araini,
BUKOPUCTOBYIOUH CKPIHIIOTH, JIICTHHTH KOMaHJ, CXeMY MEpexi, sika BimoOpaxkae (izuyHi
3‘¢AHaHHS OOJIaHAHHS 13 3a3HAYCHHSM BHKOPUCTOBYBAHUX (I3MYHUX Ta JIOTIYHHX
iHTepdeiiciB — TexHiuHUI macnopr.

3. KBAJII®IKALIAHI BAMOI'H IO YYACHUKA

1.

VYyacHuk mMae OyTH aBTOPH30BaHUM IMAPTHEPOM y BUPOOHMKIB oOnamHaHHs Ta [13, skux

BiH TMpomnoHye (moTpiOHe oQimiiiHuii nucT Big BUpoOHHMKA abo ioro odimiiHOTO

IpEJICTaBHUKA B YKpaiHu).

Bumorun no mepconamy YuacHuka, o Oyne 3ainydyeHMid a0 BHKOHaHHsS Jloropopy:

HASBHICTH CIEIIATICTIB, [0 MAIOTh JIOCBIJ] BUKOHAHHS aHAJIOTIYHUX MPOCKTIB (HE MCHIIE

3 cmerianicTiB) HACTYMHUX HaIpPSMKIB: KEpIBHHK MPOEKTy (He MeHie | cmerianicra),

1HXKeHep B chepl iHPopMAIIITHUX, TETEKOMYHIKAIITHUX TEXHOJOT1H a00 KOMIT IOTEPHUX

cucTeM (He MeHIIe 2 CIeialiCTiB).

Kepienux npoexmy

e JlocBig ynpaBiiHHSA IPOSKTaMH i3 BIIPOBAKEHHS MEPEIKEBUX PIllICHb

e BHIIA OCBiTA HE HW)XXYE OCBITHBbO-KBaNi(iKamiiHOTO piBHA cremiamicta B cdepi
iHpOpMaLIHHUX TEXHOJIOTIH a00 TEXHIYHHUX HAayK a00 TOCHOapChKOTO YIpPaBIiHHSI
a0o 1HIIIA peJieBaHTHA OCBITA.

Inoicenep 6 cghepi inghopmayitinux, mereKOMyHIKAYIUHUX MEXHOI02ill D0 KOMN HOMepPHUX

cucmem



e JlocBig poOOTH Ha MPOEKTAX BIPOBAHKEHHS MEPEKEBUX PIIlICHb.
e BHIAa OCBiTa HE HWXYE OCBITHbO-KBami(iKaliifHOrO piBHs creriamicra B cdepi
iHpOpMaIIHHUX TEXHOJIOT1H a00 KOMIT IOTEPHUX CUCTEM.

Ha minrBep/keHHST HasBHOCTI CHEINANICTIB HalaTH TOKYMEHTH, IO IMATBEPKYIOThH
TPYAOBI BIJHOCHHM (TpyJOBa KHMXKKA, TPYJOBUH JOTOBIp, HaKa3 Ha NMPHU3HAUCHHS) Ta
cepTudiKaTH/CBIIONTBA TMPO HABYaHHSA, BHUAAHI BHUPOOHMKAMU 3aIlPOIIOHOBAHOTO
YYacHUKOM MpOrpaMHOro 3abe3rneueHHs/00JaiHaHHs 13 BIAMOBIIHUMHU JOKYMEHTaMU
(muruTomMamu), 10 MiATBEPKYIOTh PIBEHb OCBITH.

VYdYacHMK Ma€ JOCBiJl BUKOHAHHS HE MEHIIE OJJHOTO aHAJIOTIYHOTO JIOTOBOPY, a caMe 3
NIOCTa4YaHHS MEpEKEBOro OOJagHAHHSA, CEpBEepiB, NPOTrPaMHOro 3a0e3MeueHHs 13
HOCJIyTaMH TI0 MOHTa)Ky/HaJallITyBaHHIO/BCTAaHOBJIEHHIO. Ha minTBep/keHHS HamaTH
KOIIii BUKOHAHUX JOTOBOPIB.

4. TAPAHTIMHI 30B0B’SI3AHHSA TA TEXHIYHA IIJITPUMKA

1.

2.

[TocTavanbHUK a00 BUPOOHUK pillIeHb MPOrpaMHOro 3a0e3MeUeHHs TOBUHEH HaJaBaTH iX

TEXHIYHY MITPUMKY 24x7.

[TocrauanbHuk a00 BUpOOHUKH pimieHb [IporpaMHoro 3abe3nevyeHHs MOBUHHI BUITYCKATH

OHOBJICHHS B IEPi0] JKUTTEBOTO ITUKITY KOKHOTO 13 CKJIaIOBHX KOMIUIEKCY.

[TocrayanbHuk a00 BHPOOHWKH amapaTHUX pIlIeHb MMOBUHHI HaJaBaTH iX TEXHIUHY

miATpUMKY 8X5, Ta MOBHHHI 320€3MEYUTH MOKIIMBICTh 3aMiHU HECTIPABHOTO 00JIaTHAHHS

BKIIIOYHO 3 TepMiHOM rapaHTii. BukoHaBerr a00 BUpOOHUK amapaTHUX PIllIeHb MOBUHHI

Ha/laBaTH TOBIJJOMJICHHSI NP0 3aKiHYCHHS TEPMiHIB HaJaHHS TEXHIYHOI MIATPHUMKH Ta

3aMiHH HECIIpaBHOTO 00JaHAHHS HE MEHIIEe Hixk 3a ofuH (1) pik.

lapanriiine 00CTyroByBaHHS BHPOOHHUKOM IPOrPAaMHO-AaIapaTHOTO KOMIUIEKCY 36

MICSIIB 3 1aTH nianucaHHs AKty npuiiomku ToBapis Ta CynpoBiIHUX MOCIYT.

[MicnsrapanTiiiHe  TexHiYHe O0OCITyroByBaHHsS a00 TIOAOBXKEHHS TapaHTIHHOTO

oOciyroByBanHs [locTrauanbHUKOM 200 BUPOOHUKOM:

[lo 3akiHYeHHI CTpPOKY TapaHTIHHOTO OOCIYTOBYBaHHS, 32 yMOBaMH AaHAJOT1YHUMH

rapaHTiiHUM Ta Ha MiACTaBl OKPEMOTO IOTOBOPY.

3 METO0 TOJATBIIOTO PO3BUTKY (PYHKITIOHATLHOCTI:

e [locrayanbHUK MOBUHEH 3a0€3MEUNTH MOKJIMBICTH OHOBJICHHS JJISi BHUIIPABJICHHS
MOMIJIOK CHUCTEMH BiJ] BUPOOHHMKA OE3KOMITOBHO TPOTITOM YChOTO IMEpiomry
MiATPUMKH BHUPOOHHMKOM, 3TiHO 3 JIIEH31MHOI0 YroA0K0 Ta YTrOfOK TEXHIYHOI
MiATPUMKH 32 YMOBHU HAsSIBHOCTI aKTHBHOTO KOHTPAKTy TEXHIYHOI MIATPUMKHU BiA
BHUPOOHHUKA.

e [locrayanbHUK TOBHHEH HaJaBaTH OHOBJICHHS BEpCii Big BHPOOHWKA 3TiTHO
JIIEH31MHUX yTroA Ha mporpamMHe 3a0e3levyeHHS 32 YMOBHM HAsBHOCTI aKTHBHOTO
KOHTPAKTy TE€XHIYHOI MIATPUMKHU BiJl BUPOOHUKA

[IIpumiTka: Bynp nacka IIIATITAIIITD ta noctasre [IEHATKY na BCI cropinku 1iboro
JIOKYMEHTY. |



JIOJIATOK 3

J10 3anuTy A0 MOAAHHS L[IHOBUX
npono3unii Ne RFQ-1.1.17
BripoBagykeHHs! KOHTPOJILOBAHOI Ta
CErMEHTOBaHOI Mepexi

[HA BJIAHKY OPTAHI3ALI]

HOIHOBA ITPOITO3UILIA

MiHicTEepCTBO OXOPOHHU 3/10pOB’sl YKpaiHU

01601, Ykpaina, Kuis,
ByJ. M. I'pymieBcbkoro, 7

IIlaHOBHI maHOBE,

Mu npononyeMo BukoHaHHS goroBopy Ne RFQ-1.1.17 «BnpoBamkeHHS KOHTPOJIbOBaHOI Ta
CEerMEHTOBAHOI MEPEKi» BIAMOBITHO 10 « TeXHIYHUX BUMOT», K1 HAIalOTHCS Pa30M 13 €0 [[IHOBOIO
MIPOTIO3HIIIEI0, 32 I[IHOK JOTOBOPY (cyma mponucom 1 nudpammn)
( ) (Ha3Ba BaJIIOTH)

s miHoBa mpomo3uIiis 1 Bamle NHUCHMOBE MOBIIOMIEHHS MpO I NPUHHATTS CTaHOBHUTUMYTH
3000B’sI3aHHSI YKJIACTH 3 BaMH JIOTOBIp 3a ()OpPMOIO, HaBEACHOIO Yy 3aluTi 10 TOJAHHS IIHOBHX
npono3utiit Noe RFQ-1.1.17. Mu po3ymiemo, 1110 BU He 3000B's13aH1 IPUAMATH IHOBY MPOTIO3HIIIO 3
HaWHKYOIO IIHOI0, 200 OyIb-AKY 1HIITY I[IHOBY MPOIO3HUIIII0, OTPUMaHy BaMHU.

[{yM TOKYMEHTOM MM TiATBEPKYEMO, 1110 JIaHa IIIHOBA IIPOIIO3HIIIS € MIHCHOIO MPOTATOM 45 (copoka
m’saTH) Ai0 3 KIHIIEBOi AaTH HAJAaHHS IIHOBOI MPOIO3HUIlii 3a3HadeHOol y 1.5 3amuTy 10 MoJaHHS

ninoBux npomno3uiiii Ne RFQ-1.1.17.

[Hara:

[[Tiqnuc ynoBHOBaXkeHOT 0ocoOu BukoHaBIis | [ Aenn/Micsin/Pik]

I1.I.b. ymoBHOBaXkeHOi 0coOu BukoHaBIis:

Hassa BukonaBus:
Anpeca:

Ten.
daxkc

Jomarok 1: YMoBH nocTadyaHHs
HonaTtox 2: TexHIYHI BUMOTH

[IIpumitka: Byas macka [TIJIITUIIITH Ta moctaBte [IEYATKY na BCI cTopiHKH BOTO JOKYMEHTY. |



JTOJIATOK 4

710 3anuTy A0 MOAAHHS IL[IHOBUX
npono3unii Ne RFQ-1.1.17
BripoBagykeHHs! KOHTPOJILOBAHOI Ta
CErMEHTOBaHOI Mepexi

JIOTOBIP Ne RFQ-1.1.17/

M. Kuis 2023 p.
Le#t JloroBip ykianeHO B J€Hb, MICAIb Ta PIK, 3a3HA4YEHI BUIIE, MDXX MiHICTEPCTBOM OXOpPOHH
310poB’st Ykpainu (nani — [lokymens), B 0co01 , SIKU J1€ Ha MMiICTaB1 ,3
OJIHI€T CTOpOHH, Ta (mam - IloctawambHHMK) B 0COOI1

, K gie Ha migctaBi CraTyTy, 3 IHIIOT CTOPOHH, SIKI HaJIali pa3oM
iMeHYI0TbCSl « CTOPOHNY, a KOXKEH OKpeMo «CTopoHay.

JoroBip yknmamaetbcs B pamkax peamizamii Ilpoexty «/lomaTkoBe ¢iHaHCYBaHHS TPOEKTY
“Exctpene pearyBanHs Ha COVID-19 Tta Baknunauis B Ykpaini”»  (mam - Ilpoekr), 1mo
¢diHaHCy€EThCS BIAMOBIAHO A0 YToau NpO MO3UKY MK YKpaiHOO Ta MiKHapoIHUM OaHKOM
peKoHCTpyKIii Ta po3BUTKY (mam - bank) Bixg 13 rpyans 2021p. Ne 9315-UA (mani — Yroaa mpo
MIO3UKY).

1. IPEAMET J1OI'OBOPY

1.1. IloctauanbHuK 3000B’A3y€Tbcs mocTaBUTH llokymieBi Komm 'ioTepHy, O(]icHY TEXHIKYy Ta
cynyTHi ToBapH (naii — ToBapu), a [Tokymners 30008’ 13y€ThCsl pUa0aTH (MPUAHATH Ta OTLJIATUTH)
Tosapu Ha yMoBax aaHoro Jlorosopy.

1.2. BapTicTh, aCOPTUMEHT, KUTBKICTh Ta TeXHIUHI crienindikarii ToBapis BkazytoThcs B JlogaTky Ne 1
«YMoBH noctayanus» Ta Jlonatky Ne 2 «TexHiuHI BUMOTHY, SIKi € HEBiJ €MHOIO YaCTHHOIO I[LOT'O

Horoopy.
2. JOCTABKA TA IPUMIMAHHSI

2.1. Ilocrauansuuk 3xaiiicHIOe TocTaBky ToapiB no JAIT «Meauyani 3akymiBii Ykpainm» Ha aapecy:
M. Kuis, Byn. Xpemaruk, 22, He mizHime 90 (1eB’sHOCTA) KaJeHAApHUX JHIB 3 JATH IiJITUCAHHSI

Horoopy.

2.2. atoro moctaBku ToBapiB BBaxaeThes naTa mignucands CTOpOHAMU BUAATKOBOI HAKJIAIHOI.
BunarkoBa HakitaqHa moBuHHA OyTH mianucana [Tokymniiem B AeHs mocTaBku ToBapiB abo mpOTATOM
nporo aHa [lokynernps moBwHEH HamaTu llocTayanbHUKY MHUCHMOBY MOTHBOBAHY BiIMOBY BiJ
MiAMACAaHHS BUJATKOBOI HakiaagHoi. dakt mianmucands CTOpoOHAMHU BHIATKOBOI HaKIJIATHOT
BU3HA4Ya€ MOMEHT Nepexoay npasa BracHocTi Ha ToBapu Big [locrayansauka o [oxymis.

3. CYMA JOI'OBOPY rta OIIVIATA

3.1. Cyma J[loroBopy ckiaaae ( ), BKJIIOYAOYH yCi
HOJATKU, MUTHI 300pH, JOCTABKY, 3aBaHTA)KEHHS, PO3BAHTAKCHHS Ta I0JJaTKOBI MMOCIYTH BKIIOYHO
13 [1/IB y cymi . Cyma JloroBopy Ta onunuuHi 1iinu ToBapiB, Bka3aHi B JlomaTky

Ne 1, € ¢ikcoBaHUMU 1 3MiHAM HE TISITAIOTh.

3.2. Cro BiacotkiB (100%) 3aranbHOI LiHU MocTaBieHUX ToBapiB Oyne crutaueHo Iloxymiem
[Toctavanbauky mnpotsrom Tpuauatu (30) kaneHmapHux AHIB 3 AHSA HagaHHs [locTadanpHUKOM
OpUTiHAIy paxyHKYy-(akTypu Ta BUIATKOBOI HaKIaaHOi, mianucanoi [Tokymniem, micis BUKOHAHHS
[TocTawabHUKOM TIO KOXKHIM TIOCTaBIIl BCiX 3000B’s3aHb 3a J[OroBOpoM, OKpiM rapaHTIHHUX



3000B’s13aHb. [locTauanbHUK MOXe 37iHCHIOBaTH MOCTaBKy ToBapiB YacTHHaMU, ane HE Oiiblie
IBOX (2) MOCTaBOK.

VY pasi BiAMIHHOCTI BaJIOTH JIOTOBOPY BiJl YKpaiHCHKOi IpHBHI — oriata Oy/ae 3AiiCHIOBATUCH B
yKpaiHChKIN TpuBHI 3a o¢iniiHuM KypcoMm HamioHaneHOro 6aHky YKpaiHu Ha J€Hb MiJIHCAHHS
[Tokymnem BUAATKOBOI HAKJIAIHOI.

3.3 Omutata 3a uum J{oroBopom 3/11HCHIOETHCS 32 paXyHOK KOIITIB O3UKH (YT0/1a PO MO3UKY MiX
VYxpainoro Ta MixkHapogHUM O0aHKOM PEeKOHCTPYKIIi Ta po3BUTKY Bix 13 rpymas 2021p. Ne 9315-
UA), nepeabaveHux y creriaJibHOMy (OoH/I Jep>KaBHOTO OIOKETY.

3.4 Ha mepion aii BO€HHOTO cTaHy B YKpaiHi OIuiata 3MIHCHIOETHCS Y TIOPSIIKY YEpProBOCTI
BiAMOBIAHO 10 [lopsaky BHKOHAHHS TOBHOBaKeHb Jlep)kaBHOIO Ka3HA4EHCBKOIO CIIYKOOK B
0COOJMBOMY PEKUMIi B yMOBaX BOEHHOTO CTaHy, 3aTBEPHKEHOT0 moctaHoBOIO KabineTy MiHicTpiB
VYkpainu Big 09 uepHs 2021 poky Ne 590.

4. IPUITAHEHHS J1i TIOTOBOPY
4.1 IlpunuHeHHs A1l y 3B'sI3Ky 3 HEBUKOHAHHSIM JIOTOBIPHUX 3000B's13aHb

(a) IMoxymernp, 6€3 mKOaU OYIb-IKUM 1HIIMM 3aX0JlaM, MOB'SI3aHUM 13 TOPYIICHHSM YMOB
JloroBopy, Moke po3ipatu J{orosip miikoM abo 4acTKOBO, HajicnaBmu [locrauanbHUKY
B THCHMOBI (opMmi TOBIOMIIEHHS TPO HEBUKOHAHHSA OCTaHHIM 3000B'A3aHb 3a
JloroBopom:

(1) y pasi, sxmo [locradanbHUK HECIPOMOXHHMIA MOCTaBUTU Oyab-siKi a00 BCi TOBapH B
MeXax Iepioay, BU3HaueHOro B JloroBopi, a0o B Mexax OyIb-IKOTO HaJIaHOTO HOTo
MIPOIOBKEHHS;

(11) y pasi, sxmo [TocTavanbHUK HECTIPOMOXKHHUI BUKOHATH OY/Ib-sKE 1HIIIE 3000B'sI3aHHS
3a JloroBopom; abo

(i11) y pa3si, skmro IlocraganeHuk, Ha nymky [lokymisi, OyB 3aminranuii y Kopymiii abo
[IaxXpaicTBi, K 3a3HAYCHO B II. 5 HIDKYE B MPOIIECi KOHKYPEHIIIi 32 OTpuMaHHsS a0o
BUKOHaHHS JloroBopy.

(b) Axmo Ilokymens po3puBae Jloropip moBHicTIO abo yactkoBo, [lokymems Moxke, Ha
MPUAHATHUX yMOBaxX 1 B JOUUIBHUM CIOCIO, 3aKYNMUTH aHAJIOTIYHI HEIOMOCTaBJICHI
ToBapu, npuuomy I[Tocrauansauk Oyzae Hectn nepexa IlokymnieM BiAMOBiIANIBbHICTh 32 BCi
JIOJTAaTKOB1 BUTPATH, MOB’s13aH1 3 TAKUMH aHasoriuHuMu ToBapamu. OnHak [TocTauansHuk
MTOBHHEH MIPOIOBKYBaTH BUKOHAaHHS JloroBopy B Tiif ioro yactuHi, o He Oyia po3ipBaHa.

4.2 PozipBanns JloroBopy B CHIIy HEIIATOCTIPOMOYKHOCTI

(a) Ioxymenps Moxke B Oyab-sikuii yac posipBatu Jlorosip, HampaBuBmiM IlocTadanbHUKY
BI/IMOB1/THE TMCHMOBE MTOBIIOMJICHHSI, IKIIO [locTauansHUK cTae 6aHKPyTOM a0O0 B 1HIIHIA
CHoci0  OroJIOUIY€ThCS  HEIJIATOCIPOMOXKHUM. B mboMy BHUMAgKy po3ipBaHHS
3MIMCHIOETHCA 0e3 BUIIIaTH KoMreHcarllii [loctadanpbHUKY 32 YMOBH, 110 TaKe pO31pBaHHS
HE LIIKOJIUTH a00 HE BIUTUBAE Ha Oy/b-AKi MpaBa 1010 il a00 KOPUTYBaJIbHHUX 3aXO/IiB,
1o Oyyu uu Oy Iy Th 3rooM HaOyTi [Tokyrmiem.

4.3 PozipBanus [loroBopy B CHIIy TOLIIBHOCTI

(a) IMoxymers Moxke B Oyab-sIKM Yac MOBHICTIO a00 4acCTKOBO po3ipBatu JlOTOBIp B CHITY
JOLUTBEHOCTI, HaicnaBimy [locTauanbHUKY BIJIOBIIHE MUCEMOBE MOBIAOMIICHHS Y IOMY
MOBIIOMJICHHI TOBUHHO OyTH 3a3HAYEHO, 1110 TaKe PO3ipBaHHS 3IIMCHIOETHCS 3 MipKYBaHb
nouinbHOCTI uist [lokynipst, Bu3Ha4eHo o0cAr aHyJIbOBaHUX 3000B’s13aHb [locTayanpHuka
3a JIoroBOpoM, a TaKOXK JaTy BCTYITy B CHITY TAKOTO pO3ipBaHHSI.



(b) ToBapm, BxKe TOTOBiI J0 BIANPABICHHS MPOTATOM JABAIISTH BOCBMHU (28) &mHIB Ticis
onepxkanHs [locTauanbHUKOM IMOBIJOMIICHHS MPO pO3ipBaHHS, MOBUHHI OYTH MPUHHSATI
IMokymmem Ha ymoBax i1 3a miHamu [loroBopy. Ilo BimHomenHio no0 iHmux Toapi
[Tokyneup Moxe 3po0OUTH HACTYITHUIN BUOIP:

(1) BUMaratu BUTOTOBJICHHS 1 IOCTaBKU OyAb-AKOi IXHbOT YACTMHU Ha YMOBAX 1 3a I{IHAMU
JloroBopy; Ta /abo

(i1) BimmoBuTHCH Bix ToBapis.
5. LIAXPAHCTBO TA KOPYIIIIS

5.1 ¥ pasi, skmo [okymens BusiBuTH, mo IlocravansHuk Ta/abo Oyab-XTO 3 HOTO MpaliBHUKIB,
areHTiB, CyONiApsSIHUKIB, KOHCYJIbTAHTIB, Ha/laBayiB MOCIYT, MOCTAYaJbHUKIB Ta/ab0 HaiMaHUX
NpaliBHUKIB BIABAIKCH JI0 KOPYIIIHHNAX a00 MmaxpaichKuX i, a00 10 MPaKTHKH 3MOBH, IPUMYCY,
MEPENIKOKaHHS PO3CIIiyBaHHIO B MPOIIECI KOHKYPEHTHOTO BiAOOpy abo MpH BUKOHAHHI I[LOTO
HoroBopy, y upomy Bumaaky Ilokymens Moke npunuHUTH 3amydeHHs [locradanpHuka 3a
JloroBopom 1 nito JloroBopy, MMCbMOBO MOB1IOMUBIIH 1po 1ie [locTauanpHUKa HE Mi3HiIIe, HiX 32
14 nuiB no npunuHeHHs A1l Jlorosopy. I1pu 11boMy 1MosoKeHHs! MyHKTY 4 3aCTOCOBYIOTHCS TaK HIOM
MaJo Mmicie npunuHeHHs aii Jlorosopy BinmosigHo Ao mm.4.1.

5.2 Bin IlocTavanbHuKa BUMAraeTbesl JOTPUMAHHS BUMOT AHTUKOPYTLIHHOTO KepiBHULITBA baHKy
Ta MOT0 TIepeBaKalOYUX MOJIITHK Ta MPOIEAYP II0I0 CAHKITIN, BUKIaAeHUX B CaHKIIIITHUX TIpaBUIax
banky, six Bu3Haueno B Jlogatky 3 no Jlorosopy.

6. IEPEBIPKH TA AYJIUT

6.1 TlocrayanbHMK Ma€ BUKOHYBAaTH Bci BKa3ziBku [lOKymiis, sKi BiANOBIIAIOTh YUHHOMY
3aKOHOJIAaBCTBY MICIIsl TOCTa4YaHHsI TOBAPIB.

6.2 ITocrayansHuK A03BOJIsI€ BaHky 1/a60 ocobaMm, npu3HaueHuM baHkoMm, a Takok Mae 3a0e3MeUuTH
OTPUMAaHHS J103BOJTY BiJ cBOiX CyOmiApsIHUKIB Ta KOHCYJIBTAHTIB, IHCIIEKTYBaTH 1/a00 IPOBOIUTH
Ha BUMOry baHKy aynuT paxyHKiB, 3alUCiB Ta IHIIUX JOKYMEHTIB, III0 MalOTh BiJHOIICHHS [0
MO/TaHHS TEHACPHOI MPOIO3UIIii Ta BUKOoHaHHs J[oroBopy. 3BepTraeMo yBary [loctadanbpHuka, Horo
CyOmnigpsaaHuKiB Ta KOHCYJbTaHTIB Ha 1.5 IllaxpaiicTBo Ta KOpymuis, SIKHM, OKpiM IHIIOTO,
nepeadavaeThes, MO Ail, CIPSIMOBaHI Ha CyTTEBE 0OMEKEHHsI peaiizaiii baHkoM cBoro mpasa Ha
NPOBEICHHS TEPEeBIPOK Ta ayIuTy CTAHOBUTH 3a00pOHEHY NpPAKTUKYy, sKa TATHE 3a CO00I0
po3ipBaHHs JOroBopy 1/abo 3actocyBaHHsa baHkOM caHKIiH  (BKIIOYalOUd BHU3HAHHSA
[MocTauanpHUKa HEMPABOMOYHUM, alié HE OOMEXKYIOUHCH M) BIIMOBIAHO A0 CTaHAAPTHHX
nporenyp banky oo 3acTocyBaHHs CaHKITi.

7. TAPAHTIMHI 30B0B’I3AHHSI

7.1. ToBapu moBuHHI MatH rapaHTito [locTadanpHUKa HE MEHINE, HIX CTPOK, mepeadadyeHuid y
HNonatky Ne 2 «Texuiuni Bumoru». [locrauanpauk Hamae Ilokyrmiro rapaHTiiiHI JOKYMEHTH Ha
ToBapu pa3oM 3 paxXyHKOM JI0 CIIaTH Ta BUIATKOBOIO HAKIIATHOO.

7.2. IlpoTsirom rapaHTiiHOTO TIepiony yci nedekTr MatoTh OyTu BunpasieHi [loctauansaukom 0e3
)omHuX BUTpaT mis [Tokymis He mi3HimIe Hixk depe3 30 AHIB 3 JaTH OTPUMAHHS MTOBITOMJICHHS BiJT
[Toxynus.

8. OBCTABUHM HENNEPEBOPHOI CUJIA

8.1. CTopoHM 3BUIBHSAIOTHCS BiJl BIAMOBIJAIBHOCTI 32 HEBUKOHAHHS a00 HEHAJIC)KHE BUKOHAHHS
3000B's13aHb 32 MM J|0orOBOpOM y pa3i BHHUKHEHHS 0OCTaBUH HEMEpeOOPHOT CHITH, K1 HE ICHYBaIN
i yac ykinaaanss JloroBopy Ta BUHUKIIH 11032 Bosieto CTopiH (aBapis, KaracTpoda, CTUXIHHE JIUXO,
eIiIeMisl, eTi300Tis, BiifHa TOIIO).



8.2. CtopoHa, 110 HEe MOKE BUKOHYBATH 3000B’s13aHHS 32 UM J[0roBOpOM BHACIIOK JTii 00CTaBHH
HenepeOOpHOT CUTH, MOBUHHA HE Mi3HiIIe HiXK MPOTAToM 5 (I1’STH) JHIB 3 MOMEHTY X BUHUKHECHHS
NOBiTOMUTH TIpO Tie iHnTy CTOPOHY y MUCHMOBIi (hopmi.

8.3. Jloka3oM BUHHKHEHHS 00CTaBUH HEMepeOOPHOI CHIIM Ta CTPOKY iX Jii € BAMOBIIHI TOKYMEHTH,
SIKi BUJAIOTHCS YIIOBHOBAKCHUMH Ha 1€ 3aKOHAMHU Y KpaiHU OpraHaMu.

8.4. Y pa3i KoM CTPOK Aii 00CTaBUH HENEPeOOPHOT CHIIM MPOJOBKY€EThCS 01 Hi%K 30 (TpUILATD)
THIB, KokHa 13 CTOPIH B YCTAaHOBJICHOMY TIOPSIZIKY Ma€ TIPaBoO po3ipBaty 1ieit Jlorogip.

8.5. V pasi 3xilicHenHs [lokymniem nonepeaHboi oIlaTu Ta HEMOKJIMBOCTI MocTayaHHs ToBapiB
[locTauanbHUKOM dYepe3 HacTaHHS 00cTaBUH HemnepebopHoi cuiM, IlocrayanbHUK mOBEpTae
[Toxymiiro komTH mpoTsrom 3 (TpsOX) AHIB 3 IHA po3ipBaHHA JloroBopy.

9. BIAITOBIJAJIBHICTb CTOPIH

9.1 3a HeBUKOHAaHHS abo/Ta HEHaJe)KHE BUKOHAHHSA yMOB naHoro JloroBopy CTOpPOHH HECyTb
MaifHOBY BiJINIOBiTAIbHICTH 3TiTHO 3 JaHUM J[OTOBOPOM Ta JiFOUMM 3aKOHOJIABCTBOM Y KpaiHH.

9.2. 3a nmopymeHHs cTpokiB octaBku TosapiB Ilokynens Mae npaBo po3ipBaTH 10roBip 6€3 Oyib-
SKUX 3000Bs13aHb niepen [locTaganpHIKOM B pa3i HEBUKOHAHHA 1MOCTaBKH ToBapiB uepe3 21 neHb
BiJl KpailHbOro TepMiHy ©OCTaBKM ToBapiB, BkazaHomy B M. 2.1 wnporo Jlorosopy, micis
BIJITIOBiZTHOTO MIMCEMOBOTO TIOBiJOMIIeHHS [lokymiem.

9.3. 3a mopymeHHs CTPOKiB mocTaBku TomapiB 3a myHKToM 2.1 3 [locTadanbHHKa CTATYETHCS
HeycTolka y po3mipi 0,2% Bix BaptocTi ToBapiB, 11010 SIKUX AOMYLIEHO MPOCTPOUYCHHS, 32 KOKEH
KaJICHIApHUN JeHb NpocTpodyeHHs. Heycroiika, mo cTaryerbcd, He Mmae mnepeBunryBata 10%
BapTOCTI HEIOMOCTABIECHUX Y CTPOK ToBapiB.

9.4. Sxmo IlocrayanbHUK BUKOPHUCTOBYBATUME TIOCIYTH CYOIAPSAIHUKIB, TEPEBI3HUKIB,
EKCIEeIMTOPIB Ta 1HIIMX KOMIIAHIH, SKi 3aTy4aloThCs JUIsl CBOEYACHOTO Ta HAJIEKHOTO BUKOHAHHS
JoroBopy, Bcst BianmoBiganbpHICTh iepea [lokymiem 3a Oyab-sKi BTpaTH, 30UTKH a00 32 HEHAJIC)KHE
BUKOHaHHA J[oroBopy Hece [locravanbHuk.

10. BUPIIIEHHSA CIIOPIB

10.1. VYci cnopu, 0 BUHUKAIOTh BHACHIZOK a00 y 3B’s3Ky 3 nUM JloroBOpoM, BHPIIIYIOTHCS
IIUISIXOM TIeperoBopiB Mik CTOpOHaAMH.

10.2. Sxkmo CTOpoHM HE MOXYTh AIWTH A0 3rOAW, TO CHIp MiJUIAra€ BHUPIMIEHHIO y TOPSIKY,
nepe10adYeHOMY YHHHUM 3aKOHO/IABCTBOM Y KpaiHH.

11. CTPOK JIi JOIr'OBOPY

11.1. Ie#t Jorosip HaOyBa€e YMHHOCTI B JICHB MIAMKCAHHS Ta i€ 10 TOBHOTO BUKOHaHHS CTOpOHAMU

CBOIX 3000B’si3aHb, 30Kpema, B yacTuHi [locrauanHs ToBapiB — BIAMOBIAHO [0 TEPMIHIB,

Bu3HaYeHUX y CTarTi 2, B YaCTHHI PO3PaxXyHKIB — /IO TIOBHOTO iX BUKOHAHHS, aji¢ HE MI3HIMEe
2023 poky.

11.2. JloroBip ckj1aJieHO B 2-X MPUMIPHHUKAX, SIK1 MaIOTh OJHAKOBY IOPUIUYHY CHITY, TIO OJTHOMY JIJIs
K0xkHOT CTOpOHHU.

12. IHIIT YMOBHA

12.1 Yci 3MiHM Ta TOMOBHEHHA A0 LHOTO Jl0roBopy 31IHCHIOIOTHCS B MUCHMOBIH (POpMI HIIIXOM
YKJIQIeHHSI JOaTKOBUX yTOJI, IO € HEBiJl'€MHOIO YacTHHOIO [loroBopy.

12.2. Bci mnoBimomuieHHst Oynp-sikoi 13 Cropin 1mporo JloroBopy iHmiii CTOpoHI MOBUHHI
HaIPaBJISTUCH TOIITOIO, EJICKTPOHHOIO MOIITOI0 a00 akcoM 3a aapecamu, BKazaHuMH y JloroBopi.



12.3. Y Bumaaky 3MiHU ajipec, 0aHKiBCHKHX PEKBI3UTIB, KOHTAKTHHUX TEJIE(POHIB TOIIO, BKa3aHUX Y
HoroBopi, CTopoHH 3000B’s13yI0TbCs MOBIAOMIIATU Npo 1ie iHnry CTopoHy mpoTsaroM 3 (TpboX)
poOouuX JIHIB.

13. OPUIUYHI AAPECHU ta PEKBI3UTHU CTOPIH
MiHicTepcTBO OXOPOHHM 310POB’ ST YKpaiHu Anpeca:
PospaxyHkoBuHi1 paxyHOK

Anpeca:

ByJ. M. I'pymescekoro, 7,
M. Kuis, 01601

BbaHKiBCbK1 peKBI3UTH 3aMOBHHUKA:
Kox €/IPITOY 00012925

IBAN UAO07 820172 0343111 0101 00000
199

B JIKCVY m. KuiB
M®O 820172

14. IIEPEJIIK JTOJATKIB
Honmatok 1:  YMOBHM mocTayaHHS
Honatok 2:  TexHi4HI BUMOTH

Homarok 3:  IllaxpaiicTBO Ta KOPYIIIIis

3acBiguyemo, 1o 1iei Jlorosip mianucano Big iMmeHi CTOpiH BUIIEBKA3aHOIO JaTOO:

Bin Ioxkynus Bix ITocTavaabHuKA




1. Mera

Jonartok 3
a0 norosopy Ne RFQ-1.1.16/
B

IMAXPAMCTBO TA KOPYIIIIIA

1.1 AnTukopymniliiiHi HacTaHOBH baHKy Ta I1e JOTOBHEHHS 3aCTOCOBYIOTHCS IO 3aKYITiBENIbh B
pamkax omnepauiii banky 3 piHaHCYBaHHS IHBECTUIIITHUX MPOEKTIB.

2. Bumorn

2.1 bank Bumarae Bin Ilo3nuanbHUKIB (BKIIOYAIOUM OTPUMYBauiB (iHaHCYBaHHS BiJ baHKy);
YYaCHUKIB TOPriB (THUX, XTO TOJIaB 3asBKH/TIPOTO3UIlIi), KOHCYJbTAHTIB, MIAPSTHUKIB Ta
NOCTa4yalIbHUKIB, OyAb-SKHX CYOMiJIpsIHUKIB, CyOKOHCYJIbTaHTIB, HajaBadiB IMOCIYr abo
MOCTAYaJIbHUKIB; Oy Ib-IKMX areHTIB (3asABJICHUX YH Hi); Ta iX CIMIBPOOITHUKIB TOTPUMYBATUCH
HAMBHUIMX ETHMYHHMX CTAaHIApTIB IiJl Yac TMPOLECy 3aKyIliBelb, BiAOOpY Ta BHUKOHAHHS
KOHTPAKTIB, 10 (iHAHCYIOThCSI BaHKOM, Ta yTpUMYBaTHCh Bij MIaxXpaicTBa Ta KOPYIIIIii.

2.2 3 wiero Metoro baHk:

a. Bwusnawae, 114 11i1€# bOTO MYHKTY, HABEICHI HIDKYE TEPMIHU TAaKUM YHHOM:
“KopymnuiiiHi nii” — e NpONOHYBaHHS, HaJaHHS, OTPUMaHHSA a00 BHMaraHss,
MPSIMO YH OTIOCEPEIKOBAHO, Oy Ib-4OT0 I[IHHOTO 3 METOK HEHAJIS)KHOTO BILTMBY Ha
i1 1HIIOT CTOPOHHU;

1.

ii.

1il.

1v.

“maxpanchbki i — e 0yap-aKi 1ii a0o 6e31sIbHICT, BKIIOYA0Ud BUKPUBIICHHS
iHpopmanii, sKi HABMUCHO 200 HEHAaBMHCHO BBOJSTH B OMaHy a00 HamararoThCs
BBECTHM B OMaHy CTOPOHY MJisi OTpUMaHHS (iHAHCOBOI abo0 1HIIOI BUTOIU abo
YHUKHEHHS! BUKOHAaHHS 000B’SI3KiB;

“mi momo 3MOBH’ — II€ JIOMOBJICHOCTI MDK JBOMa a0o Oiimbllle CTOPOHAMH,
CHpSIMOBaHi Ha JOCATHCHHS HeHaHC)KHO'l. MECTH, BKIIIOYAKOYHU HeHaJIe)KHHfI BIIJIMB Ha
i 1HIIIOT CTOPOHH;

“mii momo MPUMYILTYBaHHS — 11€ HETATHMBHUM BILUTUB a00 3aBHAaHHS IIKOIHU, 200
MOTPO3M HETAaTHMBHO BIUIMHYTH YW 3aBJIATH IIKOJH, MPSMO UM OIOCEPEIKOBAHO,
Oyab-sikiii cTopoHi abo ii MalHy Ui 3A1MCHEHHS HEHAJEeKHOTO BIUIMBY Ha il
CTOPOHH,

“mepemrkopKatoyl mii” - e

(a)

(b)

HaBMHCHE 3HUIICHHS, (anbcudikaris, 3MiHa a00 MPUXOBYBAHHS BAKIUBUX
JUTSL pO3CITITyBaHHS JIOKa3iB a00 HAJaHHS HEMPaBAMBUX 3asB CIITINM 3
METOI0 CYTTEBO 3aBaJUTH PO3CIIIyBaHHIO baHKOM 3BUHYBa4yeHb B
KOpYNUiHHUX ab0 ImaxpaiChbKUX MisX, JiIX [oJ0 3MOBH abo
MPUMYIITYBaHHsI, Ta/ab0 TOTpo3u, JOMaraHHs ado 3aSIKyBaHHS Oyab-sIKOT
CTOPOHH 3 METOI0 HEJOMYIIECHHS PO3KPHUTTS HEHO BIJOMOCTEH, BaXKITUBUX
JUIS  TIPOBEACHHS  PO3CHiAyBaHHs, a00 MOJANBIIOrO MPOBEACHHS
po3sciigyBaHHA, a00

Iii, CIipsIMOBaH1 Ha CYTTEBE TEPEIIKOKaHHs pearizarii bankom mpaBa Ha
IHCTICKTYBaHHSI Ta ayIUT BIAMOBIIHO JI0 MMyHKTY 2.2 €. HIKYeE.

b. Bigxwisie mpono3uiiiro o0 IpUCYKEHHSI KOHTPaKTy, skio bankom Oyne 3’sicoBaHoO,
10 PEKOMEHOBAaHUH JJIsl YKJIaJaHHs KOHTPAKTy KOHCYJIbTaHT a0o HOro criBpoOITHUKH,
areHTH, CyOKOHCYJIbTaHTH, CYOTIAPSTHUKY, HaJaBavl MOCIYT, OCTAaYabHUKHN Ta/abo ix
CHIBPOOITHUKM TPSIMO YH OIOCEPENKOBAHO Opainy y4yacTb Yy KOpYHIiiHMX a6o



MIaXpaiChKUX TisiX, AisX II0J0 3MOBU a00 MPUMYIIyBaHHS a00 MEPENIKOHKAI0UNX HisX
IiJ] Yyac y4acTl y KOHKYpCI 1010 3a3HaY€HOT0 KOHTPAKTY;

Ha nonatoxk 1o 3aco0iB mpaBoBOTO 3aXHUCTy, BU3HAYCHHX Y BiIOBIHIN Yyro/i PO MO3UKY,
MO’KE€ BXKHMBATH BIJIOBIIHI 3aX0/1, BKJIIOYAIOUM OTOJIOUIEHHS PO MOPYLIEHHS MPOLEAYp
3aKymiBenb, Ko baHkoM Oyae BCTaHOBIIEHO, MO TperacTaBHUKK [lo3muanbHuKa abo
OyIb-sIKOTO 3 OTpUMYBauiB Oynb-sfikoi dacThHU KomTiB [lo3uku Opanu y4acth y
KOPYNIIHHNX a00 MIaxXpalChKUX MisX, AiAX IMIOJ0 3MOBH a00 NpUMYIIyBaHHS a0o
MEePENIKOKAIYMX JiAX MM Yac mMpolecy Bigdoopy abo BHKOHAHHS 3a3HAYEHOTO
KOHTpaKTy, 1 1o [lo3nyanbHuKOM He OYyJI0 BXKUTO CBOEYACHUX Ta HAJICKHUX 3aXO/IB, 110
€ 3aJ0OBITILHUMH Ha NyMKy baHKy, 3 MeTol0 pearyBaHHS Ha Taki Jii HAa MOMEHT iX
BUHUKHEHHS, BKIIIOYAIOYH BIICYTHICTh CBOEYACHOTO iH(pOpMyBaHHs baHky npo Taxi aii;
BianoBigHo 10 AHTUKOPYMIIHUX HACTaHOB baHKy Ta 3TiHO 3 MOIIMPEHOIO Ha IeH Yac
CaHKI[IIHOIO TIOJITHUKOIO Ta mpoueaypaMu baHky, Moke 3acTOCyBaTh CaHKIII 10 QipMu
a06o (dizuyHOi 0cOoOM Ha HEBHU3HAYCHHWH a00 BW3HAYECHWUU TEpioa dYacy, BKIIFOYAIOYH
nmyOJTiyHe OrOJIOUICHHS PO 1M030aBiIeHHs Takoi (ipmu abo ¢izndyHoi ocobu mpasa: (i) Ha
MIPUCYIKEHHS KOHTPAKTY, 0 GiHaHCyeThCcst baHkoM, a00 OTpUMaHHS BiJl HbOTO Oy Ib-5IKO1
¢inancoBoi 4u iHmoi Buroau'; (ii) Ha IpONOHyBaHHA®> B SKOCTI CyOMigpsaHHUKA,
KOHCYJIbTaHTa, BUPOOHHUKA, TIOCTavaIbHUKA a00 HajaBaya Mocayr iHmoi GipMu, sika Mae
MIPaBO Ha MPHUCYIKEHHS KOHTPakTy, 1m0 ¢iHaHcyerscss bankowm; Ta (iii) HA OTpUMAaHHSA
KOIIITIB B paMKax Oy/b-sAKOi O3uKH, HagaHoi bankoMm, a00 Ha Oy1b-Ky MOAAIBIIY Y4acTh
y MiAroToBLi a00 pearizalii mpoeKkTy, mo ¢iHaHcyeTbesi bankoM;

. Bumarae BKIIIOYEHHS 10 TEHIEPHOT JOKYMEHTAI1i/3alIuTOM 10 Ha/IaHHS [TPONO3MILIIN Ta 10
KOHTPAKTIB, 110 (PIHAHCYIOTHCS 332 PaxXyHOK MO3UKHM BaHKy, BUMOTH JI0 yYaCHHKIB (THX,
XTO TIOJA€ 3asiBKH/TPOIIO3HUINIT), KOHCYJIBTAHTIB, MIAPAIHUKIB Ta MOCTAYaIbHHUKIB, iX
CyOmipsiIHUKIB, CYOKOHCYJIbTAaHTIB, HaJgaBadiB MOCIYT, IIOCTadyalbHUKIB, areHTIB
nozsonuTH baHKy iHCIekTyBaTH® BCi paxyHKH, 3alMCH Ta iHIII JOKYMEHTH, IO
CTOCYIOTBCSL TIPOIIECY 3aKyIliBeb, BiTOOpY Ta/ab0 BUKOHAHHS KOHTPAKTY, a TaKOX
JI03BOJIMTH iX ayJUT NIpU3HaYeHUMHU baHkoM ayuTopamu.

! st yHUKHEHHS CyMHIBIB, 1036aBJIEHHS CTOPOHH, JI0 SIKOT 3aCTOCOBAHO CAHKIIil, IPaBa Ha IPUCYKEHHS KOHTPAKTY Mae
HOIINPIOBATUCh, 0e3 oOMexeHb, Ha (i) MOJAaHHS 3asBKM Ha NepeAkBanli(ikalilo, BHCIOBICHHS iHTepecy B HaJaHHI
KOHCYJIbTAL[IHHUX TOCJIYT Ta IOJAHHA 3asiBOK, IPSMO YM B SKOCTI IPOIOHOBAHOTO CyOIiJPsIHHUKA, NPOHNOHOBAHOTO
KOHCYJIBTaHTa, IPONOHOBAHOTO BHUPOOHHMKA a00 IOCTayaJbHMKAa a00 HOMIHOBAaHOIO HaJaBaya IOCIYI IOAO LOTO
KOHTPAaKTY, Ta (i1) BHECEHHS AOTIOBHEHB a00 3MiH, 10 COIPUYUHAIOTH CYTTEBY MOIHM(DIKAaLiI0 iICHYI0OUOTO KOHTPAKTY.

2 TIponoHoBaHMii CyONiIPAMHUK, NPONOHOBAHMI KOHCYIBTAHT, MPONOHOBAHMI BHUPOOHMK a0 MOCTAYaIbHHUX abo
IPOIIOHOBAHUH HagaBad MoCIyT (BUKOPHCTOBYIOTHCS Pi3HI Ha3BH B 3aJI€XKHOCTI BiJ] KOHKPETHOI TEHAEPHOI JOKYMEHTAIIi1)
e Toi, XTo OyB (i) BKIIOYEHHH KOHCYIBTAHTOM JI0 NepeIKBai(iKaIiifHOI 3asBKH Uepe3 crenu(iuHnil Ta HaJA3BUYAHHO
BOXJIMBHH JOCBIA Ta HOYy-Xay, IO 3a0e3MedyloTh BiIIOBIIHICTh yYacHHKA KBadiikamiifHUM BEMOTaM 3a KOHKPETHOIO
3as1BKOI0; 200 (ii) mpu3HadyeHuit [To3uyaabHUKOM.

3V upoMy KOHTEKCTI iHCIIEKIT HOCATH CHiguuii Xapakrep (ekcreprusa). BOHM BKIIOYAIOTH 3aXOIU i3 BCTAHOBJIEHHS
(akriB, 10 BKHUBaIOThcs bankoM abo ocobamu, npusHaueHMMH baHKOM, 1J1 pearyBaHHS Ha KOHKPETHI ITHTaHHS, 110
CTOCYIOTBCSI PO3CIIiIyBaHb/ay/IUTIB, SIK TO OLHKA MMPaBAMBOCTI 3BHHYBAuCHb y MOXIJIMBOMY IIaXpaiicTBi Ta KOpPYMLii,
[UISIXOM BUKOPUCTaHHS HAIGKHUX MeXaHi3MiB. Taka isIbHICTh BKIIIOYA€E, He 0OMEKYIOUHCh: JOCTYI Ta OTJisi (hiHAaHCOBOL
IOKyMeHTaii Ta inpopmarii Gpipmu abo Gpi3muHOT 0cO0H, 3HATTS KOIIiH Yy pa3i He0OXiTHOCTI; JOCTYII Ta OIS Oyab-IKUX
IHIINX JOKYMEHTIB, JaHHX Ta iHdopmamii (y manepoBomy abo eIeKTPOHHOMY BUIJISAL), [0 BBAXKAIOTHCS BAXIIMBUMH JUIS
PO3CIliTyBaHHs/ayANTY, Ta 3HATTS KOIIH y pa3i HeoOXiIHOCTI; OMUTYBAHHS CIIBPOOITHUKIB Ta IHIIMX BiIIOBIIHHUX OCi0;
3/icHeHHsI GI3MYHUX THCTICKIIiH Ta BUI3IB HA Miclle; OTPUMAaHHSI MiATBEP/DKEHB iHpOpMAIIil 3 60Ky TpeTiX ocil.



