Honarok 2

710 Tally3€BUX BUMOT 3 KiOep3axucry
00’€KTIB KPUTUYHOI 1H(YPACTPYKTYpH
CEKTOPY «OXOpPOHA 3JI0POB’sI»

(myHkT 8 po3aimy III)

Omnuc 3axoxis 3 kidep3axucry aias OKI/ OKII
III Ta IV kareropiii KpMTHYHOCTI

1. @yukuis «YopasmiHHs» (igeHtudikarop GV) cTocyeTbesl 3ampoBaKEHHS
KOHTPOJIFO 32 (PYHKI[IOHYBAaHHSM BCHOTO MUKy YIPaBJIiHHS PU3MKAMH, BU3HA4YCHHS
CTpareriii, MOMITUK, posiel Ta 000B’S3K1B, MPOBEACHHS MOHITOPUHTY IOAO YIPABIIHHS
pU3HKaMHU KiOepOe3eKu:

y Mexax kareropii «OpraHizauiiauii konteker» (inenrudikarop GV.OC):

BU3HAYAIOTHCA MIAPO3AUIM/IOCaTOBI O0COOM Ta IXHI NOTPeOM/OYiKYyBaHHS Bij
VOpaBJIiHHSA  pU3MKaMH  KiOepOe3reku  (Hampukian, OYiKyBaHHS — IIJBHIIICHHS
€(EeKTUBHOCTI KOHTPOJIIO Ta YIPABIIHHS MOCAI0BUX 0C10 cy0’€KTa, JOTPUMAHHS MPABUII
KiOepririeHu CriBpoOOITHUKAMU, ONTUMI3allisl CTPYKTYPHU Ta OIOJIKETY Cy0’ €KTa), a TAKOXK
30BHIIIHI 3alHTEPECOBaH1 CTOPOHM Ta iXH1 OYIKYBaHHS IIOJO PE3YJbTATIB YIpPaBIiHHSA
pusnkaMu KibepOe3neku, HampukiIad, OYIKyBaHHS KIIIEHTIB MIOAO JTOTPUMAaHHS
KOH(IICHIIIMHOCTI, O9iKyBaHHSI BiIMTOBITHOCTI 3aKOHOJJaBYMX YMOB JIOTOBIPHUM yMOBaM
(inentudikarop GV.0C-02);

BIJICTEXKYIOTHCSI 3MIHHM 3aKOHO/IABCTBA 1100 KiOep3axucTy Ta 3axHUCTy 1H(opmarlii
(HampuKJaa, MOAO 3aXMCTy MEPCOHATBHUX JaHUX, 3aXUCTy 1HQopMmalii B CUCTEMax,
XMapHHUX OOYMCIICHb, IMIIJIEMeHTaIlii HopM akTiB 3akoHonaBcTBa €C ta HATO y cdepi
KibepOe3neKkn) Ta AOTPUMaHHS NapTHEpaMH JOTOBIPHUX BUMOT, BU3HAYAETHCS CTPATEris
YOpaBJIiHHS pU3MKaMU KiOepOe3MeKu, y3TOMKY€EThCsS 3 MPaBOBUMH, HOPMAaTUBHUMH Ta
JIOTOBIpHUMH BUMOTaMU Ta ix 3miHamu (igentudikarop GV.0C-03);

y Mexax kareropii «CtTpareris ympaBiiHHA pU3UKAMHU  KiOepOe3meKu »
(inentudikarop GV.RM):

JISUIBHICTH 3 YIOPABIIHHA pHU3MKaMH KiOepOe3nmeku Ta JOCSATHEHHS 1 I[uIel
00’€IHYEThCS 3 IHIIMMU pHU3UKAMH (HampuKiIad, (IiHAHCOBUMHM, ONEpALIMHUMU,
PEryIATOPHUMH, PENyTalIiHUMU, OE€3MEKOBUMHU), MEHEIPKEPH 3 YIPABIIHHSA PU3UKAMHU
KibepOe3nekn 3aldy4daroThCsi A0 I[UJIAaHYBAaHHS YOPABIIHHS pU3UKaMU  CyO’€KTa.
BceranoBmooThCsl KpuTepii s mepeaadl pu3MKIB KiOepOe3neku Ha OUIbIl BUCOKHH
piBEHb yNpaBJiHHA pu3nkamu cyo’ekra (inenrudikarop GV.RM-03);

y Mexax kareropii «Posi, 000B’s13ku Ta moBHOBakeHHs» (1neHtudikarop GV.RR ):

3a0e3meuyeThCsl KOMYHIKalllsl, pO3yMIHHS Ta AOTPUMAHHS POJEl 1 MOBHOBAKEHb
IOA0 YIPABIIHHS PU3MKAMU, BU3HAYAIOTHCSA Yy MOJITHUI Ta 3aTBEPKYIOTHCA pOJIi Ta
O0OB’SI3KM 3 VIPABIIHHSI pU3MKaMU KiOepOe3neKn, BKIIOYAETHCS JO TMOCaTOBUX
000B’SI3KIB Ta JOBOAUTHCA J0 BijjoMa CIIBPOOITHUKIB OOOB’SI3KOBICTH BUKOHAHHS BUMOT
3 kibepOe3neku. 3aTBepIKYIOThCS TTOKA3HUKHU MPOJYKTUBHOCTI JJIs CITIBPOOITHUKIB, SK1
BUKOHYIOTb OOOB’S3KM 3 YIOpaBIIHHS pU3MKaMHu KiOepOe3neku, MPOBOAUTHCS
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NEPIOUIHIA aHalli3 MPONXYKTUBHOCTI IS ii MOKpAIIEeHHs, BU3HAYAIOTHCS OOOB’S3KH 3
KibepOe3nekn B Mexax orepaiiii, (yHKIIH yrnpaBliHHS pU3UKaMH KiOepOe3Ieku Ta
¢byHKU1A BHYTpimHbOrO ayauty (inentudikarop GV.RR-02);

BHU3HAYAIOTHCA HEOOXIIH1 pecypcHu BIAIMOBIAHO O CTPATErii yIpaBiIiHHS PU3HKAMU
kiOepOe3neku, posel, BIANOBLAANBHOCTI Ta MOJITUK, 3a0€3MeyyloThCsl NEepioguyHI
MEePEBIPKH 1100 HAIBHOCT1 HEOOXITHUX MTOBHOBAXKEHD 1 PO3MOALTY pecypciB (JIFOChKUX,
TEXHIYHHUX), 10 BIAMOBIAAIOTh 3aX0/laM MPOTHIT pu3uKy Kidepoesneku (ineHTudikarop
GV.RR-03);

y Mexax kareropii «llomitukay (inentudikarop GV.PO):

CTBOPIOETHCS, 3aTBEP/KYETHCS Ta MOMIMPIOETHCS TIOJIITUKA YIPABIIHHS PU3UKAMU
KibepOe3neku, sika € 3pO3yMUIOI0 Ta BpPAaxoBY€ I, OUIKYBaHHS Ta CHPSIMYBAaHHS
KEpIBHUITBA Cy0’€KTa, MPOBOAUTHCS MEPIOAUYHUNA MEPErIsi MOMITUKU Ta JOMOMBKHHX
nocyr (cepBiciB) kibepOe3neku AIs X Y3TOIKEHHS 3 [IUISIMU Ta IPIOPUTETaMHU CTpaTerii
YOpaBJIiHHS PU3HKaMU KibepOe3nekn, a TaKoX 3 KePIBHUIITBOM IOJIITUKH KibepOe3neku
Ha BUCOKOMY piBHI. JIOBOAATHCSA MOJIOKEHHS MOJITHKH 10 BIAOMa BCIX CIIBPOOITHHKIB
i 9ac MepIIoro nNpuiioMy Ha poOOTY, MIOPIYHO Ta Y pa3i BHECEHHS OHOBIIEHb /10 HEl
(imentudikarop GV.PO-01);

y MeXax Kareropii «YmpaBiaiHHS pU3MKaMU JIaHIIOTa TocTavyaHHs» (ieHTUudIiKarop
GV.SC):

BHU3HAYAIOTHCSA BUMOTH O€3MEKH [ MOCTa4albHUKIB, MPOAYKTIB 1 MOCIYT (30Kpema,
IIOI0 TECTYBAHHSI Ta JIOBEAEHHS O€3MeKH MPOAYKTIB 1 MOCIYI, IO MOCTa4aroThCs,
MPOTATOM 1X BCHOTO JKUTTEBOTO IMKIY) BIANOBIIHO JO PIBHA KPUTHYHOCTI Ta
MOTEHI[IHHOTrO BILJIMBY KOMIIPOMETAIlll MPOAYKTIB Ta MOCIYT, sIKI HUMH MOCTA4al0ThCs.
BxirogatoTbest 10 1OroBOpY BCl BUMOTH J0 KibepOe3meku Ta JIaHIFora MocTadyaHHs,
000B’S3KOBI JIJII BUKOHAHHS TPETIMH CTOPOHAMH, a TAKOXK BCTAHOBJIIOIOTHCS MEXaHI3MHU
MEPeBipKM JTOTPUMAHHS [UX BUMOT, BH3HAYAIOTHCS IMPABHJIA Ta IMPOTOKOIM OOMIHY
iHdopMaIliero M cy0’€KTOM, MOCTadYallbHUKOM Ta cyOminpsanuukoM. [lepenbavyaetnces,
[0 YIPaBIiHHS PU3UKAMU Ki0epOe3MeKH 11010 BKIIOYEHHS BUMOT 3 0€3MEeKH B JOTOBIp
0a3yeThCsl HA KPUTUYHOCTI MOTEHIIIMHUX HACIIKIB Y BUITAIKY KOMITPOMETAI[li TOCTaBOK,
BU3HAYAOTHCS BUMOTH J10 0€3IEKH B IOTOBOpax IMPo piBeHb o0cayroByBaHHs (SLA) mis
MOHITOPUHTY TOCTa4yaJlbHUKIB Ha MpEeIMeT MNPUHUHATHOI NPOJYKTHUBHOCTI O€3MeKu
IPOTATOM YCHOTO JKUTTEBOTO IMKIY BIIHOCHH 3 MOCTa4allbHUKaMH (y KOHTpPAKTax Bif
MOCTayaJbHUKIB BUMAra€ThCs: pO3KpUBATU (PyHKII], (YHKI[IOHATBHI MOXJIMBOCTI Ta
BPa3JIMBOCTI iXHIX MPOIYKTIB 1 HOCIYT MPOTATOM YChOTO TEPMIHY CIY>KOU MPOAYKTY abo
TEpMIHY OOCIYroBYBaHHS, HaJaBaTd Ta MIATPUMYBATU aKTyaJdbHUH 1HBEHTAp
KOMIIOHEHTIB JUIS KPUTUYHHX TIPOAYKTIB, 30KpeMa, Iepeiik mporpamHoro abo
amaparHoro 3a0e3rnedeHHs). Y MekaxX 3aXHCTy BiJl BHYTPIIIHIX 3arpo3 MepeBIpSIOTHCS
CHIBpOOITHUKH, Y KOHTPAKTaX Ta IHIIMX JOTOBOpPax BKa3ylOThCA IpaBa Ta 0OOB’A3KU
Cy0’€KTa, TOCTA4aJbHUKIB Ta JIAHIIOTIB MOCTa4aHHS MO0 MHOTEHIIMHUX PHUBHUKIB
kibepoOesneku (inentudikarop GV.SC-05);
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2.  O@ynkuis «lpentudikamis» (inentudikarop 1D) 3a0e3neuye OLIHKY peaTbHUX 1
MOTCHIIHHNUX PU3HKIB Ki0epOe3MmeKu JyIsl 3armo0iraHHs Ta HerTpasizairii kibep3arpos:

y MexXax Kareropii «YmpasiiHHs aktuBamu» (iaentudikarop ID.AM):

MPOBOAUTHCA IHBEHTapu3allisd Ul BCiX TUIMIB OOJaAHAHHS CYO’ €KTa, BKIIIOUAIOUU
MPUCTPOT, [0 B3aEMOAIIOTH MIXK COOOI0 3a IOMTOMOTOI0 MEPEX1 3B’ A3KY, 3alIPOBAIKYETHCS
MOCTIMHUN MOHITOPHHT CY0’€KTa KiOEp3axuCTy JUIS BUSBJICHHS HOBOTO OOJIaHAHHS Ta
aBTOMAaTHYHA PEECTpaIlis MPoBeAeHUX OHOBJICHD (ineHTHdiKaTop ID.AM-01);

MIPOBOJIUTHCS IHBEHTApHU3AIlisd AJIsl BCIX TUIIIB MPOTrPaMHOT0 3a0e3eUeHHs, MOCIYT 1
CUCTEM, SKUMHU Kepye CyO’€KT, iIeHTU(]IKYEThCS Ta JOKYMEHTYETHCS IPOrpamMHe
3a0e3neueHHs Ta MOCIYTH, Y TOMY YKCII 3 BIAKPUTHUM BUXIIHUM KOJIOM, KOPHCTYBAIlbK1
nporpamu, ciyx6u API Ta xMapHi nmociyru, 3anpoBaKyeThCsl MOCTIMHUI MOHITOPUHT
BCIX I1aropmM, BKIIIOYAIOYHU BIPTYyalibH1 MAIlIMHU, HA MIPEIMET HAsIBHOCT1 OHOBJIEHb JJIs
Hux (ineHtudikarop 1ID.AM-02);

3a0e3MmevuyeThcsl MATPUMKA BUKOPUCTAHHS ABTOPU30BAHUX MEPEKEBUX 3’ €IHAHb,
0a30BUX JIIH1H 3B’ 513Ky Ta MOTOKIB IaHUX Y IPOTOBUX Ta 0€3pOTOBUX Mepexkax cyd’ €KTa,
MPOBOJIUTHCS 1HBEHTApHU3allisd €JIEKTPOHHUX KOMYHIKALIH, K1 iX BUKOPUCTOBYIOTb, MIXK
Cy0’€KTOM Ta 30BHIIIHIMH  CTOPOHAMH, PpO3POOJIOETHCS  CTPYKTYpHa  CXema
iH(OopMaIIHHIX TIOTOKIB, sKa BimoOpakae 1HOPACTPYKTYPY B3a€MOii MiK OCHOBHUMH
KOMITOHEHTaMU. Y JOKYMEHTallll, 3 MPUB’A3KOK O KOXKHOTO MOPTY MEPEX1, IPOTOKOIY
Ta CIyXOM BHU3HAYAETHCS, 110 BOHU TUIIOBO BHUKOPHUCTOBYIOTHCSI ISl aBTOPHU30BAHHX
cucreM (ineHtudikarop ID.AM-03);

3a0€3MeuyeThCs TEepIOAUYHE MPOBEACHHS IHBEHTApU3aIlli MOCIYT, M0 HAJAIThCS
nocTayajibHUKaMU TOBApiB/poOIT, IAEHTU(IKYIOTbCS Ta JOKYMEHTYIOThCS BC1 IOCIYTH, Y
TOMY YHCIII MOCIYru xmapHux ceppiciB laaS, PaaS SaaS, ta iHm 30BHIIIHI CIIyXOH
nonarkiB. OHOBIIOIOTHCS IHBEHTApPHU3AIliiHI JaH1 NMPU BUKOPUCTAHHI HOBOI 30BHIIIHBOI
CILy>k01 a00 mocyTu, o0 3a0€3MeUUTH aJIeKBaTHUNA MOHITOPUHT YIPABIIIHHS pU3UKaAMU
kibepoOesneku (inentudikarop ID.AM-04);

BCTAHOBJIIOIOTbCA KpHUTEpli MPIOPUTETIB Ta MPOBOAUTHCS PO3IMOALUT aKTUBIB 3a
NPIOPUTETHICTIO, BPAXOBYIOUM iX Kiacu(ikalilo, KpPUTHUYHICTb, PECypCH, BIUIUB Ha
Cy0’€KTa, 3aCTOCOBYIOTbCA KpHUTEpii MJii KOKHOTO aKTHBY Ta MEpersiaaloThCs
nepioguyHo abo y pa3i 3HauHUX 3MiH cy0’ekTa (inentudikarop ID.AM-05);

3a0e3neuyeTbcsl  YOpaBiIiHHA  CHUCTEMaMH, amapaTHUM Ta  OPOrPaMHUM
3a0e3MeyeHHsIM, MOCAyraMd Ta JaHUMHU MPOTSIrOM YChOIO iX JKUTTEBOTO ILIMKITY.
BusiBnsieTbcsi HenmeraiibHe BUKOPUCTaHHS 1H(GOpPMAIifHUX TEXHOJOTIH, HAJIMIIKOBUX
CUCTEM, alapaTHOro 3a0e3MeYeHHs,, MPOrpaMHOrO 3a0€3MEUEeHHS Ta MOCIYT, SKI
30UIBIIYIOTh MTOBEPXHIO aTaku Cy0’€KTa, HAJAIITOBYIOTHCSA Ta 3aXUIIAIOTHCS CHUCTEMH,
arnaparHe 3a0e31neyeHHs, MPOrpaMH e 3a0e3MeYeHHs Ta MOCIYTH NIepe 1 X BUKOPUCTAHHSM,
OHOBIIIOIOTBCS  JIaH1 IHBEHTapH3alil MO0 CHCTEM, alapaTHOro 3a0e3MneyeHHs,
MPOTrpaMHOro 3a0e3MeUeHHs] Ta MOCHYT NpH iX MepeMillleHH1 a0o mepenadi B Mexax
cy0’exTa. 3abe3neuyeThess O€3MeuHe 3HUINCHHS 30epexeHUuX JaHUX BiAMOBITHO 10
MOJIITUKKA 30€pEKEHHsSI JTaHUX Cy0’€KTa, BHUKOPHUCTOBYIOUM IEPEI0AUCHU METO.
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3HMILEHHS, OE€3MEeYHO OUMINYIOThCS CXOBHUINA JaHMX, KOJM amaparHe 3al0e3rnedeHHs
BUBOJIMTHCS 3 €KCIUTyaTallii, CIIUCYETHCS, 3aMIHIOETHCS 200 BINMPABIIAE€THCS HA PEMOHT YU
3aMiHy, BU3HAYalOThCSl METOJIM 3HUIICHHS Harnepy, HOCIiB 30epiranHs Ta IHIMKUX GI3UYHUX
dbopm 30epiranns ganux (inentudikarop ID.AM-08);

y Mexax kareropii «O1iHka pu3ukiB kioepoesnekn» (inentudikarop ID.RA):

3aMpOBA/KYETHCSI BUKOPHCTAHHS TEXHOJOTIl YIPABIIHHS BPA3JIUBOCTIMH IS
BUSBJICHHS HE HAJAIITOBAHOTO Ta HEMPaBUJIBHO HAJAIITOBAHOTO MPOTPAMHOTO
3a0e3neyeHHs, MPOBOIUTHCA OI[IHIOBAHHS apXITEKTYpU MEPEXi Ta CUCTEMH Ha IpeIMeT
cIabKuX MICIlb y MPOEKTYBaHHI Ta IIiI 4Yac BIPOBAPKCHHS, SKI BIUIMBAIOTH HA
ki0epOe3neky. [lepernsinaeTbes, aHaNI3yeThCsl a00 TECTYEThCSI MpOrpaMHe 3a0e3eUeHHS,
po3polbieHe cy0’€KTOM, 1100 BUSIBUTH BPa3IMBOCTI B MPOEKTYBAaHHI, KOAYBaHHI Ta
HaJaIITyBaHHSIX 3a 3aMOBUYBAHHSIM, OI[IHIOIOTBCS OO0’ €KTH, M0 MICTATh KPUTHUYHI
O0YMCITIOBAJIbHI aKTHBH, HAa MpeAMET (PI3UYHUX BPA3IUBOCTEH Ta MHUTaHb CTIAKOCTI.
[TpoBOMUTHCS MOHITOPUHT JDKEpEN PO3BIAKK KiOep3arpo3 sl oTpuMaHHs iH(opmarrii
PO HOBI1 BPa3JMBOCTI B MPOAYKTAX 1 MOCIyrax, NepenisIaloThCs MPOLECH Ta MPOUEAypHU
Ha IIpeIMET CIa0KUX MICllb, K1 MOXKYTb OyTH BUKOPUCTaH1 JIsl BIUTUBY Ha Ki0epOe3neky
(inentudikarop ID.RA-01);

3a0e3meuyeTbcsi OTpUMaHHS iH(oOpMallii mpo Kibep3arpo3ud Ta Bpas3IMBOCTI 3
matgpopMu oOMIHY 1HQOpMaIlli€er0 Mpo KiOepiHUUIEHTH, Kideparaku, kibep3arposu, 3
peno3utopito  iHpopMmalii Opo  KIOEpIHUUAEHTH, IHIMX OQIUIMHUX IKEepell.
HanamToBytoThCsi 1HCTPYMEHTH Ta TEXHOJOrl KiOepOe3neku 3 MOXKJIUBOCTIMU
BUSIBJICHHS 200 pearyBaHHA I 0€3MeYHOr0 HaJaHHs Ta OTPUMaHHS 3BOPOTHOTO 3B’ SI3KY
npo kibep3arpo3u. OTpUMYIOThCS KOHCYABbTAIlll BiJ] aBTOPUTETHUX TPETIX CTOPIH IO/I0
MOTOYHUX CYO'€KTIB 3arpo3 Ta iXHbOI TaKTUKH, METOAIB 1 mnpoueayp. IIpoBoautbcs
MOHITOPHUHT JpKepena iHdopmallii mpo kidep3arpo3u Ajsl OTpUMaHHs iH(opMarlii mpo
TUIIA BPA3JIUBOCTEN, K1 MOXKYTh MaTH HOBITH1 TexHouorii (1aentudikarop ID.RA-02);

BU3HAYAIOTHCA Ta JOKYMEHTYIOThCS BHYTpIIIHI Ta 30BHINIHI KiOep3arposu,
BUKOPUCTOBYETbCA KiOEppO3BiAKA JJs MIATPUMKH OOI3HAHOCTI MPO TUIU 3arpo3JIMBUX
aKTOpIB, SIKI MOKYThb HAIIUTIOBATUCSA Ha CYO’€KT, Ta iX TAKTHKY, METOAM 1 MPOIEIYpH.
BukoHyeTbCs MONIYK 3arpo3 /1Jis BUSBICHHS O3HAK 3arpO3JMBUX aKTOPIB Y CEPEdOBHIIII,
peanizyloThCsl IpoLecu JUIsl 11eHTU]IKaIlli BHYTPILIHIX Cy0’ €KTIB 3arpo3 (11eHTU(iKaTop
ID.RA-03);

BU3HAYAIOTHCS 3aXO0/IM pearyBaHHs Ha pU3MKHU K10epOe3eKkHu Ta BCTAHOBIIOETHCA 1X
MPIOPUTETHICTh, 3a0€3MeUyeThcs 1X BIACHIAKOBYBAHHS Ta KOMYHIKAI[IIO IIOA0 HUX.
3acTOCOBYIOTHCS KPUTEPIT MIIaHy YIPABIIHHS BPA3IUBOCTAMU ISl IPUWHSTTSA, TIepeadi,
NOM SIKIIIEHHSI 200 YHUKHEHHS pU3HMKYy KibepOe3meku, abo BUOOpPY KOMIIEHCALIHUX
3aXOiB JIJISl TIOM’ SIKITICHHST PU3HKY, IPOBOAUTHLCS BIACTEKEHHS YOCKOHATICHHS TIPOIECiB
pearyBaHHsI Ha PU3MKU KiOepOe3neku (Hampukiaj, 3a 3aTBEpKEHHUM I1JIAHOM, SIKUI
MICTUTh OCHOBHI €Talld pearyBaHHS Ha PU3UKU, 3a0€3MEUYEThCS BEICHHS PEECTPY
PHU3UKIB, HAAAETHCS JETaJbHUI 3BIT PO pearyBaHHs). BUKOPUCTOBYIOThCS pe3yibTaTu
OIL[IHKYA PHU3UKIB KiOEepOE3MeKu Ui MPUUHATTS PIIMICHHS MPO pearyBaHHsS Ha PHU3HK 1
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BUKOHAHHS BIAMOBIIHUX Ali, y IPIOPUTETHOMY MOPAIKY 1H(POPMYIOTHCS 3alHTEpECOBaH1
CTOPOHH TIPO 3aIljIJaHOBaHI 3aXOIM pearyBaHHs Ha pU3WK KidepOesneku (igeHTudikarop
ID.RA-06);

BU3HAYAIOTHCSA MPOIECH OTPUMAaHHS, aHalli3y Ta pearyBaHHs Ha OMYyOJIKOBaHi
MOBIJIOMJICHHSI TIPO BUSIBIICH1 BPa3JIMBOCTI, 3AIHCHIOETHCA OOMIH i1H(OpMaIi€ro Tpo
BPa3JIMBOCTI MK Cy0’€KTOM, MOCTadyaIbHUKAMHU BiAMOBIIHO 1O MPaBWJI 1 MPOTOKOIIB,
BU3HAYEHUX y KOHTPAKTax. 3ampoBaKYyIOThCsI 000B’SI3KH IIOI0 MEePEBIPKH BUKOHAHHS
npouenyp oOpoOKW, aHai3y BIUIMBY Ta pearyBaHHs Ha 3arpo3u KidepoOesmerri,
ypa3auBOCTI a00  PO3KPHUTTS  KIOEPIHIUIACHTIB IMOCTaYaJIbHUKAMH, KIIIEHTaMH,
naprtHepamMu Ta AamiHicTpaiiero Jlepkcnen3B’a3Ky, IHIIMMHU  YIIOBHOBaXEHUMU
Jep’KaBHUMHU opraHizaiisiMu 3 kioepoesneku (ineHtudikarop ID.RA-08);

y Mexax kareropii «Ymockonanenus» (inentudikarop ID.IM):

BU3HAYAIOTHCS  HANPSMH  YIOCKOHAJIGHHS 3a pe3yJabTaraMd  IPOBEIESHOTO
OILIIHIOBAHHS CTaHy KiOep3axXHuCTy, TPOBOIUTHCS CaMOOIIIHKA KPUTHUYHO BAXKJIMBUX CITYKO,
BPaxOBYIOUM TIIOTOYHI1 3arpo3d Ta BIIOMI TEXHIKM, TaKTHKH Ta MPOLEIYpPH .
3abe3reuyeThbcsi 30BHIMIHE OIIHIOBAHHS/HE3ANCKHUN aynuT e(peKTUBHOCTI Mporpamu
kiOepOe3nekn cy0’ekTa, 3a pe3yiabTaTaMH LHUX 3aXO[IB BHM3HAualThcs cdepu, sKi
NOTPeOyIOTh TTOKPAICHHSI, 3IHCHIOETHCSA  OI[IHIOBAaHHS  BIAMOBIIHOCTI Cy0’€KTa
BCTAHOBJICHUM IS HBOTO/OOpaHMX HHUM BUMOI 3 KIOepOe3NmeKu 3a JOMOMOTOI0
aBToMaru3oBaHuXx 3aco0iB (ineHtudikarop ID.IM-01);

PO3POOISIETHCS,  3aTBEPIKYETHCS, JOBOIUTHCS 7O BigoMa CIIBpOOITHUKIB,
NepersAacThCs Ta YIOCKOHATIOETHCS MJIaH pearyBaHHs Ha KIOEpIHIUIEHTH, KiDepaTakH,
kibep3arpo3u BinoBinHO a0 HarioHanpHOrO MJIaHy pearyBaHHA Ha KIOEpIHIUIEHTH,
kiOeparaku Ta kidep3arposu, 3aTrBepKeHoro nocranoporo Kadinery MinicTpiB Ykpainu
Binm 26 mucromaga 2025 poky Ne 1533, BHyTpimIHI TOJITHKH KiOepOe3mekw, IUIaH
Kkibep3axucTy Ta IHIII pErIaMEHTYI0Ul JOKyMeHTH. Po3polnserbcss mnnaH Jid y
HaJ3BUYANHUX CUTYAIISX JJIs pearyBaHHS Ta BIAHOBIICHHS ITICIS HECIPHUATIUBUX MO,
Kl MOXYTh NEPEHIKOMKATH AISIIHOCT1 (HANPUKIAJ: BHUKPUBAaTH KOH(DIACHLIHHY
iHpopMallito abo IHIIUM YUHOM 3arpoKyBaTH Micli Ta (DyHKIIIOHYBaHHIO CY0’€KTa),
3aMOBHIOETHCS 1H(GOPMAITis MO0 KOHTAKTHUX 0C10 Ta KOMYHIKAIIHHUX CXEM, MPOIIECiB
0o0poOKHM 3arajJbHUX CI[€HapiiB, a TaKOXK KPUTEPIiB JJs BU3HAUECHHS MPIOPUTETIB,
eckajanli Ta MIABUIICHHS PIBHA IIOAO YCIX IUIAHIB NI y HAJA3BUYAHHUX CUTYalIiX.
CTBOPIOETHCS TIJIaH YIPABJIIHHS BPA3JIMBOCTSMHU JJISI BU3HAYEHHS Ta OIIHIOBAHHS BCIiX
TUIIB BPA3JIMBOCTCH JJIs iX NpiopuUTH3aIlii, TECTYBaHHS Ta BHECCHHS JO IUIaHY
pearyBaHHsl Ha PU3MKU KiOepOe3NeKu, MIaH Ki0ep3axucTy 3 ypaxyBaHHSM YIPaBIIiHHS
pusnkaMu kibepOe3neku (BKIIOYaOuM BHECEH1 J0 HUX 3MiHU), iH(OpMaIlisd 3a3HaYE€HUX
IUIaHIB JOBOIMTHCS O BIIOMA BIAMOBIZAJBLHMX 3a IX BHKOHAHHSA IOCAJIOBHUX OCIO Ta
3aIHTEPECOBAHUX CTOPIH. 3aTBEPIKYEThCS, IIOPOKY MEperIsigaeThcsl Ta, 3a MOTpedH,
OHOBIIIOETHCS TJ1aH Kibep3axucty (inentudikarop 1D.IM-04);

3. @yukuis «3abe3nedeHHs 3axucty» (igeHtudikarop PR) 3abesneuye
PO3pO0IIEHHS Ta BIPOBAKEHHS METO/IiB, 3aCO01B, TPOIIENYP KiOep3axucTy, CHPIMOBAHUX
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Ha MIATPUMKY CTajJoro Ta HaAIMHOrO (QYHKIIOHYBaHHA OO’ €KTIB KiOEp3axuCTy,
VAOCKOHAJICHHSI CHUCTEM pearyBaHHS Ha KiOepiHIMIEHTH, Kibeparaku, KiOep3arpo3u 3
ypaxyBaHHSAM HEOOX1AHOCTI 3a0e31eueHHs TPOMOPIIMHOCTI MOKIUBOCTEH TAKUX CHCTEM
peajJbHUM 1 MOTEHIIMHUM pU3UKaM KiOepOe3meKH.

y Mexax Kareropii «YmpaBiiHHS 11eHTU(IKAIIEl0, aBTEeHTU(IKAIlls Ta KOHTPOIb
nocrymy» (ineatudikarop PR.AA):

3a0e3meuyeThCsl KepyBaHHS OOJIIKOBUMHM JTAHUMU JIJIS1 aBTOPU30BAHUX KOPHCTYBAUiB,
ciy’k0 1 amapaTHOro 3a0e3ledYeHHs, BIICTEXKYIOThCS Ta MEePerIsaloTbcsa 3alluTH Ha
OTpUMaHHS a00 Ha PO3MMPEHHS ICHYIOUUX TMpaB JOCTYNYy Ui CIIBPOOITHHKIB,
MIJIPSAIHUKIB Ta IHIIUX OCI0, HAIA€ThCS JO3BLI 3a MOTPEOM Ta 3a IMOTOMKCHHSM 3
BJIACHUKAMU CUCTeMH a0o0 JaHuX. BuaaroTbes, YHOpaBIsIOTECA Ta BIIKIMKAIOTHCA
Kpunrtorpadgiudi ceprudikatd Ta ineHTUdiKaiiHi TOKeHU, KpunrorpadiyHi K4l Ta
"I 00MIKOBI JaHi, OOMPAETHCS YHIKAILHUM 1IEHTUIKATOP IS KOKHOTO MPHUCTPOIO,
3abe3neuyeTbes (i3MyHE MapKyBaHHS aBTOPHU30BAHOTO OOJIaTHAHHS 1MEHTH(IKATOPOM
JUTS 1IIeH iHBeHTapu3allii Ta oocinyroByBanHs (ineHtudikarop PR.AA-01);

3a0e3neuyeTbcsi  aBTEHTU(IKAIlsl  KOpUCTYBadiB, CIOyKO Ta  amapaTHOTO
3a0e3nedeHHs, ypoBaKYEThCS Ta BUKOPUCTOBYEThCS OararoakTopHa aBTeHTUdIKaIL s,
00OMEXyeThCs MiHIMaJIbHA JOoBXKHHA TapoiiiB, PIN-koxiB 1 mogiOHUX aBTeHTU(IKATOPIB,
MPOBOAUTHCS NEPIOIUYHA MOBTOPHA aBTEHTU (KAl KOPUCTYBAYIB, CIYKO 1 ariapaTHOro
3a0e3neueHHs Ha OCHOBI PU3HKY KiOepOe3rneku (Hampukiaa, B apXiTeKTypax HYIbOBOT
noBipH). 3a0e3meuyeThCsl JOCTYN YIOBHOBAKEHUX CIIBPOOITHUKIB 10 OOJIIKOBUX JaHUX
i 4ac HaA3Bu4aiiHux cutyaiiil (inentudikarop PR.AA-03);

3MIACHIOETHCA YIPABIIHHS Ta MOHITOPUHT (PI3UYHOTO JAOCTYIY [0 aKTHUBIB
BIINOBITHO JO PHU3UKY KiOepOe3neku, 3aayyaroTbCsl CIIBPOOITHHUKM OXOPOHH,
3aCTOCOBYIOTHCSI KAMEPH CIIOCTEPEKEHHS, 3aMKH Ha BXO/[1, CACTEMH CUTHaJII3aIlii Ta 1HIIT1
TEXHIYH1 3aCO0M KOHTPOJIIO TMepeOyBaHHS Ta OOMEXEHHS JOCTYIY. 3alpoBaKYyIOThCS
JOJATKOB1 3axoau (Di3WyHOi Oe3MeKH Ui MPUMIIICHb, B SKUX PO3MIIIYIOTHCS aKTHUBU
BUCOKOTO PIBHS KPUTHUYHOCTI, (DI3MYHUI CYNpOBIA BiABAYBAaYiB y MPUMILICHHSIX 3
aKTUBAaMU, KpUTUYHUMU i 11 pyHKUioHyBaHHs (ineHTrdikatop PR.AA-06);

y wMexax kareropii «OOi3HaHICTP 1 HaBYaHHA 3 TIMTaHb KiOEep3axuCTy»
(imentudikarop PR.AT):

CUCTEMaTUYHO MPOBOJATHCS IHCTPYKTaX1 Ta TPEHIHTH 3 KIOEPriri€eHu, a TaKoxX
3a0€31euyroThCsl 0013HAHICTh 1 HABYEHICTh CITIBPOOITHUKIB TAKMM YMHOM, 1110 BOHU MaJIA
3HAHHS Ta HABUYKHU JJi BUKOHAHHS OCHOBHUX 3aBIaHb IIOAO PHU3MKIB KiOepOe3rneKku.
[IpoBonsiTbCS HaBUAHHS Ta TPEHIHTW JUIsl MPALIBHUKIB, MIAPSIHUKIB, IMapTHEPIB,
MOCTAYaIbHUKIB Ta IHIIMX BU3HAUCHMX KOPUCTYBa4iB HEMYOJIYHUX pecypciB cyO’ekTa
s ix 0013HAHOCTI 1OM0 0a30BUX NPHUHIUIIIB KibepOe3neku. 3anmpoBaKyHOThCS
HaBYaHHS 11070 PO3Mi3HABaHHS Ta MPOTHUIII CIpoOaM 3aCTOCYBaHHSI METO(IB COIl1JIbHOT
IH)KEHepil Ta MOIIMPEHUX aTakK, JOTPUMAHHS MPUIUHATHUX MOJITUK Oe3MeKku Ta 6a30BUX
NPUHIIMIIB KiOepririeHu (HarpuKJaj, BUIPABICHHS MPOrpaMHOro 3abe3nedyeHHs, BUOip
MapoJiiB, 3aXUCT OOJIKOBUX JaHUX), a TaKOK 1HGOPMYBaHHS IMPO aTakk Ta MiT03pLTy
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aKTUBHICTh. J{oBOIUTHCS 10 BigoMa CiBPOOITHUKIB Cy0’€KTa 1H(OpMAILis PO HACIIIKH
MOPYIIIEHHS MOJTITHKY KiOepOe3nmeKu sSK M1 OKPEMUX KOPUCTYBadiB, Tak 1 Jis Cy0’ €KTa B
LIJIOMY, MPOBOAUTHCA TMEpPIOAMYHE  OI[IHIOBaHHS a00 TMepeBipKa  PO3YyMIHHS
KOpPUCTYBa4yaMH OCHOBHHMX TIPAKTUK KiOE€pOE3MeKu, BCTAHOBIIOIOTHCS BUMOIH OO
HIOPIYHOrO MiABUIIEHHS KBami(ikalii A MOKpAIIeHHs ICHYIOUMX Ta BIPOBAJKEHHS
HOBUX MPAKTHUK 3 KibepOe3neku (ineHtudikarop PR.AT-01);

3a0e3meuyeTbcsi O0013HAHICTh 1 HABYEHICTh CITIBPOOITHHUKIB, sAKi O€3MOCEpeIHbO
BUKOHYIOTH 3aBJaHHs 3 KibepOe3meku, Ki0ep3axucTy TaKMM UYMHOM, IO BOHU Malld
3HAHHS Ta HABUYKH JIJI1 BAKOHAHHS BCTAHOBJICHUX 3aB/IaHb 1100 PU3UKIB KIOEpOe3MeKH .
BusnauaroThcs mocaam, K1 MarOTh JOCTYI J0 BaXJIMBHUX JaHMX Cy0’€kTa, 0O1iMaHHSA
AKUX BHUMAarae IMPOXO/DKEHHS JOAarkOBOIO HAaBYAHHS 3 MHUTaHb KiOepOe3neku
(criiBpoOiTHUKM 3 P13uyHOI Oe3neku, kidbepOe3neku, GiHaHCOBUN CEKTOp, KEPIBHUIITBO
BUIIOrO0 piBHs). IIpOBOAATHCS TPEHIHTH, HABYAHHSA Ta TIICPEBIPAETHCS POJILOBA
0013HAHICTh IIOJ0 KiOepOe3nmeKkn s CIiBpOOITHUKIB, SKI BHKOHYIOTH CIICIliali3oBaHi
poJl, a TaKoK MIAPSAHUKIB, MapTHEPIB, MOCTAaYaJbHUKIB Ta IHIIUX TPETiX oOciO.
3anmpoBaJKYEThCS MEPIOAUYHE OITHIOBAHHS KOPUCTYBA4yiB MIOAO PO3YMIHHS MPaKTUK
kiOepOe3nekr BIAMOBIAHO O IXHIX CIEL1aJIi30BaHUX pPOJIel, BCTAHOBIIOIOTHCS BUMOTH
CTOCOBHO IIOPIYHOTO IIBHUINCHHS KBalipikaiii Ui TOKpaIIeHHS ICHYIOUMX Ta
BIIPOBAJ’KEHHS HOBUX MPaKTHK K10epOe3neku (inentudikarop PR.AT-02);

y Mexax kareropii «besneka nanux» (imentudikarop PR.DS):

3a0e3neuyeTbesi  KOH(MIMEHIIHHICTh, IUIICHICTh 1 JOCTYNHICTh JaHUX, IO
30epiratoTbcs B 00JIaJIHAHHI1 CUCTEM CYO’ €KTa, 3alPOBAIKY€EThCs U(PpyBaHHs, TU(PPOBI
miAnUcH Ta KpunTtorpadiudi Xemn Jyisi 3aXUcTy KOHQIIEHIIMHOCTI Ta MUTICHOCTI
30epe’keHUX AaHuX y (Qainax, 0a3zax JaHuX, oOpa3ax AMCKIB BIPTyaJdbHUX MaIMH,
o0pazax KOHTEHHEpIB Ta IHIIMX pecypcax. BUKOpPUCTOByeThcs MOBHE MmU(pyBaHHS
JUCKIB JIJISl 3aXUCTY JaHUX, 110 30epIraloThCsl Ha KIHIIEBUX MPUCTPOSX KOPUCTYBayiB, Ta
MIATBEPXKEHHS IIUTICHOCTI MPOrpaMHOro 3a0e3MeyeHHsl MUISIXOM MepeBipKU HUGPOBUX
nianuciB. OOMeXyeThCS BAKOPUCTAHHS 3HIMHUX HOCIIB JIJIsl 3alI001TaHHS BUTOKY JIaHUX,
a 3HIMHI HOCIi, II0 MICTATh He3amu@poBaHy KOHPIAEHIIIHY iHpopmanio, (Gi3UIHO
30epiraroTbcs y 3aKkpuTux ceridax abo daitnoux madax (imenrudikarop PR.DS-01);

3a0€3Meuy€eThCsl CTBOPEHHS, 3aXUCT, MIATPUMKA Ta TECTYBaHHS PE3EPBHUX KOMIN
naHuX. be3nepepBHO 31ICHIOETHCS pe3epBHE KOIMIIOBAHHS KPUTUUHUX TAHUX Y PEKUMI,
HaOJIMKEHOMY JI0 peajbHOT0 Yacy, pe3epBHE KOMIIOBAHHS IHIIUX JaHUX MPOBOIUTHCS 32
BCTAaHOBJICHUMU Tpadikamu, TECTyBaHHS PE3CPBHUX KO Ta BIAHOBICHHS JJIs BCIX
TUIIB JHKEPeNl aHUX 3IMCHIOEThCS NMPUHANWMHI LIOPOKY, 3alpPOBAKYETHCS Oe3MeuHe
30epiraHHd BHM3HAUEHHUX pE3EPBHUX Komii odriailH Ta mo3a Mmexamu cy0’ekra, y
TEPUTOPIATBHO PI3HUX MICIIAX, 3 00OMEXKEHHSIM JOCTYNy J0 1H(OpMaIlii PO reoIoKaIlito
Micib 30epiranss (ineHtudikarop PR.DS-11);

y Mexax kareropii «besneka miargopm» (inentudikarop PR.PS):

BCTAHOBJIIOIOTHCSI Ta 3aCTOCOBYIOTHCSI METOJAM KepyBaHHA KOH(Irypariero.
BcTaHOBIIOIOTHECS, TECTYIOTHCS, PO3TOPTAIOTHCSA Ta MIATPUMYIOTHCS 3axHINeHi 06a30Bi
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KoH(iryparlii, aki 3a0€31Me4yr0Th BUKOHAHHS MOJIITUK KibepOe3neku cy0’ ekTa Ta HaJaloTh
JUIIIe HEOOX1THI MOXKJIMBOCTI (MPUHIMI MaKCHUMaIbHO 00MEXeHOT (yHKITIOHAIBHOCTI),
MepersigaThecsl BCl HajalUTyBaHHS KOHQIrypaiiil 3a 3aMOBUYBaHHSIM, SKI MOXYTh
MOTEHI[IHHO BIUTMHYTHU Ha KibepOe3neKy mpyu BCTaHOBIIEHH1 400 OHOBJIEHH1 TPOrPaMHOI0
3abe3nedeHHs. [IpoBoAUTHCS MOHITOPUHT BUKOHYBAHOI'O IPOI'PaMHOI0 3a0e3MeueHHs Ha
MpeIMET BHSBICHHS HWOro BIAXWICHb BIJ CXBAJICHMX 0a30BUX KOH(]Iryparrii
(imentudikarop PR.PS-01);

CTBOPIOIOTBCS 3aIIMCH KYPHAJIIB MOMA1M, TOCTYMHUX AJISI MOCTIHHOTO MOHITOPUHTY,
HaJAIITOBYIOTHCS BC1 Omepar(iiHi CUCTEMH, JTOJATKH Ta CEPBICH (BKJIIOYAIOYM XMapHI
pecypcH) Uil TeHeparllli 3amuciB y KypHanu nofid. HanmamroByroTbecsi reneparopu
KYpHAIIB Uil O€3MEYHOro OOMIHY IXHIMM JKypHallaMH 13 CHCTEMaMU Ta CIIy)XOamu
1HpacTPyKTypH peecTpailii cy0’ ekTa, reHepaTopH 3aMrCiB KYpPHaJIB MO1M — JIs1 3aMUCy
JTaHUX, HEOOX1THUX JJIs apXITEKTypH 3 HYJAb0BOIO A0Biporo (ineHTudikarop PR.PS-04);

3a00pOHSETHCS BCTAHOBJICHHS Ta BUKOHAHHS HECAHKI[IOHOBAHOTO MPOTPAMHOTO
3a0e3neueHHs, ePeBIPSIETHCS JHKEPENIO MOXOKEHHS Ta [UTICHICTh HOBOT'O IPOTPAMHOTO
3a0e3neyeHHsT nepel HOro BCTAHOBJEHHSM, HAJAIUTOBYIOTHCS IJIATPOPMU  Ha
BUKOPUCTAHHS JIMILE 3aTBeppKeHUX ciy:k0 DNS, siki OJIOKYIOTh OCTYI 10 B1IOMHX
MIKIZJTMBUX JIOMEHIB, Ta HA BCTAHOBJICHHSI JIMIIIE TPOTPaMHOTO 3a0€31IeUeHHs, CXBAJICHOTO
Cy0’€KTOM, HaJAlITOBYIOThCS NAATGOPMH ISl IHCTAJALIT JMIIE 3aTBEPIKEHOTO
cy0’exToM mporpaMHoro 3ade3neueHHs (igeHtudikarop PR.PS-05);

y Mexax kareropii «CTIMKICTh TEXHOJIOTTUHOI 1H(pacTpykTypu» (iAeHTH(IKATOp
PR.IR):

3a0€3MeuyeThCsl 3aXUCT MEPEX1 Ta CEpPeloBUINA BiJl HEABTOPU30BAHOTO JIOTTYHOTO
JOCTYNy Ta BUKOPHUCTAHHS, MIATPUMYETHCS JIOTTYHA CErMEHTAllisl Mepexi cy0’ekTa Ta
XMapHUX IJ1aTGOpM BIAMOBIIHO A0 MEX JOBIpM Ta THUIIB TuiatGopM (HAPUKIIAMT,
MOO1TBHI, TOCTi), JO3BOJIAIOTHCS HEOOXIITHI KOMYHIKaIli JHIIEe MDK CErMEHTaMH.
3abe3rneuyeTbcsl JOTIYHA CETMEHTAIllsl Mepexi CyO’€KTa Bil 30BHIIMIHIX MEpex, 3
JI03BOJIOM JIMIIIE HEOOXITHMX KOMYHIKAIlI JUJI1 BXOAY B MEpexXi Cy0’€KTa 13 30BHIIIHIX
MepexK. YIPOBAIKYETbCS apXITEKTypa HYIbOBOi JOBIPH sl 3a0€3MeUeHHs] MPUHIIMITY
MIHIMaJIbHUX TPHUBLICIB TiJ Yac JOCTYNy 10 PECypCiB CHCTEMH, IEpPEBIPSIETHCS
KibepOe3neka KIHIEBUX TOYOK MEpea THM, SK iM HaJaHO JOCTYN 1 BHUKOPHUCTAHHS
BUpoOHNUMX pecypcis (inentudikarop PR.IR-01);

4. Oynkuis «Busasnenns» (igeHTtudikarop DE) 3abe3neduye mnpoBeaeHHS
imenTudikaiii, 30opy Ta 00poOKu KibepiHIUAEHTIB, KiOeparak Ta Kidep3arpo3s:

y MeXax Kareropii «Be3nepepBHHH MOHlTOpHHF» (imentudikarop DE.CM):

MIPOBOIUTHCS TOCTIHHUN MOHITOPUHT MEPEX 1 MEPEKEBUX CIIY)KO JIJIl BUSBIICHHS
MOTEHIIMHO HECHPHUATIMBUX TMOAIM, 3a0€3MeuyeThCsl BIICTEKEHHS MEPEKEBUX CIYKO
(manmpukmnan, DNS, BGP Ttomo) Ha HasgBHICT, HeOaXaHWX TIOAINA, APOTOBUX Ta
0E3IPOTOBUX MEPEK — HA HASABHICTH MITKIIOYEHD 13 HEAaBTOPHU30BAHUX KIHIIEBUX TOYOK,
Ta MOHITOPUHT 3ac00IB — Ha HAasBHICTb HECAHKIIOHOBAaHUX ab0 IMIaxpalCbKUX
o0e3apoToBUX Mepex. [IpoBOIUTHCS TOPIBHAUIBHUN aHali3 (aKTUUYHUX MEpEeKeBHUX
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MOTOKIB 3 0a30BUMH JIHISIMU, 100 BHUABUTH BIIXWJIEHHS, Ta MOHITOPUHT MEPEKEBHUX
KOMYHIKaIliid — JUIsl BUSBJICHHS 3MiH Y MOJOKEHHSAX OE3MEeKH 3 METOI HYIhOBOI JOBIPH
(inentudikarop DE.CM-01);

MPOBOAUTHCA MOCTIMHUI MOHITOPUHI BUKOPUCTAHHSI KOMIT FOTEPHOTO O0JIaIHAHHS
Ta MPOrpaMHOro 3a0e3MeyeHHs, CepPelloBUILA iX BUKOHAHHSA Ta JAHUX JJISl BUSBIICHHS
MOTCHI[IHHO HECIPHUATIUBUX TOMIH, 3a0€3MeUyeThCS MOHITOPUHT €JICKTPOHHOI IOIITH,
IHTEpHETY, OOMIHY aiiaMu, CIyXk0 CHUIbHOI POOOTH Ta 1HIIMX MOIIMPEHUX BEKTOPIB
arak JJis BUSBIEHHS 3JIOBMHCHOIO IMPOrpamMHOro 3a0e3nedyeHHs, (IIMHTY, BUTOKY Ta
KpaJDKKH JTaHUX Ta IHIIMX HeOaKaHMX MoAid. 3a0e3meuyeThbes BiCTEXKEHHS CIpod
aBTeHTH(1KaIlll, 11100 BUSBUTH aTakyd Ha OOJIIKOBI J1aHI Ta HEABTOPU30BAHE IMOBTOPHE
BUKOPHUCTaHHSI OOJIIKOBUX JIaHUX, a TAaKOX BIICTEXEHHS KOH(Irypaiii mporpamMHOro
3a0e3neyeHHs Ha HasBHICTh BIAXWJIEHb Bil 0a30BUX piBHIB Oe3meku. 3ale3neyyerbes
KOHTPOJIb allapaTHOro Ta MPorpaMHoOro 3a0e3neueHHs Ha HasBHICTh O3HAK BTPYYaHHs, Ha
KIHIIEBUX TOUYKaX 3a0e3MeuyeThCs BUKOPHCTAHHS TEXHOJIOTIA BUSBICHHS TpoOiIeM
3a0e3neueHHs KibepOe3neku (Hampukiaj, BiICYTHICTh MaT4iB, 3apa)K€HHS 3JTOBMUCHUM
NPOrpaMHUM 3a0€3MEYEHHSIM, HECAHKI[IOHOBAHE IMpPOrpaMHE 3a0€3IMEYEHHS) 3 METOIO
NepeHanpaBieHHs] KIHIEBUX TOYOK B CEPENOBUIIE BIIHOBJIEHHS 1O HAaJaHHA
aBTOpU30BaHOTrO noctyny (ineHtudikarop DE.CM-09);

y MeXax Kareropii «AHani3 HecpusTiuBux noaiii» (inentudikarop DE.AE):

BIPOBAKYETHCS TEPIOAUYHE MPOBEACHHS aHai3y MOTCHLIHHO HECHPHITINBUX
NOJIN — cucTeMa yIpaBiiHHS 1HGOpMaIli€o Ta MOAIsIMU Oe3MeKku ado 1HII1 IHCTPYMEHTH
JUISL TIOCTIMHOTO MOHITOPUHTY MOMAIM Yy JKypHalli Ha HAsBHICTh BIJJOMOI 3JIOBMHCHOI Ta
MiA03p1I0T aKTUBHOCTI. BUKOPHUCTOBYEThCA akTyalibHa 1HGOpMaIlis mpo Kidep3arpo3u B
IHCTpYMEHTax aHali3y KypHaliB, 00 MIABUIIMUTA TOYHICT, BHUSBJICHHA Ta
OXapaKTEepU3yBaTH CyO’ €KTH 3arpo3, iXHI METOIM Ta IOKa3HUKU KOMIIpOMETarlii,
3a0e3neuyeTbCsl peryiasipHe NpoBeAeHHS (BpydHY) NEpEBIpKH MOMIA KypHaAlTy JUist
TEXHOJIOT1H, SKi HE MOXHA HaJIEKHUM YHHOM KOHTPOJIIOBATH 3a JOMOMOTOIO
aBTOMaru3allii, BAKOPUCTOBYIOThCS IHCTPYMEHTHU aHali3y KypPHaJIiB JIJIsl CTBOPEHHS 3BITIB
npo cBoi BUcHOBKH (ineHTudikarop DE.AE-02);

3a0e3meuyeTbcsl  TepefaBaHHs — iHpopMaiii Mpo  HECHPUATIMBI  TOMil 70
VIOBHOBaXEHUX CYO’€KTIB 3 BHUKOPUCTAHHSIM  BIANOBIJHOIO I1HCTPYMEHTApito,
BUKOPHUCTOBYETHCS CIICI[1ali30BaHE MPOrpaMHe 3a0e3MeueHHs JJIs CTBOPEHHSI Ta epeaayi
CHOBIIIEHb JI0 LIEHTPIB O€3MeKU, CIyxK0 pearyBaHHs Ha KIOEpIHLIMIEHTH, Kibeparaku abo
ki0ep3arpo3u Ta IHCTPYMEHTIB pearyBaHHs, 3a0e3neuyeTbess y Oyab-sSKUil 4yac AOCTYI
CIy:)kO pearyBaHHs Ha KIOEpIHIIMACHTH, KiOeparaku abo KiOep3arpo3u, a IHIIHUX
YIOBHOBAKEHUX CHIBPOOITHUKIB — J0 PE3YJbTaTiB aHai3y >KypHaily. 3a0e3neuyeThes
ABTOMATUYHE CTBOPCHHS Ta NPU3HAYEHHS CUTHAJIB Yy CHUCTEMI OIOBIIICHHS, KOJIH
BUHUKAIOTh TEBHI TUNMH HECHPUATIMBHUX IMOMAINA, Ta Py4HE CTBOPEHHS 1 MPU3HAYCHHS
CUTHAQJIIB Y CHUCTEMI OIOBIIICHHS CYy0’€KTa, KOJMU TEXHIYHUU CHIBPOOITHUK BUSIBIISIE
o3Haku komrnpomeTalii (ineatudikarop DE.AE-06);
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3a0e3neuyeTbcst 30UpanHs, BUSBJICHHs Ta aHali3 iHGopMalii npo Kibep3arposu ta
IHIIOT KOHTEKCTHOI iH(opMarii, a Takok Oe3rmeuyHe HajaHHSA iHopMalii 1po
Ki0bep3arpo3u TEXHOJOrisIM BUSBIICHHS, MpollecaM 1 CHIBpOOITHHKaM. 3a0e3MeduyeThes
Oe3neuHe HagaHHs 1HGOpMaIlli Bil IHBEHTapH3allii aKTUBIB O TEXHOJIOT1H BHUSBIICHHS
MPOILECIB 1 CMIBPOOITHUKIB, @ TAKOXK IIBUJKE OTPUMAHHS Ta IIBUIKUI aHali3 1H(O pMaIlii
PO BPA3JIUBOCTI TEXHOJOTTYHOI IHPPACTPYKTYPH Bi MOCTavYaIbHUKIB, TPETIX CTOPIH 1
CTOPOHHIX KOHCYNIBTAHTIB 13 Oe3mneku (ineHTudikarop DE.AE-07);

5. O®yukmia «PearyBanHs» (imeHtudikarop RS) 3abesmeuye 3amobiraHHs
kibepiHIMaeHTaM, KibeparakaM 1 KiOep3arposam, HajleKHE 1H(GOpPMYBaHHS MPO HHX,
3ano0iraHHs HEraTUBHUM HACIIIKaM, 1X MIHIMI3aIlid Ta YCYHEHHS :

y Mexax kareropii «YopasiiHHs KioepiHuuaentamu» (ineatudikarop RS.MA):

YIPOBAPKYEThCS BUKOHAHHS IUJIAHY pearyBaHHS Ha KIOEpIHLMJEHTHU, KibepaTakH,
kibep3arpo3 B KOOpAMHAI 3 BIAMOBIZHUMH TPETIMU CTOPOHAMHU OApa3y Micis
OTOJIOTIICHHS KiOCpIHIIUICHTY, 3a0e3Ieuy€eThCs aBTOMATHYHE BUSIBIICHHS
KiOEpIHIIMACHTIB, 3aJIy4a€ThCsl JOMOMOra 3 pearyBaHHs Ha KiOepIHIIUACHTH, KibepaTaku
abo ki0ep3arpo3u Ha OCHOB1 ayTcopcuHry. [Ipu3HayaeThcs KEPIBHUK 3 pearyBaHHs Ha
KOXXHUM KIOEPIHIIUICHT, 1HII1I0€THCSI BUKOHAHHS TOATKOBUX IJIaH1B Ki0epOe3MeKH, K0
e HEeoOXTHO JJIs TMiATPUMKH pearyBaHHsS Ha KiOCpIHIMIECHTH, KiOeparakw,
Kibep3arpo3u, Hanmpukiaz, 3ade3neuyerbesi Oe3nepepBHe (PYHKIIIOHYBaHHSI Ta aBapliiHe
BinmHOBIEHHS (inentudikarop RS.MA-01);

y MeXax Kareropii «AHaii3 kibepiHuuaeHTy» (inentudikarop RS.AN):

3alpPOBAKYETHCS MPOBEICHHS aHATI3Y JIJI1 BCTAHOBJICHHS TOTO, 110 BIAOYIOCS 11/
yac KIOEpIHIUJEHTY, Ta fKI JpKepella BUHUKHEHHS KIOCpIHIMACHTY, BHU3HAYAETHCS
MOCJIIIOBHICTh MOJIN, IO BIIOYNMCS MiJa 4ac KIOEPIHLIMIEHTY, Ta K1 aKTUBU 1 pecypcu
Oy 3aiTy4eHi 10 KOXKHOT MO/I11; aHaTI3YIOThCS Bpa3JIMBOCTI, 3arpO3H Ta CY0’ €KTH 3arpo3,
K1 TPSIMO YU OMNOCEPEAKOBAHO 3alydeHl A0 KIOEpIHIUIAEHTY. AHaII3yeTbCAd cam
KiIOepIHIIMACHT, 1100 3HAWUTH OCHOBHI CHCTEMHI MNPUYUHU, MEPEBIPSIOTHCA OyAb-sKi
TEXHOJIOT1i axpaicTBa y KiOepnpocTopi, o0 OTpuMaTH AO0AATKOBY 1H(GOpPMAIlIIO PO
MOBEAIHKY 3JI0BMUCHUKIB (ineHTH(dikaTop RS.AN-03);

3aMpOBaKYETHCS 3IMCHEHHST 300py, 3a0e3meuyeThcsl MITICHICTh Ta 30epekKeHHS
JaHUX MPO KIOEPIHIUEHTH Ta METaJaHuX (HapUKIIa, KEPENo NaHuX, JaTa/yac 300py)
Ha OCHOBI MPOIEAYp MOBOMKEHHS Ta 30epiranHs noka3iB (ineHtudikarop RS.AN-07);

y MeXax KaTeropii «3BITyBaHHS MPO pearyBaHHs Ha KIOEpIHUUIEHTH, KibepaTaku,
ki0ep3arpo3u ta komyHikaiis» (igearudikarop RS.CO):

3aMpOBaKYETHCS CHOBIIICHHS BHYTPINIHIX 1 30BHIIIHIX 3alHTEPECOBAHUX CTOPIH
po KiOepIHIMAEHTH, KibepaTaku, Kibep3arpo3u, TOTPUMYIOThCSI BU3HAUEHOT MPOILeAYPH
OTIOBIIIICHHS TICISA BUSBJICHHS KIOCPIHIMACHTY 3 TOPYIICHHSIM JaHUX, BKIFOYAIOYH
CHOBIILIEHHS MOCTPaXJAINX KI€HTIB. [[0OBIIOMISIIOTHCS 11JI0B1 HApTHEPH 1 KIIEHTU TPO
KIOEpIHIIMACHTH BIAMNOBIIHO JO BUMOI KOHTPAKTy, IPABOOXOPOHHI OpraHv Ta
YIOBHOBAYKEH1 OpraHu — Mpo KiOEPIHIUIEHTH HA OCHOBI 3aTBEPKEHUX KPUTEPIiB MJIaHY
pearyBaHHs Ha KiOepiHIIUAeHTH, Kibeparaku, kioep3arposu (inentudikarop RS.CO-02);
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y Mexkax kareropii «Ilom’sikmenns kibepinuuaeHty» (iaentudikarop RS.MI):

3a0e3medyeTbCs JTKBimaIis KiOCPIHIIMASHTIB, aBTOMAaTHYHE BHUKOHAHHS 3aB/IaHb
CTPUMYBAHHS 3a JOIOMOIOI0 BIPOBAPKEHUX TEXHOJIOTH KiOep3axucTy Ta I1HIIMX
TEXHOJIOT1M, sIKi MaroTh Taki (yHKUIl (HampuKiIaa, OmepaniiHi CHCTEMH, Mepexa
NpPUCTPOiB  IHPPACTPYKTYpH), HaTaeTbCcd  JO3BUI  ClOyxkbam pearyBaHHS  Ha
KiObepiHIMACHTH, KibepaTaku, Kidep3arpo3u BpyYHY BHUOMpATH Ta BUKOHYBATH il 31
CTPUMYBaHHS KIOCPIHITUACHTY Ta O3B TPETi CTOPOHI (HAMPHKJIAM, MOCTadaIbHUKY
MOCJIYT YIpPaBJIIHHS O€3MeKOI0) — BUKOHYBATH [ii 31 CTpUMYyBaHHS Bi IMEH1 cy0’€KTa
(imerTudikarop RS.MI-02);

6. @yukuis «Binnosnenns» (ineHtudikarop RC) 3abe3neuye MOHOBIECHHS
IITaTHOTO PEXKUMY (PYHKIIOHYBaHHSI OO0’ €KTIB KiOEp3axucTy Miclisi KIOEPIHIUIEHTY,
kiOepaTraku, BiIHOBIEHHS 1HGopMalii Ta BLAOMOCTEH Yy pa3i iX MOUIKOMKEHHsS abo
BUJAJICHHS, CTBOPEHHS YMOB Ui TMPOBEIACHHS pO3CHiAyBaHHs KiOepaTaku Ta
KiOCpIHIIMICHTY:

y Mexax Kareropli «BUKOHaHHS IUJIaHy BITHOBJIEHHS Micls KiOEpIHIMACHTY»
(imentudikarop RC.RP):

3a0e3nevuyeTbCsi BUKOHAHHS Nepe0adyeHnx MiIaHoM pearyBaHHs Ha KiOepIHIUAEHTH,
kibeparaku abo kidep3arpo3u 3axojiB IIOA0 BIIHOBIICHHS, ITi1 Yac abo ofpasy Micis iX
IHimlami3anii B X0l pearyBaHHd Ha KiOepIHUUIEHTH, KiOepaTaku, KiOep3arpos,
03HAMOMITIOIOTHCS BC1 0COOM, SIK1 BIITIOB1IAIOTH 3a BIHOBJICHHS, PO TJIAHU BITHOBICHHS
Ta MOBHOBAKEHHS, HEOOX1/IH1 /1711 BUKOHAHHSI KOXKHOTO 3 acleKTy IUlaHiB (11eHTudiKaTop
RC.RP-01);

MepeBIPAETHCS IUTICHICTh PE3EPBHUX KOMIA Ta IHIIUX PECYPCIB, K1 MAJIATAIOThH
BiTHOBJICHHIO, MEepe]] iX BUKOPUCTAHHSM JJIsl BiTHOBJICHHSI, & TAKOXK BiTHOBIICHI aKTHBH
Ha HassBHICTb O3HAK KOMITPOMETAIIi1, TOMIKOKeHHS (DAiIIiB Ta IHIIUX MUTaHb IUTICHOCTI
aktuBiB (1geHTu(dikarop RC.RP-03);

y wMexax kareropii «KomyHikaiiss 3 BIJHOBJIEHHS MICHS KIOEPIHIMACHTY»
(ineatudikarop RC.CO):

3a0e3neuyeTrbcsi  IHQPOPMYBaHHS  BHU3HAYEHUX  BHYTPIMIHIX 1  30BHIMIHIX
3aiHTEPECOBAHUX CTOPIH MPO 3aXOAW 3 BIIHOBICHHS Ta NPOTPeC Yy BiIHOBJICHHI
onepauiiiHux crnpoMokHOCTel. 3ale3rneuyerbcsi Oe3neyHuid 0OMiH 1H(opMalli€o Mmpo
BITHOBJICHHSI, BKJIFOYAIOYM X1 BIJHOBIICHHS, BIAMOBIJHO 10 TJaHIB pearyBaHHs Ha
KiOepiHIMAeHTH, Kideparaku Ta Kibep3arpo3u Ta JOroBOpiB Mo OOMIH i1H(oOpMaI€lO,
perymspHe 1H(GOpMYBaHHsS KEpIBHHUIITBA BHIIOTO PIBHA MPO CTaH BIIHOBJICHHS Ta XiJ
BITHOBJICHHS JJIsl BEJIMKHUX KIOEpIHIUAEHTIB. J[OTpUMYIOThCS MpaBUI 1 ITPOTOKOJIIB,
BU3HAYEHUX Y KOHTPAKTaX MK Cy0’€KTOM Ta MOro nocradaJbHUKaMu, II0A0 OOMIHY
iHdOopMaIriero mpo KiOepiHIUICHTH, KOOPAUHYEThHCS KpU30Ba KOMYHIKAIIis MK Cy0’ €KTOM
Ta HOro KPUTHUYHO BAXKJIMBUMU NTocTadanbHUuKamu (ineHtudikarop RC.CO-03).




